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19 March 2024

This report summarizes the known software vulnerabilities published during the period 11-17 March 2024.
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor and a table of vulnerabilities with the highest severity
rating (CVSSv3 Base Score >=9). The tables also indicate whether a vulnerability has been exploited
according to the CISA Known Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to
complete this anonymous survey.


https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 11-17 March 2024
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Vulnerabilities with highest severity, 11-17 March 2024

Date Base Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2023- 13-03-2024 mndpsingh287 File Manager 9.9 No
6825
CVE-2022- 12-03-2024 Siemens SINEMA Remote Connect Server 9.8 No
32257
CVE-2024- 13-03-2024  Arcserve Unified Data Protection 9.8 No
0799
CVE-2024- 14-03-2024 Mitsubishi Electric MELSEC-Q Series QO3UDECPU 9.8 No
0802 Corporation
CVE-2024- 13-03-2024  ultimatemember Ultimate Member — User Profile, 9.8 0.001 No
1071 Registration, Login, Member

Directory, Content Restriction &

Membership Plugin
CVE-2024- 12-03-2024 Badger Meter Monitool 9.8 No
1301
CVE-2024- 12-03-2024 CMS Made Simple CMS Made Simple 9.8 No
1527
CVE-2024- 12-03-2024  Microsoft System Center Operations 9.8 0.001 No
21334 Manager (SCOM) 2019
CVE-2024- 13-03-2024 cyberlord92 Web Application Firewall - 9.8 No
2172 website security
CVE-2024- T11-03-2024 ManageEngine ManageEngine Desktop Central 9.8 No

2370


https://www.wordfence.com/threat-intel/vulnerabilities/id/93f377a1-2c33-4dd7-8fd6-190d9148e804?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/93f377a1-2c33-4dd7-8fd6-190d9148e804?source=cve
https://cert-portal.siemens.com/productcert/html/ssa-576771.html
https://cert-portal.siemens.com/productcert/html/ssa-576771.html
https://www.tenable.com/security/research/tra-2024-07
https://www.tenable.com/security/research/tra-2024-07
https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2023-024_en.pdf
https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2023-024_en.pdf
https://www.wordfence.com/threat-intel/vulnerabilities/id/005fa621-3c49-4c23-add5-d6b7a9110055?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/005fa621-3c49-4c23-add5-d6b7a9110055?source=cve
https://www.incibe.es/en/incibe-cert/notices/aviso-sci/multiple-vulnerabilities-badger-meters-monitool
https://www.incibe.es/en/incibe-cert/notices/aviso-sci/multiple-vulnerabilities-badger-meters-monitool
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-cms-made-simple
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-cms-made-simple
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21334
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21334
https://www.wordfence.com/threat-intel/vulnerabilities/id/6347f588-a3fd-4909-ad57-9d78787b5728?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6347f588-a3fd-4909-ad57-9d78787b5728?source=cve
https://www.incibe.es/en/incibe-cert/notices/aviso/unrestricted-file-upload-vulnerability-manageengine-desktop-central
https://www.incibe.es/en/incibe-cert/notices/aviso/unrestricted-file-upload-vulnerability-manageengine-desktop-central
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CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 13-03-2024 Intumit SmartRobot 9.8 0.001 No
2413
CVE-2024- 13-03-2024 Fortra FileCatalyst 9.8 No
25153
CVE-2024- 12-03-2024 PHOENIX CHARX SEC-3000 9.8 0.001 No
25995 CONTACT
CVE-2024- 15-03-2024 open-metadata OpenMetadata 9.8 No
28255
CVE-2024- 15-03-2024 open-metadata OpenMetadata 9.4 No
28253
CVE-2023- 12-03-2024  Fortinet FortiOS 9.3 0.001 No
42789
CVE-2023- 12-03-2024 Fortinet FortiClientEMS 9.3 0.001 No
48788
CVE-2023- 11-03-2024  ChatGPTNextWeb NextChat 9.1 No
49785
CVE-2024- 13-03-2024  argoproj argo-cd 9.1 No
28175
CVE-2024- 13-03-2024 Yooooomi your_spotify 9.1 No
28194
CVE-2024- 12-03-2024  Microsoft Azure Kubernetes Service 9 0.001 No

21400


https://www.twcert.org.tw/tw/cp-132-7697-ecf10-1.html
https://www.twcert.org.tw/tw/cp-132-7697-ecf10-1.html
https://www.fortra.com/security/advisory/fi-2024-002
https://www.fortra.com/security/advisory/fi-2024-002
https://cert.vde.com/en/advisories/VDE-2024-011
https://cert.vde.com/en/advisories/VDE-2024-011
https://github.com/open-metadata/OpenMetadata/security/advisories/GHSA-6wx7-qw5p-wh84
https://github.com/open-metadata/OpenMetadata/security/advisories/GHSA-6wx7-qw5p-wh84
https://github.com/open-metadata/OpenMetadata/security/advisories/GHSA-7vf4-x5m2-r6gr
https://github.com/open-metadata/OpenMetadata/security/advisories/GHSA-7vf4-x5m2-r6gr
https://fortiguard.com/psirt/FG-IR-23-328
https://fortiguard.com/psirt/FG-IR-23-328
https://fortiguard.com/psirt/FG-IR-23-430
https://fortiguard.com/psirt/FG-IR-23-430
https://www.horizon3.ai/attack-research/attack-blogs/nextchat-an-ai-chatbot-that-lets-you-talk-to-anyone-you-want-to/
https://www.horizon3.ai/attack-research/attack-blogs/nextchat-an-ai-chatbot-that-lets-you-talk-to-anyone-you-want-to/
https://github.com/argoproj/argo-cd/security/advisories/GHSA-jwv5-8mqv-g387
https://github.com/argoproj/argo-cd/security/advisories/GHSA-jwv5-8mqv-g387
https://github.com/Yooooomi/your_spotify/security/advisories/GHSA-gvcr-g265-j827
https://github.com/Yooooomi/your_spotify/security/advisories/GHSA-gvcr-g265-j827
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21400
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21400
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot



