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25 March 2024

This report summarizes the known software vulnerabilities published during the period 18-24 March 2024.
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor and a table of vulnerabilities with the highest severity
rating (CVSSv3 Base Score >=9). The tables also indicate whether a vulnerability has been exploited
according to the CISA Known Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.

We would like to know what you think about the weekly vulnerability report. Please take a few
minutes to complete this anonymous survey.


https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 18-24 March 2024
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Vulnerabilities with highest severity, 18-24 March 2024

Date Base Probability of
CVE Published Vendor Product Score  Exploitation Exploited
CVE-2024-  20-03-2024  Progress Software  Telerik Report Server 9.9 No
1800 Corporation
CVE-2024- 18-03-2024  Amssplus AMSS++ 9.9 No
2599
CVE-2024-  21-03-2024  ValvePress Automatic 9.9 No
27956
CVE-2024-  19-03-2024  NA Tourfic 9.9 No
29135
CVE-2024-  21-03-2024 OpenText PVCS Version Manager 9.8 No
147
CVE-2024-  21-03-2024 OpenText PVCS Version Manager 9.8 No
1148
CVE-2024- 20-03-2024 mediavine Create by Mediavine 9.8 No
1711
CVE-2024-  20-03-2024 OpenText ArcSight Platform 9.8 No
181
CVE-2024- 18-03-2024  Schneider Electric Easergy T200 (Modbus) 9.8 No
2051 Models: T200lI, T200E,

T200P, T200S, T200H

CVE-2024-  21-03-2024 Kiloview NDI 9.8 No
2161
CVE-2024- 18-03-2024  argoproj argo-cd 9.8 No

21652


https://www.telerik.com/report-server
https://www.telerik.com/report-server
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-amssplus-amss
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-amssplus-amss
https://patchstack.com/database/vulnerability/wp-automatic/wordpress-automatic-plugin-3-92-0-unauthenticated-arbitrary-sql-execution-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-automatic/wordpress-automatic-plugin-3-92-0-unauthenticated-arbitrary-sql-execution-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/tourfic/wordpress-tourfic-plugin-2-11-15-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/tourfic/wordpress-tourfic-plugin-2-11-15-arbitrary-file-upload-vulnerability?_s_id=cve
https://portal.microfocus.com/s/article/KM000026669
https://portal.microfocus.com/s/article/KM000026669
https://portal.microfocus.com/s/article/KM000026669
https://portal.microfocus.com/s/article/KM000026669
https://www.wordfence.com/threat-intel/vulnerabilities/id/fcc78fa6-a5f0-4f29-ae19-8e783698b19e?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/fcc78fa6-a5f0-4f29-ae19-8e783698b19e?source=cve
https://portal.microfocus.com/s/article/KM000027383
https://portal.microfocus.com/s/article/KM000027383
https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2024-072-01&p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2024-072-01.pdf
https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2024-072-01&p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2024-072-01.pdf
https://www.kiloview.com/en/support/download/n3-for-ndi/
https://www.kiloview.com/en/support/download/n3-for-ndi/
https://github.com/argoproj/argo-cd/security/advisories/GHSA-x32m-mvfj-52xv
https://github.com/argoproj/argo-cd/security/advisories/GHSA-x32m-mvfj-52xv
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Date Base Probability of
CVE Published Vendor Product Score  Exploitation Exploited
CVE-2024-  21-03-2024 Skymoonlabs MoveTo 9.8 No
25912
CVE-2024-  22-03-2024  Ciges CIGESV2 9.8 No
2722
CVE-2024-  22-03-2024  Ciges CIGESV2 9.8 No
2723
CVE-2024-  22-03-2024  Ciges CIGESV2 9.8 No
2724
CVE-2024-  18-03-2024 Unitronics Unistream Unilogic 9.8 No
27768
CVE-2024-  22-03-2024  FriendsOfSymfonyl symfonyl 9.8 No
28861
CVE-2024-  21-03-2024 Abast SCAN_VISIO eDocument 9.8 No
29732 Suite Web Viewer
CVE-2024-  21-03-2024  Sentrifugo Sentrifugo 9.8 No
29870
CVE-2024-  21-03-2024  Sentrifugo Sentrifugo 9.8 No
29871
CVE-2024-  21-03-2024  Sentrifugo Sentrifugo 9.8 No
29872
CVE-2024-  21-03-2024  Sentrifugo Sentrifugo 9.8 No
29873
CVE-2024-  21-03-2024  Sentrifugo Sentrifugo 9.8 No

29874


https://patchstack.com/database/vulnerability/moveto/wordpress-moveto-plugin-6-2-unauthenticated-arbitrary-wordpress-settings-change-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/moveto/wordpress-moveto-plugin-6-2-unauthenticated-arbitrary-wordpress-settings-change-vulnerability?_s_id=cve
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-cigesv2-system
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-cigesv2-system
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-cigesv2-system
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-cigesv2-system
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-cigesv2-system
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-cigesv2-system
https://www.gov.il/en/departments/dynamiccollectors/cve_advisories_listing?skip=0
https://www.gov.il/en/departments/dynamiccollectors/cve_advisories_listing?skip=0
https://github.com/FriendsOfSymfony1/symfony1/security/advisories/GHSA-pv9j-c53q-h433
https://github.com/FriendsOfSymfony1/symfony1/security/advisories/GHSA-pv9j-c53q-h433
https://www.incibe.es/en/incibe-cert/notices/aviso/sql-injection-vulnerability-scanvisio-edocument-suite-web-viewer-abast
https://www.incibe.es/en/incibe-cert/notices/aviso/sql-injection-vulnerability-scanvisio-edocument-suite-web-viewer-abast
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo

Scottish

Cyber

Coordination

Centre

Date Base Probability of
CVE Published Vendor Product Score  Exploitation Exploited
CVE-2024-  21-03-2024 Sentrifugo Sentrifugo 9.8 No
29875
CVE-2024-  21-03-2024  Sentrifugo Sentrifugo 9.8 No
29876
CVE-2024-  20-03-2024 eProsima Fast-DDS 9.7 No
28231
CVE-2024-  19-03-2024  Chirp Systems Chirp Access 9.1 No
2197
CVE-2024-  20-03-2024  GitHub GitHub Enterprise Server 9.1 No
2443
CVE-2024-  20-03-2024  jupyterhub jupyter-server-proxy 9.1 No
28179
CVE-2024-  19-03-2024 parse-community parse-server 9.1 No
29027
CVE-2024-  20-03-2024  acryldata datahub-helm 9.1 No
29037
CVE-2024-  22-03-2024  freescout-helpdesk freescout 9.1 No
29185
CVE-2024- 19-03-2024  Cegid Meta4 HR 9 No

2636


https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sentrifugo
https://github.com/eProsima/Fast-DDS/security/advisories/GHSA-9m2j-qw67-ph4w
https://github.com/eProsima/Fast-DDS/security/advisories/GHSA-9m2j-qw67-ph4w
https://www.cisa.gov/news-events/ics-advisories/icsa-24-067-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-067-01
https://docs.github.com/en/enterprise-server@3.8/admin/release-notes#3.8.17
https://docs.github.com/en/enterprise-server@3.8/admin/release-notes#3.8.17
https://github.com/jupyterhub/jupyter-server-proxy/security/advisories/GHSA-w3vc-fx9p-wp4v
https://github.com/jupyterhub/jupyter-server-proxy/security/advisories/GHSA-w3vc-fx9p-wp4v
https://github.com/parse-community/parse-server/security/advisories/GHSA-6hh7-46r2-vf29
https://github.com/parse-community/parse-server/security/advisories/GHSA-6hh7-46r2-vf29
https://github.com/acryldata/datahub-helm/security/advisories/GHSA-82p6-9h7m-9h8j
https://github.com/acryldata/datahub-helm/security/advisories/GHSA-82p6-9h7m-9h8j
https://github.com/freescout-helpdesk/freescout/security/advisories/GHSA-7p9x-ch4c-vqj9
https://github.com/freescout-helpdesk/freescout/security/advisories/GHSA-7p9x-ch4c-vqj9
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-meta4-hr-cegid
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-meta4-hr-cegid
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot



