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Weekly Vulnerability Report

16 April 2024

This report summarizes the known software vulnerabilities published during the period 8-14 April 2024.
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.002), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to
complete this anonymous survey.


https://www.first.org/epss/data_stats
https://nvd.nist.gov/
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 8-14 April 2024
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Vulnerabilities with highest likelihood of exploitation, 8-14 April 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 12-04-2024 Palo Alto PAN-OS 10 0.004 Yes

3400 Networks


https://security.paloaltonetworks.com/CVE-2024-3400
https://security.paloaltonetworks.com/CVE-2024-3400

Scottish
Cyber
Coordination
Centre

Vulnerabilities with highest severity, 8-14 April 2024

Base Probability of

CVE Date Published Vendor Product Score  Exploitation Exploited
CVE-2024- 10-04-2024 mintplex-labs mintplex-labs/anything- 9.9 No
3025 M

CVE-2023- 09-04-2024 Welotec TK515L 9.8 No
1083

CVE-2024- 10-04-2024 parisneo parisneo/lolims-webui 9.8 No
1511

CVE-2024- 10-04-2024 parisneo parisneo/lolims-webui 9.8 No
1520

CVE-2024- 09-04-2024 presstigers Simple Job Board 9.8 No
1813

CVE-2024- 10-04-2024 mudler mudler/localai 9.8 No
2029

CVE-2024- 11-04-2024 n/a mysql2 9.8 No
21508

CVE-2024- 10-04-2024 aimhubio aimhubio/aim 9.8 No
2195

CVE-2024- 10-04-2024 gdrant gdrant/gdrant 9.8 No
2221

CVE-2024- 09-04-2024 jokr Network Summary 9.8 No
2804

CVE-2024- 10-04-2024 berriai berriai/litellm 9.8 No

2952


https://huntr.com/bounties/fb09a352-1016-4481-ae88-7460e2b6062b
https://huntr.com/bounties/fb09a352-1016-4481-ae88-7460e2b6062b
https://cert.vde.com/en/advisories/VDE-2024-009
https://cert.vde.com/en/advisories/VDE-2024-009
https://huntr.com/bounties/62b77589-772d-4d6e-aef4-2aec4cfe5f8b
https://huntr.com/bounties/62b77589-772d-4d6e-aef4-2aec4cfe5f8b
https://huntr.com/bounties/405c2059-3fe9-4233-8eed-741ec847d181
https://huntr.com/bounties/405c2059-3fe9-4233-8eed-741ec847d181
https://www.wordfence.com/threat-intel/vulnerabilities/id/89584034-4a93-42a6-8fef-55dc3895c45c?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/89584034-4a93-42a6-8fef-55dc3895c45c?source=cve
https://huntr.com/bounties/e092528a-ce3b-4e66-9b98-3f56d6b276b0
https://huntr.com/bounties/e092528a-ce3b-4e66-9b98-3f56d6b276b0
https://security.snyk.io/vuln/SNYK-JS-MYSQL2-6591085
https://security.snyk.io/vuln/SNYK-JS-MYSQL2-6591085
https://huntr.com/bounties/22f2355e-b875-4c01-b454-327e5951c018
https://huntr.com/bounties/22f2355e-b875-4c01-b454-327e5951c018
https://huntr.com/bounties/6be8d4e3-67e6-4660-a8db-04215a1cff3e
https://huntr.com/bounties/6be8d4e3-67e6-4660-a8db-04215a1cff3e
https://www.wordfence.com/threat-intel/vulnerabilities/id/3320c182-b1f9-4e06-92ea-0fa670557dd0?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/3320c182-b1f9-4e06-92ea-0fa670557dd0?source=cve
https://huntr.com/bounties/a9e0a164-6de0-43a4-a640-0cbfb54220a4
https://huntr.com/bounties/a9e0a164-6de0-43a4-a640-0cbfb54220a4
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CVE Date Published Vendor Product Score  Exploitation Exploited
CVE-2024- 14-04-2024 CS Technologies Evolution Controller 9.8 No
29836 Australia
CVE-2024- 10-04-2024 run-llama run-llama/llama_index 9.8 No
3098
CVE-2024- 08-04-2024 binary-husky gpt_academic 9.8 No
31224
CVE-2024- 09-04-2024 stylemix MasterStudy LMS 9.8 No
3136 WordPress Plugin — for

Online Courses and

Education
CVE-2024- 12-04-2024 OpenGnsys OpenCnsys 9.8 No
3704
CVE-2024- 14-04-2024 Xiongmai AHB7804R-MH-V2 9.8 No
3765
CVE-2024- 10-04-2024 traccar traccar 9.7 No
31214
CVE-2024- 10-04-2024 XWiKi xwiki-platform 9.7 No
31988
CVE-2024- 12-04-2024 |OSiX 10-1020 Micro ELD 9.6 No
28878
CVE-2023- 09-04-2024 Fortinet FortiClientLinux 9.4 No
45590
CVE-2024- 10-04-2024 parisneo parisneo/lolims-webui 93 No

1600


https://directcyber.com.au/sa/CVE-2024-29836-to-29844-evolution-controller-multiple-vulnerabilities.html
https://directcyber.com.au/sa/CVE-2024-29836-to-29844-evolution-controller-multiple-vulnerabilities.html
https://huntr.com/bounties/1bce0d61-ad03-4b22-bc32-8f99f92974e7
https://huntr.com/bounties/1bce0d61-ad03-4b22-bc32-8f99f92974e7
https://github.com/binary-husky/gpt_academic/security/advisories/GHSA-jcjc-89wr-vv7g
https://github.com/binary-husky/gpt_academic/security/advisories/GHSA-jcjc-89wr-vv7g
https://www.wordfence.com/threat-intel/vulnerabilities/id/9a573740-cdfe-4b58-b33b-5e50bcbc4779?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/9a573740-cdfe-4b58-b33b-5e50bcbc4779?source=cve
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-opengnsys
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-opengnsys
https://vuldb.com/?id.260605
https://vuldb.com/?id.260605
https://github.com/traccar/traccar/security/advisories/GHSA-3gxq-f2qj-c8v9
https://github.com/traccar/traccar/security/advisories/GHSA-3gxq-f2qj-c8v9
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-r5vh-gc3r-r24w
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-r5vh-gc3r-r24w
https://www.cisa.gov/news-events/ics-advisories/icsa-24-093-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-093-01
https://fortiguard.com/psirt/FG-IR-23-087
https://fortiguard.com/psirt/FG-IR-23-087
https://huntr.com/bounties/29ec621a-bd69-4225-ab0f-5bb8a1d10c67
https://huntr.com/bounties/29ec621a-bd69-4225-ab0f-5bb8a1d10c67
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CVE Date Published Vendor Product Score  Exploitation Exploited
CVE-2023- 09-04-2024 LG webOS 9.1 No
6318

CVE-2023- 09-04-2024 LG webOS 9.1 No
6319

CVE-2023- 09-04-2024 LG webOS 9.1 No
6320

CVE-2024- 10-04-2024 lunary-ai lunary-ai/lunary 9.1 No
1643

CVE-2024- 10-04-2024 lunary-ai lunary-ai/lunary 9.1 No
1740

CVE-2024- 10-04-2024 lunary-ai lunary-ai/lunary 9.1 No
1741

CVE-2024- 10-04-2024 makeplane plane 9.1 No
31461

CVE-2024- 10-04-2024 XWiKi xwiki-platform 9.1 No
31986

CVE-2024- 10-04-2024 Adobe Adobe Commerce 9 No
20758

CVE-2024- 09-04-2024 Microsoft Azure Kubernetes Service 9 No
29990

CVE-2024- 09-04-2024 irontec sngrep 9 No
3119

CVE-2024- 09-04-2024 irontec sngrep 9 No

3120


https://bitdefender.com/blog/labs/vulnerabilities-identified-in-lg-webos/
https://bitdefender.com/blog/labs/vulnerabilities-identified-in-lg-webos/
https://bitdefender.com/blog/labs/vulnerabilities-identified-in-lg-webos/
https://bitdefender.com/blog/labs/vulnerabilities-identified-in-lg-webos/
https://bitdefender.com/blog/labs/vulnerabilities-identified-in-lg-webos/
https://bitdefender.com/blog/labs/vulnerabilities-identified-in-lg-webos/
https://huntr.com/bounties/ce2563a2-3d81-4e2e-954e-abecb9332416
https://huntr.com/bounties/ce2563a2-3d81-4e2e-954e-abecb9332416
https://huntr.com/bounties/c1a51f71-628e-4eb5-ac35-50bf64832cfd
https://huntr.com/bounties/c1a51f71-628e-4eb5-ac35-50bf64832cfd
https://huntr.com/bounties/671bd040-1cc5-4227-8182-5904e9c5ed3b
https://huntr.com/bounties/671bd040-1cc5-4227-8182-5904e9c5ed3b
https://github.com/makeplane/plane/security/advisories/GHSA-j77v-w36v-63v6
https://github.com/makeplane/plane/security/advisories/GHSA-j77v-w36v-63v6
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-37m4-hqxv-w26g
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-37m4-hqxv-w26g
https://helpx.adobe.com/security/products/magento/apsb24-18.html
https://helpx.adobe.com/security/products/magento/apsb24-18.html
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-29990
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-29990
https://github.com/irontec/sngrep/pull/480/commits/73c15c82d14c69df311e05fa75da734faafd365f
https://github.com/irontec/sngrep/pull/480/commits/73c15c82d14c69df311e05fa75da734faafd365f
https://github.com/irontec/sngrep/pull/480/commits/f229a5d31b0be6a6cc3ab4cd9bfa4a1b5c5714c6
https://github.com/irontec/sngrep/pull/480/commits/f229a5d31b0be6a6cc3ab4cd9bfa4a1b5c5714c6
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot



