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This report summarizes the known software vulnerabilities published during the period 25-31 March 2024. 
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor and a table of vulnerabilities with the highest severity 
rating (CVSSv3 Base Score >=9). This table also indicate whether a vulnerability has been exploited 
according to the CISA Known Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to 
complete this anonymous survey. 

  

https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog


 
 

Count of vulnerabilities by software vendor (top 10), 25-31 March 2024 

 

  



 
 

Vulnerabilities with highest severity, 25-31 March 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2022-
36407 

25-03-2024 Hitachi Hitachi Virtual Storage Platform 9.9  No 

CVE-2023-
46808 

31-03-2024 Ivanti ITSM 9.9  No 

CVE-2023-
48777 

26-03-2024 Elementor.
com 

Elementor Website Builder 9.9 0.001 No 

CVE-2024-
29241 

28-03-2024 Synology Surveillance Station 9.9  No 

CVE-2024-
30228 

28-03-2024 Hercules 
Design 

Hercules Core 9.9  No 

CVE-2024-
30500 

29-03-2024 CubeWP CubeWP – All-in-One Dynamic 
Content Framework 

9.9  No 

CVE-2023-
6153 

27-03-2024 TeoSOFT 
Software 

TeoBASE 9.8  No 

CVE-2023-
6173 

27-03-2024 TeoSOFT 
Software 

TeoBASE 9.8  No 

CVE-2023-
6191 

29-03-2024 Egehan 
Security 

WebPDKS 9.8  No 

CVE-2023-
6437 

28-03-2024 TP-Link TP-Link EX20v AX1800, Tp-Link 
Archer C5v AC1200, Tp-Link TD-
W9970, Tp-Link TD-W9970v3, TP-
Link VX220-G2u, TP-Link VN020-G2u 

9.8  No 

https://www.hitachi.com/products/it/storage-solutions/sec_info/2024/2022_313.html
https://www.hitachi.com/products/it/storage-solutions/sec_info/2024/2022_313.html
https://forums.ivanti.com/s/article/SA-CVE-2023-46808-Authenticated-Remote-File-Write-for-Ivanti-Neurons-for-ITSM
https://forums.ivanti.com/s/article/SA-CVE-2023-46808-Authenticated-Remote-File-Write-for-Ivanti-Neurons-for-ITSM
https://patchstack.com/database/vulnerability/elementor/wordpress-elementor-plugin-3-18-0-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/elementor/wordpress-elementor-plugin-3-18-0-arbitrary-file-upload-vulnerability?_s_id=cve
https://www.synology.com/en-global/security/advisory/Synology_SA_24_04
https://www.synology.com/en-global/security/advisory/Synology_SA_24_04
https://patchstack.com/database/vulnerability/hercules-core/wordpress-hercules-core-plugin-6-4-subscriber-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/hercules-core/wordpress-hercules-core-plugin-6-4-subscriber-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/cubewp-framework/wordpress-cubewp-plugin-1-1-12-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/cubewp-framework/wordpress-cubewp-plugin-1-1-12-arbitrary-file-upload-vulnerability?_s_id=cve
https://www.usom.gov.tr/bildirim/tr-24-0238
https://www.usom.gov.tr/bildirim/tr-24-0238
https://www.usom.gov.tr/bildirim/tr-24-0238
https://www.usom.gov.tr/bildirim/tr-24-0238
https://www.usom.gov.tr/bildirim/tr-24-0253
https://www.usom.gov.tr/bildirim/tr-24-0253
https://www.usom.gov.tr/bildirim/tr-24-0244
https://www.usom.gov.tr/bildirim/tr-24-0244


 
 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
2409 

29-03-2024 stylemix MasterStudy LMS WordPress Plugin 
– for Online Courses and Education 

9.8  No 

CVE-2024-
2411 

29-03-2024 stylemix MasterStudy LMS WordPress Plugin 
– for Online Courses and Education 

9.8  No 

CVE-2024-
2865 

25-03-2024 Mergen 
Software 

Quality Management System 9.8  No 

CVE-2023-
41724 

31-03-2024 Ivanti Sentry 9.6  No 

CVE-2023-
28787 

26-03-2024 ExpressTec
h 

Quiz And Survey Master 9.3  No 

CVE-2024-
30490 

29-03-2024 Metagauss ProfileGrid 9.3  No 

CVE-2024-
30498 

29-03-2024 CRM Perks CRM Perks Forms 9.3  No 

CVE-2024-
30502 

29-03-2024 WP Travel 
Engine 

WP Travel Engine 9.3  No 

CVE-2023-
29386 

26-03-2024 Julien 
Crego 

Manager for Icomoon 9.1  No 

CVE-2023-
47842 

26-03-2024 Zachary 
Segal 

CataBlog 9.1  No 

CVE-2023-
47846 

26-03-2024 Terry Lin WP Githuber MD 9.1  No 

CVE-2023-
47873 

26-03-2024 WEN 
Solutions 

WP Child Theme Generator 9.1  No 

https://www.wordfence.com/threat-intel/vulnerabilities/id/94736152-b365-4b3a-a786-ed49f7d0fc7a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/94736152-b365-4b3a-a786-ed49f7d0fc7a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d68a2b60-ee89-4231-b256-214eba418244?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d68a2b60-ee89-4231-b256-214eba418244?source=cve
https://www.usom.gov.tr/bildirim/tr-24-0229
https://www.usom.gov.tr/bildirim/tr-24-0229
https://forums.ivanti.com/s/article/CVE-2023-41724-Remote-Code-Execution-for-Ivanti-Standalone-Sentry
https://forums.ivanti.com/s/article/CVE-2023-41724-Remote-Code-Execution-for-Ivanti-Standalone-Sentry
https://patchstack.com/database/vulnerability/quiz-master-next/wordpress-quiz-and-survey-master-plugin-8-1-4-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/quiz-master-next/wordpress-quiz-and-survey-master-plugin-8-1-4-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/profilegrid-user-profiles-groups-and-communities/wordpress-profilegrid-plugin-5-7-8-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/profilegrid-user-profiles-groups-and-communities/wordpress-profilegrid-plugin-5-7-8-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/crm-perks-forms/wordpress-crm-perks-forms-plugin-1-1-4-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/crm-perks-forms/wordpress-crm-perks-forms-plugin-1-1-4-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-travel-engine/wordpress-wp-travel-engine-plugin-5-7-9-unauth-blind-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-travel-engine/wordpress-wp-travel-engine-plugin-5-7-9-unauth-blind-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/manager-for-icomoon/wordpress-manager-for-icommon-plugin-2-0-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/manager-for-icomoon/wordpress-manager-for-icommon-plugin-2-0-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/catablog/wordpress-catablog-plugin-1-7-0-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/catablog/wordpress-catablog-plugin-1-7-0-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-githuber-md/wordpress-wp-githuber-md-plugin-1-16-2-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-githuber-md/wordpress-wp-githuber-md-plugin-1-16-2-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-child-theme-generator/wordpress-wp-child-theme-generator-plugin-1-0-8-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-child-theme-generator/wordpress-wp-child-theme-generator-plugin-1-0-8-arbitrary-file-upload-vulnerability?_s_id=cve


 
 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
2862 

25-03-2024 LG 
Electronics 

LG LED Assistant 9.1  No 

CVE-2024-
2873 

25-03-2024 wolfSSL 
Inc. 

wolfSSH 9.1  No 

CVE-2024-
2890 

28-03-2024 Tumult 
Inc. 

Tumult Hype Animations 9.1  No 

CVE-2024-
29100 

28-03-2024 Jordy 
Meow 

AI Engine: ChatGPT Chatbot 9.1  No 

CVE-2024-
30231 

26-03-2024 WebToffee Product Import Export for 
WooCommerce 

9.1  No 

CVE-2024-
31114 

31-03-2024 biplob018 Shortcode Addons 9.1  No 

CVE-2023-
38388 

26-03-2024 Artbees JupiterX Core 9  No 

CVE-2024-
30223 

28-03-2024 Repute 
Infosystem
s 

ARMember 9  No 

CVE-2024-
30226 

28-03-2024 WPDevelo
per 

BetterDocs 9  No 

CVE-2024-
30227 

28-03-2024 INFINITUM 
FORM 

Geo Controller 9  No 

  

https://lgsecurity.lge.com/bulletins/idproducts#updateDetails
https://lgsecurity.lge.com/bulletins/idproducts#updateDetails
https://github.com/wolfSSL/wolfssh/pull/670
https://github.com/wolfSSL/wolfssh/pull/670
https://patchstack.com/database/vulnerability/tumult-hype-animations/wordpress-tumult-hype-animations-plugin-1-9-12-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/tumult-hype-animations/wordpress-tumult-hype-animations-plugin-1-9-12-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ai-engine/wordpress-ai-engine-plugin-2-1-4-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ai-engine/wordpress-ai-engine-plugin-2-1-4-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/product-import-export-for-woo/wordpress-product-import-export-for-woocommerce-plugin-2-4-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/product-import-export-for-woo/wordpress-product-import-export-for-woocommerce-plugin-2-4-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/shortcode-addons/wordpress-shortcode-addons-3-2-5-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/shortcode-addons/wordpress-shortcode-addons-3-2-5-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/jupiterx-core/wordpress-jupiter-x-core-plugin-3-3-0-unauthenticated-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/jupiterx-core/wordpress-jupiter-x-core-plugin-3-3-0-unauthenticated-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/armember-membership/wordpress-armember-plugin-4-0-26-unauthenticated-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/armember-membership/wordpress-armember-plugin-4-0-26-unauthenticated-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/betterdocs/wordpress-betterdocs-plugin-3-3-3-unauthenticated-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/betterdocs/wordpress-betterdocs-plugin-3-3-3-unauthenticated-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/cf-geoplugin/wordpress-geo-controller-plugin-8-6-4-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/cf-geoplugin/wordpress-geo-controller-plugin-8-6-4-php-object-injection-vulnerability?_s_id=cve


 
 

About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


