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This report summarizes the known software vulnerabilities published during the period 1-7 April 2024. This 
data can help users prioritise and manage the vulnerabilities that might pose a risk to their organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.002), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to 
complete this anonymous survey. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/e/adVqck2ysd


 
 
 

Count of vulnerabilities by software vendor (top 10), 1-7 April 2024 

 

  



 
 
 

Vulnerabilities with highest likelihood of exploitation, 1-7 April 2024 

CVE Date Published Vendor Product Base Score Probability of Exploitation Exploited 

CVE-2024-
29745 

05-04-2024 Google Android NA 0.012 Yes 

CVE-2024-
29748 

05-04-2024 Google Android NA 0.012 Yes 

  

https://source.android.com/security/bulletin/pixel/2024-04-01
https://source.android.com/security/bulletin/pixel/2024-04-01
https://source.android.com/security/bulletin/pixel/2024-04-01
https://source.android.com/security/bulletin/pixel/2024-04-01


 
 
 

Vulnerabilities with highest severity, 1-7 April 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
24707 

03-04-2024 Cwicly Builder, SL. Cwicly 9.9  No 

CVE-2024-
25693 

04-04-2024 Esri Portal for ArcGIS 9.9  No 

CVE-2024-
25918 

03-04-2024 InstaWP Team InstaWP Connect 9.9  No 

CVE-2024-
27972 

03-04-2024 Very Good Plugins WP Fusion Lite 9.9  No 

CVE-2024-
31280 

07-04-2024 Andy Moyle Church Admin 9.9 NA No 

CVE-2024-
31286 

07-04-2024 J.N. Breetvelt a.k.a. 
OpaJaap 

WP Photo Album Plus 9.9 NA No 

CVE-2024-
31380 

03-04-2024 Soflyy Oxygen Builder 9.9  No 

CVE-2024-
31390 

03-04-2024 Soflyy Breakdance 9.9  No 

CVE-2023-
51570 

01-04-2024 Voltronic Power ViewPower Pro 9.8 0.001 No 

CVE-2023-
51572 

01-04-2024 Voltronic Power ViewPower Pro 9.8 0.001 No 

CVE-2023-
51573 

01-04-2024 Voltronic Power ViewPower Pro 9.8 0.001 No 

https://patchstack.com/database/vulnerability/cwicly/wordpress-cwicly-plugin-1-4-0-2-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/cwicly/wordpress-cwicly-plugin-1-4-0-2-remote-code-execution-rce-vulnerability?_s_id=cve
https://www.esri.com/arcgis-blog/products/arcgis-enterprise/administration/portal-for-arcgis-security-2024-update-2/
https://www.esri.com/arcgis-blog/products/arcgis-enterprise/administration/portal-for-arcgis-security-2024-update-2/
https://patchstack.com/database/vulnerability/instawp-connect/wordpress-instawp-connect-plugin-0-1-0-8-remote-code-execution-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/instawp-connect/wordpress-instawp-connect-plugin-0-1-0-8-remote-code-execution-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-fusion-lite/wordpress-wp-fusion-lite-plugin-3-41-24-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-fusion-lite/wordpress-wp-fusion-lite-plugin-3-41-24-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/church-admin/wordpress-church-admin-plugin-4-1-5-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/church-admin/wordpress-church-admin-plugin-4-1-5-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-photo-album-plus/wordpress-wp-photo-album-plus-plugin-8-6-03-005-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-photo-album-plus/wordpress-wp-photo-album-plus-plugin-8-6-03-005-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/oxygen/wordpress-oxygen-plugin-4-8-1-auth-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/oxygen/wordpress-oxygen-plugin-4-8-1-auth-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/breakdance/wordpress-breakdance-plugin-1-7-0-authenticated-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/breakdance/wordpress-breakdance-plugin-1-7-0-authenticated-remote-code-execution-rce-vulnerability?_s_id=cve
https://www.zerodayinitiative.com/advisories/ZDI-23-1876/
https://www.zerodayinitiative.com/advisories/ZDI-23-1876/
https://www.zerodayinitiative.com/advisories/ZDI-23-1878/
https://www.zerodayinitiative.com/advisories/ZDI-23-1878/
https://www.zerodayinitiative.com/advisories/ZDI-23-1879/
https://www.zerodayinitiative.com/advisories/ZDI-23-1879/


 
 
 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
1863 

01-04-2024 Sante PACS Server 9.8 0.001 No 

CVE-2024-
21473 

01-04-2024 Qualcomm, Inc. Snapdragon 9.8 0.001 No 

CVE-2024-
2879 

03-04-2024 LayerSlider LayerSlider 9.8  No 

CVE-2024-
31218 

05-04-2024 webhood-io webhood 9.8  No 

CVE-2024-
31848 

05-04-2024 CData API Server 9.8  No 

CVE-2024-
31849 

05-04-2024 CData Connect 9.8  No 

CVE-2024-
3272 

04-04-2024 D-Link DNS-320L 9.8  No 

CVE-2024-
2692 

04-04-2024 SiYuan SiYuan 9.6  No 

CVE-2023-
36645 

04-04-2024 n/a n/a 9.1  No 

CVE-2024-
27951 

03-04-2024 Themeisle Multiple Page 
Generator Plugin – 
MPG 

9.1  No 

CVE-2024-
31345 

07-04-2024 Sukhchain Singh Auto Poster 9.1 NA No 

https://www.zerodayinitiative.com/advisories/ZDI-24-193/
https://www.zerodayinitiative.com/advisories/ZDI-24-193/
https://docs.qualcomm.com/product/publicresources/securitybulletin/april-2024-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/april-2024-bulletin.html
https://www.wordfence.com/threat-intel/vulnerabilities/id/3fddf96e-029c-4753-ba82-043ca64b78d3?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/3fddf96e-029c-4753-ba82-043ca64b78d3?source=cve
https://github.com/webhood-io/webhood/security/advisories/GHSA-h533-rxhm-73j2
https://github.com/webhood-io/webhood/security/advisories/GHSA-h533-rxhm-73j2
https://www.tenable.com/security/research/tra-2024-09
https://www.tenable.com/security/research/tra-2024-09
https://www.tenable.com/security/research/tra-2024-09
https://www.tenable.com/security/research/tra-2024-09
https://vuldb.com/?id.259283
https://vuldb.com/?id.259283
https://fluidattacks.com/advisories/dezco/
https://fluidattacks.com/advisories/dezco/
https://github.com/caffeinated-labs/CVE-2023-36645
https://github.com/caffeinated-labs/CVE-2023-36645
https://patchstack.com/database/vulnerability/multiple-pages-generator-by-porthas/wordpress-multiple-page-generator-plugin-3-4-0-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/multiple-pages-generator-by-porthas/wordpress-multiple-page-generator-plugin-3-4-0-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/auto-poster/wordpress-auto-poster-plugin-1-2-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/auto-poster/wordpress-auto-poster-plugin-1-2-arbitrary-file-upload-vulnerability?_s_id=cve


 
 
 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2023-
25699 

03-04-2024 VideoWhisper.com VideoWhisper Live 
Streaming Integration 

9  No 

CVE-2024-
25029 

06-04-2024 IBM Personal 
Communications 

9  No 

  

https://patchstack.com/database/vulnerability/videowhisper-live-streaming-integration/wordpress-broadcast-live-video-live-streaming-html5-webrtc-hls-rtsp-rtmp-plugin-5-5-15-remote-code-execution-rce?_s_id=cve
https://patchstack.com/database/vulnerability/videowhisper-live-streaming-integration/wordpress-broadcast-live-video-live-streaming-html5-webrtc-hls-rtsp-rtmp-plugin-5-5-15-remote-code-execution-rce?_s_id=cve
https://www.ibm.com/support/pages/node/7147672
https://www.ibm.com/support/pages/node/7147672


 
 
 

About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


