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Weekly Vulnerability Report

14 May 2024

This report summarizes the known software vulnerabilities published during the period 6-12 May 2024. This
data can help users prioritise and manage the vulnerabilities that might pose a risk to their organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to
complete this anonymous survey.

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot



https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 6-12 May 2024
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Vulnerabilities with highest likelihood of exploitation, 6-12 May 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2022- 07-05-2024 Triangle SCADA Data 7.2 0.001 No
0369 MicroWorks Gateway
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https://www.zerodayinitiative.com/advisories/ZDI-23-450/
https://www.zerodayinitiative.com/advisories/ZDI-23-450/
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Vulnerabilities with highest severity, 6-12 May 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 10-05-2024 Netflix Genie 9.9 No
4701
CVE-2024- 09-05-2024 jottlieb Last Viewed Posts by 9.8 No
3070 WPBeginner
CVE-2024- 09-05-2024 CyberPower CyberPower PowerPanel 9.8 No
32735 Enterprise
CVE-2024- 09-05-2024 P-THEMES Porto 9.8 No
3806
CVE-2024- 07-05-2024  wisdmlabs Edwiser Bridge — WordPress 9.8 0.001 No
4186 Moodle LMS Integration
CVE-2024- 07-05-2024  wshberlin Startklar Elementor Addons 9.8 No
4345
CVE-2024- 08-05-2024 thenbrent Social Connect 9.8 0.001 No
4393
CVE-2024- 10-05-2024  jetmonsters Hotel Booking Lite 9.8 No
4413
CVE-2024- 10-05-2024  thimpress LearnPress — WordPress LMS 9.8 No
4434 Plugin
CVE-2024- 06-05-2024 Delta DIAEnergie 9.8 No
4547 Electronics
CVE-2024- 06-05-2024 Delta DIAEnergie 9.8 No
4548 Electronics
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https://github.com/Netflix/security-bulletins/blob/master/advisories/nflx-2024-001.md
https://github.com/Netflix/security-bulletins/blob/master/advisories/nflx-2024-001.md
https://www.wordfence.com/threat-intel/vulnerabilities/id/b6c5cc05-b147-46f6-aaa9-4c82aae1b544?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/b6c5cc05-b147-46f6-aaa9-4c82aae1b544?source=cve
https://www.tenable.com/security/research/tra-2024-14
https://www.tenable.com/security/research/tra-2024-14
https://www.wordfence.com/threat-intel/vulnerabilities/id/98ccc604-79c6-4be9-acb0-23fc82a31dfa?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/98ccc604-79c6-4be9-acb0-23fc82a31dfa?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6969d281-f280-4714-9859-38ac66e9cc60?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6969d281-f280-4714-9859-38ac66e9cc60?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/4221b33c-5cfa-48db-92bf-bf25ff3c5a5f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/4221b33c-5cfa-48db-92bf-bf25ff3c5a5f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/2882d9dd-0c73-4c9a-99cb-d10900503103?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/2882d9dd-0c73-4c9a-99cb-d10900503103?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/1d7f1283-a274-49a2-8bec-da178771b13a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/1d7f1283-a274-49a2-8bec-da178771b13a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/2d64e1c6-1e25-4438-974d-b7da0979cc40?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/2d64e1c6-1e25-4438-974d-b7da0979cc40?source=cve
https://www.tenable.com/security/research/tra-2024-13
https://www.tenable.com/security/research/tra-2024-13
https://www.tenable.com/security/research/tra-2024-13
https://www.tenable.com/security/research/tra-2024-13
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Date Base Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 11-05-2024 kognetiks Kognetiks Chatbot for 9.8 No
4560 WordPress
CVE-2024- 10-05-2024  froxlor Froxlor 9.7 No
34070
CVE-2024- 10-05-2024  abetlen llama-cpp-python 9.7 No
34359
CVE-2023- 11-05-2024 IBM Security Guardium 9.1 No
47709
CVE-2024- 08-05-2024 fermyon spin 9.1 No
32980
CVE-2024- 07-05-2024  wshberlin Startklar Elementor Addons 9.1 0.001 No
4346
CVE-2024- 09-05-2024 nvidia NVIDIA Triton Inference 9 No
0087 Server
CVE-2024- 09-05-2024  SolarWinds Access Rights Manager 9 No
28075
CVE-2024- 10-05-2024  lobehub lobe-chat 9 No
32964
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https://www.wordfence.com/threat-intel/vulnerabilities/id/7bc33a05-d462-492e-9ea5-cf37b887cc94?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/7bc33a05-d462-492e-9ea5-cf37b887cc94?source=cve
https://github.com/froxlor/Froxlor/security/advisories/GHSA-x525-54hf-xr53
https://github.com/froxlor/Froxlor/security/advisories/GHSA-x525-54hf-xr53
https://github.com/abetlen/llama-cpp-python/security/advisories/GHSA-56xg-wfcc-g829
https://github.com/abetlen/llama-cpp-python/security/advisories/GHSA-56xg-wfcc-g829
https://www.ibm.com/support/pages/node/7150840
https://www.ibm.com/support/pages/node/7150840
https://github.com/fermyon/spin/security/advisories/GHSA-f3h7-gpjj-wcvh
https://github.com/fermyon/spin/security/advisories/GHSA-f3h7-gpjj-wcvh
https://www.wordfence.com/threat-intel/vulnerabilities/id/a125bbf1-8ff6-4f3d-a4fb-caaaefe1df2a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/a125bbf1-8ff6-4f3d-a4fb-caaaefe1df2a?source=cve
https://nvidia.custhelp.com/app/answers/detail/a_id/5535
https://nvidia.custhelp.com/app/answers/detail/a_id/5535
https://www.solarwinds.com/trust-center/security-advisories/CVE-2024-28075
https://www.solarwinds.com/trust-center/security-advisories/CVE-2024-28075
https://github.com/lobehub/lobe-chat/security/advisories/GHSA-mxhq-xw3g-rphc
https://github.com/lobehub/lobe-chat/security/advisories/GHSA-mxhq-xw3g-rphc
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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