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7 May 2024

This report summarizes the known software vulnerabilities published during the period 29 April - 5 May
2024. This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to
complete this anonymous survey.

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot



https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 29 April-5 May 2024
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Vulnerabilities with highest likelihood of exploitation, 29 April-5 May 2024

Date Base  Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 02-05-2024  icegram Email Subscribers by Icegram 9.8 0.012 No
2876 Express
CVE-2024- 29-04-2024  FlowiseAl Inc Flowise v.1.6.2 NA 0.004 No
31621
CVE-2023- 03-05-2024  Foxit PDF Reader 7.8 0.002 No
27363
CVE-2023- 03-05-2024  Pulse Secure Client 7.8 0.002 No
34298
CVE-2023- 03-05-2024 PDF-XChange PDF-XChange Editor 7.8 0.001 No
39506
CVE-2023- 03-05-2024 LG Simple Editor 8.2 0.001 No
40492
CVE-2023- 03-05-2024 LG Simple Editor 9.8 0.001 No
40493
CVE-2023- 03-05-2024 LG Simple Editor 82 0.001 No
40494
CVE-2023- 03-05-2024 LG Simple Editor 7.5 0.001 No
40495
CVE-2023- 03-05-2024 LG Simple Editor 7.5 0.001 No
40496
CVE-2023- 03-05-2024 LG Simple Editor 9.8 0.001 No
40497
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https://www.wordfence.com/threat-intel/vulnerabilities/id/e0ca6ac4-0d89-4601-94fc-cce5a0af9c56?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/e0ca6ac4-0d89-4601-94fc-cce5a0af9c56?source=cve
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2024-31621
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2024-31621
https://www.zerodayinitiative.com/advisories/ZDI-23-491/
https://www.zerodayinitiative.com/advisories/ZDI-23-491/
https://www.zerodayinitiative.com/advisories/ZDI-23-858/
https://www.zerodayinitiative.com/advisories/ZDI-23-858/
https://www.zerodayinitiative.com/advisories/ZDI-23-1147/
https://www.zerodayinitiative.com/advisories/ZDI-23-1147/
https://www.zerodayinitiative.com/advisories/ZDI-23-1198/
https://www.zerodayinitiative.com/advisories/ZDI-23-1198/
https://www.zerodayinitiative.com/advisories/ZDI-23-1199/
https://www.zerodayinitiative.com/advisories/ZDI-23-1199/
https://www.zerodayinitiative.com/advisories/ZDI-23-1200/
https://www.zerodayinitiative.com/advisories/ZDI-23-1200/
https://www.zerodayinitiative.com/advisories/ZDI-23-1201/
https://www.zerodayinitiative.com/advisories/ZDI-23-1201/
https://www.zerodayinitiative.com/advisories/ZDI-23-1202/
https://www.zerodayinitiative.com/advisories/ZDI-23-1202/
https://www.zerodayinitiative.com/advisories/ZDI-23-1203/
https://www.zerodayinitiative.com/advisories/ZDI-23-1203/
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Date Base  Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2023- 03-05-2024 LG Simple Editor 82 0.001 No
40499
CVE-2023- 03-05-2024 LG Simple Editor 82 0.001 No
40502
CVE-2023- 03-05-2024 LG Simple Editor 82 0.001 No
40508
CVE-2023- 03-05-2024 LG Simple Editor 82 0.001 No
40509
CVE-2023- 03-05-2024 LG Simple Editor 6.5 0.001 No
40512
CVE-2023- 03-05-2024 LG Simple Editor 6.5 0.001 No
40513
CVE-2023- 03-05-2024 LG Simple Editor 6.5 0.001 No
40514
CVE-2023- 03-05-2024 LG SuperSign Media Editor 7.5 0.001 No
40517
CVE-2023- 03-05-2024 LG SuperSign Media Editor 53 0.001 No
41181
CVE-2023- 03-05-2024  Honeywell Saia PG5 Controls Suite 7.8 0.001 No
51599
CVE-2023- 03-05-2024  Honeywell Saia PG5 Controls Suite 7.8 0.001 No
51603
CVE-2023- 03-05-2024  Kofax Power PDF 7.8 0.001 No
37332
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https://www.zerodayinitiative.com/advisories/ZDI-23-1205/
https://www.zerodayinitiative.com/advisories/ZDI-23-1205/
https://www.zerodayinitiative.com/advisories/ZDI-23-1194/
https://www.zerodayinitiative.com/advisories/ZDI-23-1194/
https://www.zerodayinitiative.com/advisories/ZDI-23-1212/
https://www.zerodayinitiative.com/advisories/ZDI-23-1212/
https://www.zerodayinitiative.com/advisories/ZDI-23-1213/
https://www.zerodayinitiative.com/advisories/ZDI-23-1213/
https://www.zerodayinitiative.com/advisories/ZDI-23-1216/
https://www.zerodayinitiative.com/advisories/ZDI-23-1216/
https://www.zerodayinitiative.com/advisories/ZDI-23-1195/
https://www.zerodayinitiative.com/advisories/ZDI-23-1195/
https://www.zerodayinitiative.com/advisories/ZDI-23-1196/
https://www.zerodayinitiative.com/advisories/ZDI-23-1196/
https://www.zerodayinitiative.com/advisories/ZDI-23-1219/
https://www.zerodayinitiative.com/advisories/ZDI-23-1219/
https://www.zerodayinitiative.com/advisories/ZDI-23-1220/
https://www.zerodayinitiative.com/advisories/ZDI-23-1220/
https://www.zerodayinitiative.com/advisories/ZDI-23-1848/
https://www.zerodayinitiative.com/advisories/ZDI-23-1848/
https://www.zerodayinitiative.com/advisories/ZDI-23-1852/
https://www.zerodayinitiative.com/advisories/ZDI-23-1852/
https://www.zerodayinitiative.com/advisories/ZDI-23-927/
https://www.zerodayinitiative.com/advisories/ZDI-23-927/
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Date Base  Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2023- 03-05-2024 Kofax Power PDF 7.8 0.001 No
37333
CVE-2023- 03-05-2024  Kofax Power PDF 7.8 0.001 No
38082
CVE-2023- 03-05-2024  Kofax Power PDF 7.8 0.001 No
38084
CVE-2023- 03-05-2024  PDF-XChange PDF-XChange Editor 7.8 0.001 No
39486
CVE-2023- 03-05-2024 Kofax Power PDF 7.8 0.001 No
42036
CVE-2023- 03-05-2024  Kofax Power PDF 7.8 0.001 No
42037
CVE-2023- 03-05-2024  Trimble SketchUp Viewer 7.8 0.001 No
50187
CVE-2023- 03-05-2024  Kofax Power PDF 7.8 0.001 No
51608
CVE-2023- 03-05-2024 LG Simple Editor 9.8 0.001 No
40498
CVE-2024- 02-05-2024  holithemes Click to Chat — HoliThemes 8.8 0.001 No
3849
CVE-2023- 03-05-2024  Ashlar-Vellum Graphite 7.8 0.001 No
34307
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https://www.zerodayinitiative.com/advisories/ZDI-23-928/
https://www.zerodayinitiative.com/advisories/ZDI-23-928/
https://www.zerodayinitiative.com/advisories/ZDI-23-960/
https://www.zerodayinitiative.com/advisories/ZDI-23-960/
https://www.zerodayinitiative.com/advisories/ZDI-23-923/
https://www.zerodayinitiative.com/advisories/ZDI-23-923/
https://www.zerodayinitiative.com/advisories/ZDI-23-1125/
https://www.zerodayinitiative.com/advisories/ZDI-23-1125/
https://www.zerodayinitiative.com/advisories/ZDI-23-1393/
https://www.zerodayinitiative.com/advisories/ZDI-23-1393/
https://www.zerodayinitiative.com/advisories/ZDI-23-1392/
https://www.zerodayinitiative.com/advisories/ZDI-23-1392/
https://www.zerodayinitiative.com/advisories/ZDI-23-1837/
https://www.zerodayinitiative.com/advisories/ZDI-23-1837/
https://www.zerodayinitiative.com/advisories/ZDI-23-1909/
https://www.zerodayinitiative.com/advisories/ZDI-23-1909/
https://www.zerodayinitiative.com/advisories/ZDI-23-1204/
https://www.zerodayinitiative.com/advisories/ZDI-23-1204/
https://www.wordfence.com/threat-intel/vulnerabilities/id/fe25bfef-34f0-4d57-9cba-9dcbf58281c6?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/fe25bfef-34f0-4d57-9cba-9dcbf58281c6?source=cve
https://www.zerodayinitiative.com/advisories/ZDI-23-867/
https://www.zerodayinitiative.com/advisories/ZDI-23-867/
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Vulnerabilities with highest severity, 29 April-5 May 2024

Date Base  Probability of
CVE Published  Vendor Product Score Exploitation  Exploited
CVE-2024- 29-04-2024 Ofofonobs HubBank 9.9 No
4306
CVE-2023- 03-05-2024 TP-Link AX1800 9.8 0.001 No
27359
CVE-2023- 03-05-2024 D-Link D-View 9.8 0.001 No
32165
CVE-2023- 03-05-2024 D-Link D-View 9.8 No
32169
CVE-2023- 03-05-2024 NETGEAR ProSAFE Network 9.8 No
38096 Management System
CVE-2023- 03-05-2024 Triangle SCADA Data Gateway 9.8 No
39457 MicroWorks
CVE-2023- 03-05-2024 Inductive Ignition 9.8 0.001 No
39475 Automation
CVE-2023- 03-05-2024 Inductive Ignition 9.8 0.001 No
39476 Automation
CVE-2023- 03-05-2024 LG Simple Editor 9.8 0.001 No
40493
CVE-2023- 03-05-2024 LG Simple Editor 9.8 0.001 No
40497
CVE-2023- 03-05-2024 LG Simple Editor 9.8 0.001 No
40498
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https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-hubbank
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-hubbank
https://www.zerodayinitiative.com/advisories/ZDI-23-452/
https://www.zerodayinitiative.com/advisories/ZDI-23-452/
https://www.zerodayinitiative.com/advisories/ZDI-23-716/
https://www.zerodayinitiative.com/advisories/ZDI-23-716/
https://www.zerodayinitiative.com/advisories/ZDI-23-714/
https://www.zerodayinitiative.com/advisories/ZDI-23-714/
https://www.zerodayinitiative.com/advisories/ZDI-23-920/
https://www.zerodayinitiative.com/advisories/ZDI-23-920/
https://www.zerodayinitiative.com/advisories/ZDI-23-1025/
https://www.zerodayinitiative.com/advisories/ZDI-23-1025/
https://www.zerodayinitiative.com/advisories/ZDI-23-1047/
https://www.zerodayinitiative.com/advisories/ZDI-23-1047/
https://www.zerodayinitiative.com/advisories/ZDI-23-1046/
https://www.zerodayinitiative.com/advisories/ZDI-23-1046/
https://www.zerodayinitiative.com/advisories/ZDI-23-1199/
https://www.zerodayinitiative.com/advisories/ZDI-23-1199/
https://www.zerodayinitiative.com/advisories/ZDI-23-1203/
https://www.zerodayinitiative.com/advisories/ZDI-23-1203/
https://www.zerodayinitiative.com/advisories/ZDI-23-1204/
https://www.zerodayinitiative.com/advisories/ZDI-23-1204/
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CVE-2023- 03-05-2024 LG Simple Editor 9.8 0.001 No
40500
CVE-2023- 03-05-2024 LG Simple Editor 9.8 0.001 No
40501
CVE-2023- 03-05-2024 LG Simple Editor 9.8 0.001 No
40504
CVE-2023- 03-05-2024 LG Simple Editor 9.8 0.001 No
40505
CVE-2023- 03-05-2024 Exim Exim 9.8 0.001 No
42115
CVE-2023- 03-05-2024 Control Web Panel  Control Web Panel 9.8 0.001 No
42121
CVE-2023- 03-05-2024 D-Link D-View 9.8 0.001 No
44471
CVE-2023-  03-05-2024 D-Link D-View 9.8  0.001 No
YVVAVA
CVE-2023- 01-05-2024 stb stb_vorbis.c 9.8 0.001 No
47212
CVE-2023- 01-05-2024 Tinyproxy Tinyproxy 9.8 0.001 No
49606
CVE-2023- 03-05-2024 Voltronic Power ViewPower 9.8 0.001 No
51574
CVE-2023- 03-05-2024 Voltronic Power ViewPower 9.8 0.001 No
51575
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https://www.zerodayinitiative.com/advisories/ZDI-23-1206/
https://www.zerodayinitiative.com/advisories/ZDI-23-1206/
https://www.zerodayinitiative.com/advisories/ZDI-23-1217/
https://www.zerodayinitiative.com/advisories/ZDI-23-1217/
https://www.zerodayinitiative.com/advisories/ZDI-23-1208/
https://www.zerodayinitiative.com/advisories/ZDI-23-1208/
https://www.zerodayinitiative.com/advisories/ZDI-23-1209/
https://www.zerodayinitiative.com/advisories/ZDI-23-1209/
https://www.zerodayinitiative.com/advisories/ZDI-23-1469/
https://www.zerodayinitiative.com/advisories/ZDI-23-1469/
https://www.zerodayinitiative.com/advisories/ZDI-23-1478/
https://www.zerodayinitiative.com/advisories/ZDI-23-1478/
https://www.zerodayinitiative.com/advisories/ZDI-23-1509/
https://www.zerodayinitiative.com/advisories/ZDI-23-1509/
https://www.zerodayinitiative.com/advisories/ZDI-23-1512/
https://www.zerodayinitiative.com/advisories/ZDI-23-1512/
https://talosintelligence.com/vulnerability_reports/TALOS-2023-1846
https://talosintelligence.com/vulnerability_reports/TALOS-2023-1846
https://talosintelligence.com/vulnerability_reports/TALOS-2023-1889
https://talosintelligence.com/vulnerability_reports/TALOS-2023-1889
https://www.zerodayinitiative.com/advisories/ZDI-23-1880/
https://www.zerodayinitiative.com/advisories/ZDI-23-1880/
https://www.zerodayinitiative.com/advisories/ZDI-23-1881/
https://www.zerodayinitiative.com/advisories/ZDI-23-1881/

Scottish

Cyber
Coordination
Centre
Date Base  Probability of
CVE Published  Vendor Product Score Exploitation  Exploited
CVE-2023- 03-05-2024 Voltronic Power ViewPower 9.8 0.001 No
51576
CVE-2023- 03-05-2024 Voltronic Power ViewPower 9.8 0.001 No
51581
CVE-2023- 03-05-2024 Voltronic Power ViewPower 9.8 0.001 No
51582
CVE-2023- 03-05-2024 Voltronic Power ViewPower 9.8 0.001 No
51583
CVE-2023- 03-05-2024 Voltronic Power ViewPower Pro 9.8 0.001 No
51586
CVE-2023- 03-05-2024 Voltronic Power ViewPower Pro 9.8 0.001 No
51590
CVE-2023- 03-05-2024 Voltronic Power ViewPower Pro 9.8 0.001 No
51593
CVE-2023- 03-05-2024 Voltronic Power ViewPower Pro 9.8 0.001 No
51595
CVE-2024- 01-05-2024 Hewlett Packard Aruba Mobility Conductor 9.8 No
26304 Enterprise (HPE) (formerly Mobility Master);
Aruba Mobility Controllers;
WLAN Gateways and SD-
WAN Gateways managed by
Aruba Central
CVE-2024- 01-05-2024 Hewlett Packard Aruba Mobility Conductor 9.8 No
26305 Enterprise (HPE) (formerly Mobility Master);
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https://www.zerodayinitiative.com/advisories/ZDI-23-1882/
https://www.zerodayinitiative.com/advisories/ZDI-23-1882/
https://www.zerodayinitiative.com/advisories/ZDI-23-1886/
https://www.zerodayinitiative.com/advisories/ZDI-23-1886/
https://www.zerodayinitiative.com/advisories/ZDI-23-1887/
https://www.zerodayinitiative.com/advisories/ZDI-23-1887/
https://www.zerodayinitiative.com/advisories/ZDI-23-1888/
https://www.zerodayinitiative.com/advisories/ZDI-23-1888/
https://www.zerodayinitiative.com/advisories/ZDI-23-1891/
https://www.zerodayinitiative.com/advisories/ZDI-23-1891/
https://www.zerodayinitiative.com/advisories/ZDI-23-1894/
https://www.zerodayinitiative.com/advisories/ZDI-23-1894/
https://www.zerodayinitiative.com/advisories/ZDI-23-1896/
https://www.zerodayinitiative.com/advisories/ZDI-23-1896/
https://www.zerodayinitiative.com/advisories/ZDI-23-1897/
https://www.zerodayinitiative.com/advisories/ZDI-23-1897/
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-004.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-004.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-004.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-004.txt
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Date Base  Probability of
CVE Published  Vendor Product Score Exploitation  Exploited
WLAN Gateways and SD-
WAN Gateways managed by
Aruba Central
CVE-2024- 02-05-2024 instawp InstaWP Connect - 1-click 9.8 0.001 No
2667 WP Staging & Migration
CVE-2024- 02-05-2024 icegram Email Subscribers by 9.8 0.012 No
2876 lcegram Express — Email
Marketing, Newsletters,
Automation for WordPress &
WooCommerce
CVE-2024- 29-04-2024 n/a MailCleaner 9.8 No
3191
CVE-2024- 01-05-2024 RIOT-0OS RIOT 9.8 No
32017
CVE-2024- 01-05-2024 Hewlett Packard Aruba Mobility Conductor 9.8 No
33511 Enterprise (HPE) (formerly Mobility Master);
Aruba Mobility Controllers;
WLAN Gateways and SD-
WAN Gateways managed by
Aruba Central
CVE-2024- 01-05-2024 Hewlett Packard Aruba Mobility Conductor 9.8 No
33512 Enterprise (HPE) (formerly Mobility Master);

Aruba Mobility Controllers;
WLAN Gateways and SD-
WAN Gateways managed by
Aruba Central

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot



https://www.wordfence.com/threat-intel/vulnerabilities/id/f6aead8d-c136-4952-ad03-86fe0f144dea?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/f6aead8d-c136-4952-ad03-86fe0f144dea?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/e0ca6ac4-0d89-4601-94fc-cce5a0af9c56?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/e0ca6ac4-0d89-4601-94fc-cce5a0af9c56?source=cve
https://vuldb.com/?id.262307
https://vuldb.com/?id.262307
https://github.com/RIOT-OS/RIOT/security/advisories/GHSA-v97j-w9m6-c4h3
https://github.com/RIOT-OS/RIOT/security/advisories/GHSA-v97j-w9m6-c4h3
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-004.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-004.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-004.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-004.txt
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CVE Published  Vendor Product Score Exploitation  Exploited
CVE-2024- 02-05-2024 shabti Frontend Admin by 9.8 No
3729 DynamiApps
CVE-2024- 29-04-2024 E- FS-EZViewer(Web) 9.8 0.001 No
4300 WEBInformationCo.
CVE-2024- 03-05-2024 Centros Digitales Gescen 9.8 No
4466
CVE-2024- 03-05-2024 filips123 PWAsForFirefox 9.7 No
32986
CVE-2024- 29-04-2024 AA-Team WZone 9.6 No
33546
CVE-2024- 02-05-2024 Xserver Migrator Xserver Migrator 9.6 No
33913
CVE-2024- 29-04-2024 PHP Group PHP 9.4 No
1874
CVE-2024- 29-04-2024 Havelsan Inc. Dialogue 9.4 0.001 No
3375
CVE-2024- 29-04-2024 AA-Team WZone 9.3 No
33544
CVE-2024- 29-04-2024 8theme XStore Core 9.3 No
33551
CVE-2024- 29-04-2024 8theme XStore 9.3 No
33559
CVE-2023- 03-05-2024 Unified Automation UaGateway 9.1 No
32174
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https://www.wordfence.com/threat-intel/vulnerabilities/id/a2d22c5d-5ef5-4920-a1b5-e8284394c7e8?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/a2d22c5d-5ef5-4920-a1b5-e8284394c7e8?source=cve
https://www.twcert.org.tw/tw/cp-132-7774-fbd01-1.html
https://www.twcert.org.tw/tw/cp-132-7774-fbd01-1.html
https://www.incibe.es/en/incibe-cert/notices/aviso/sql-injection-vulnerability-gescen
https://www.incibe.es/en/incibe-cert/notices/aviso/sql-injection-vulnerability-gescen
https://github.com/filips123/PWAsForFirefox/security/advisories/GHSA-jmhv-m7v5-g5jq
https://github.com/filips123/PWAsForFirefox/security/advisories/GHSA-jmhv-m7v5-g5jq
https://patchstack.com/database/vulnerability/woozone/wordpress-wzone-plugin-14-0-10-arbitrary-sql-update-execution-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/woozone/wordpress-wzone-plugin-14-0-10-arbitrary-sql-update-execution-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/xserver-migrator/wordpress-xserver-migrator-plugin-1-6-1-csrf-to-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/xserver-migrator/wordpress-xserver-migrator-plugin-1-6-1-csrf-to-arbitrary-file-upload-vulnerability?_s_id=cve
https://github.com/php/php-src/security/advisories/GHSA-pc52-254m-w9w7
https://github.com/php/php-src/security/advisories/GHSA-pc52-254m-w9w7
https://www.usom.gov.tr/bildirim/tr-24-0363
https://www.usom.gov.tr/bildirim/tr-24-0363
https://patchstack.com/database/vulnerability/woozone/wordpress-wzone-plugin-14-0-10-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/woozone/wordpress-wzone-plugin-14-0-10-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/et-core-plugin/wordpress-xstore-core-plugin-5-3-5-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/et-core-plugin/wordpress-xstore-core-plugin-5-3-5-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/xstore/wordpress-xstore-theme-9-3-5-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/xstore/wordpress-xstore-theme-9-3-5-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://www.zerodayinitiative.com/advisories/ZDI-23-780/
https://www.zerodayinitiative.com/advisories/ZDI-23-780/
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Date Base  Probability of

CVE Published  Vendor Product Score Exploitation  Exploited
CVE-2024- 02-05-2024 apollographdgl router 9.1 No
32971
CVE-2023- 03-05-2024 Tesla Model 3 9 0.001 No
32156
CVE-2024- 29-04-2024 8theme XStore Core 9 No
33553
CVE-2024- 01-05-2024 JFrog Artifactory 9 No
4142
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https://github.com/apollographql/router/security/advisories/GHSA-q9p4-hw9m-fj2v
https://github.com/apollographql/router/security/advisories/GHSA-q9p4-hw9m-fj2v
https://www.zerodayinitiative.com/advisories/ZDI-23-972/
https://www.zerodayinitiative.com/advisories/ZDI-23-972/
https://patchstack.com/database/vulnerability/et-core-plugin/wordpress-xstore-core-plugin-5-3-5-unauthenticated-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/et-core-plugin/wordpress-xstore-core-plugin-5-3-5-unauthenticated-php-object-injection-vulnerability?_s_id=cve
https://jfrog.com/help/r/jfrog-release-information/jfrog-security-advisories
https://jfrog.com/help/r/jfrog-release-information/jfrog-security-advisories
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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