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Weekly Vulnerability Report 
11 February 2025 

This report summarizes the known software vulnerabilities published during the period 3-9 February 2025 
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 3-9 February 2025 
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Vulnerabilities with highest likelihood of exploitation, 3-9 February 2025 

CVE Date Published Vendor Product Base Score Probability of Exploitation Exploited 

CVE-2025-
0994 

06-02-2025 Trimble Cityworks 8.6 0.025 Yes 

CVE-2025-
1009 

04-02-2025 Mozilla Firefox 9.8 0.001 No 

CVE-2025-
1016 

04-02-2025 Mozilla Firefox 9.8 0.001 No 

  

https://www.cisa.gov/news-events/ics-advisories/icsa-25-037-04
https://www.cisa.gov/news-events/ics-advisories/icsa-25-037-04
https://bugzilla.mozilla.org/show_bug.cgi?id=1936613
https://bugzilla.mozilla.org/show_bug.cgi?id=1936613
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1936601%2C1936844%2C1937694%2C1938469%2C1939583%2C1940994
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1936601%2C1936844%2C1937694%2C1938469%2C1939583%2C1940994
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Vulnerabilities with highest severity, 3-9 February 2025 

CVE Date Published Vendor Product Base Score 
Probability of 
Exploitation Exploited 

CVE-2024-
57968 

03-02-2025 Advantive VeraCore 9.9  No 

CVE-2025-
1107 

07-02-2025 Impronta Janto 9.9  No 

CVE-2025-
20124 

05-02-2025 Cisco Cisco Identity 
Services Engine 
Software 

9.9  No 

CVE-2025-
24677 

04-02-2025 WPSpins Post/Page Copying 
Tool 

9.9  No 

CVE-2024-
45569 

03-02-2025 Qualcomm, Inc. Snapdragon 9.8 0.001 No 

CVE-2024-
9643 

04-02-2025 Four-Faith F3x36 9.8  No 

CVE-2024-
9644 

04-02-2025 Four-Faith F3x36 9.8  No 

CVE-2025-
0316 

08-02-2025 Chimpstudio WP Directorybox 
Manager 

9.8 0.001 No 

CVE-2025-
0364 

04-02-2025 BigAntSoft BigAnt Server 9.8  No 

CVE-2025-
0665 

05-02-2025 curl curl 9.8  No 

https://advantive.my.site.com/support/s/article/VeraCore-Release-Notes-2024-4-2-1
https://advantive.my.site.com/support/s/article/VeraCore-Release-Notes-2024-4-2-1
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janto
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janto
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-multivuls-FTW9AOXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-multivuls-FTW9AOXF
https://patchstack.com/database/wordpress/plugin/postpage-import-export-with-custom-fields-taxonomies/vulnerability/wordpress-post-page-copying-tool-to-export-and-import-post-page-for-cross-site-migration-plugin-2-0-3-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/postpage-import-export-with-custom-fields-taxonomies/vulnerability/wordpress-post-page-copying-tool-to-export-and-import-post-page-for-cross-site-migration-plugin-2-0-3-remote-code-execution-rce-vulnerability?_s_id=cve
https://docs.qualcomm.com/product/publicresources/securitybulletin/february-2025-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/february-2025-bulletin.html
https://vulncheck.com/advisories/four-faith-hard-coded-creds
https://vulncheck.com/advisories/four-faith-hard-coded-creds
https://vulncheck.com/advisories/four-faith-hidden-api
https://vulncheck.com/advisories/four-faith-hidden-api
https://www.wordfence.com/threat-intel/vulnerabilities/id/3ee1f412-7555-4dec-ba59-49412471a42f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/3ee1f412-7555-4dec-ba59-49412471a42f?source=cve
https://vulncheck.com/advisories/big-ant-upload-rce
https://vulncheck.com/advisories/big-ant-upload-rce
https://curl.se/docs/CVE-2025-0665.json
https://curl.se/docs/CVE-2025-0665.json
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CVE Date Published Vendor Product Base Score 
Probability of 
Exploitation Exploited 

CVE-2025-
0674 

06-02-2025 Elber Signum DVB-S/S2 
IRD 

9.8  No 

CVE-2025-
0890 

04-02-2025 Zyxel VMG4325-B10A 
firmware 

9.8 0.001 No 

CVE-2025-
1009 

04-02-2025 Mozilla Firefox 9.8 0.001 No 

CVE-2025-
1010 

04-02-2025 Mozilla Firefox 9.8 0.001 No 

CVE-2025-
1011 

04-02-2025 Mozilla Firefox 9.8 0.001 No 

CVE-2025-
1012 

04-02-2025 Mozilla Firefox 9.8 0.001 No 

CVE-2025-
1016 

04-02-2025 Mozilla Firefox 9.8 0.001 No 

CVE-2025-
1017 

04-02-2025 Mozilla Firefox 9.8 0.001 No 

CVE-2025-
1020 

04-02-2025 Mozilla Firefox 9.8 0.001 No 

CVE-2025-
1061 

07-02-2025 nextendweb Nextend Social 
Login Pro 

9.8 0.001 No 

CVE-2025-
1066 

05-02-2025 openPLC OpenPLC 9.8  No 

CVE-2025-
20634 

03-02-2025 MediaTek, Inc.  9.8 0.001 No 

https://www.cisa.gov/news-events/ics-advisories/icsa-25-035-03
https://www.cisa.gov/news-events/ics-advisories/icsa-25-035-03
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-command-injection-and-insecure-default-credentials-vulnerabilities-in-certain-legacy-dsl-cpe-02-04-2025
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-command-injection-and-insecure-default-credentials-vulnerabilities-in-certain-legacy-dsl-cpe-02-04-2025
https://bugzilla.mozilla.org/show_bug.cgi?id=1936613
https://bugzilla.mozilla.org/show_bug.cgi?id=1936613
https://bugzilla.mozilla.org/show_bug.cgi?id=1936982
https://bugzilla.mozilla.org/show_bug.cgi?id=1936982
https://bugzilla.mozilla.org/show_bug.cgi?id=1936454
https://bugzilla.mozilla.org/show_bug.cgi?id=1936454
https://bugzilla.mozilla.org/show_bug.cgi?id=1939710
https://bugzilla.mozilla.org/show_bug.cgi?id=1939710
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1936601%2C1936844%2C1937694%2C1938469%2C1939583%2C1940994
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1936601%2C1936844%2C1937694%2C1938469%2C1939583%2C1940994
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1926256%2C1935984%2C1935471
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1926256%2C1935984%2C1935471
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1939063%2C1942169
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1939063%2C1942169
https://www.wordfence.com/threat-intel/vulnerabilities/id/6494e54c-db04-41f9-8b91-6ad12528cf01?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6494e54c-db04-41f9-8b91-6ad12528cf01?source=cve
https://github.com/thiagoralves/OpenPLC_v3/commit/d1b1a3b7e97f2b3fef0876056cf9d7879991744a
https://github.com/thiagoralves/OpenPLC_v3/commit/d1b1a3b7e97f2b3fef0876056cf9d7879991744a
https://corp.mediatek.com/product-security-bulletin/February-2025
https://corp.mediatek.com/product-security-bulletin/February-2025
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CVE Date Published Vendor Product Base Score 
Probability of 
Exploitation Exploited 

CVE-2025-
22204 

04-02-2025 regularlabs.com Sourcerer for 
Joomla 

9.8  No 

CVE-2025-
24661 

03-02-2025 MagePeople 
Team 

Taxi Booking 
Manager for 
WooCommerce 

9.8  No 

CVE-2025-
24964 

04-02-2025 vitest-dev vitest 9.7  No 

CVE-2025-
25101 

07-02-2025 MetricThemes Munk Sites 9.6  No 

CVE-2025-
25106 

07-02-2025 FancyWP Starter Templates 
by FancyWP 

9.6  No 

CVE-2025-
25107 

07-02-2025 sainwp OneStore Sites 9.6  No 

CVE-2025-
1077 

07-02-2025 IBL Software 
Engineering 

Visual Weather 9.5  No 

CVE-2025-
24971 

04-02-2025 DumbWareio DumbDrop 9.5  No 

CVE-2023-
5878 

06-02-2025 Honeywell OneWireless 
Network Wireless 
Device Manager 

9.4  No 

CVE-2025-
0982 

06-02-2025 Google Cloud Application 
Integration 

9.4  No 

CVE-2025-
24901 

03-02-2025 LabRedesCefetRJ WeGIA 9.4  No 

https://regularlabs.com/sourcerer
https://regularlabs.com/sourcerer
https://patchstack.com/database/wordpress/plugin/ecab-taxi-booking-manager/vulnerability/wordpress-taxi-booking-manager-for-woocommerce-plugin-1-1-8-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/ecab-taxi-booking-manager/vulnerability/wordpress-taxi-booking-manager-for-woocommerce-plugin-1-1-8-php-object-injection-vulnerability?_s_id=cve
https://github.com/vitest-dev/vitest/security/advisories/GHSA-9crc-q9x8-hgqq
https://github.com/vitest-dev/vitest/security/advisories/GHSA-9crc-q9x8-hgqq
https://patchstack.com/database/wordpress/plugin/munk-sites/vulnerability/wordpress-munk-sites-plugin-1-0-7-csrf-to-arbitrary-plugin-installation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/munk-sites/vulnerability/wordpress-munk-sites-plugin-1-0-7-csrf-to-arbitrary-plugin-installation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/starter-templates/vulnerability/wordpress-starter-templates-by-fancywp-plugin-2-0-0-csrf-to-arbitrary-plugin-installation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/starter-templates/vulnerability/wordpress-starter-templates-by-fancywp-plugin-2-0-0-csrf-to-arbitrary-plugin-installation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/onestore-sites/vulnerability/wordpress-onestore-sites-plugin-0-1-1-csrf-to-arbitrary-plugin-installation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/onestore-sites/vulnerability/wordpress-onestore-sites-plugin-0-1-1-csrf-to-arbitrary-plugin-installation-vulnerability?_s_id=cve
https://www.iblsoft.com/security/advisory-isec-2024-001/
https://www.iblsoft.com/security/advisory-isec-2024-001/
https://github.com/DumbWareio/DumbDrop/security/advisories/GHSA-rx8m-jqm7-vcgp
https://github.com/DumbWareio/DumbDrop/security/advisories/GHSA-rx8m-jqm7-vcgp
https://process.honeywell.com/
https://process.honeywell.com/
https://cloud.google.com/application-integration/docs/release-notes#January_23_2025
https://cloud.google.com/application-integration/docs/release-notes#January_23_2025
https://github.com/LabRedesCefetRJ/WeGIA/security/advisories/GHSA-jp48-94wm-3gmc
https://github.com/LabRedesCefetRJ/WeGIA/security/advisories/GHSA-jp48-94wm-3gmc
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CVE Date Published Vendor Product Base Score 
Probability of 
Exploitation Exploited 

CVE-2025-
24902 

03-02-2025 LabRedesCefetRJ WeGIA 9.4  No 

CVE-2025-
24958 

03-02-2025 LabRedesCefetRJ WeGIA 9.4  No 

CVE-2024-
51547 

06-02-2025 ABB ASPECT-Enterprise 9.3  No 

CVE-2025-
0960 

04-02-2025 AutomationDirect C-more EA9 HMI 
EA9-T6CL 

9.3  No 

CVE-2025-
24370 

03-02-2025 adamghill django-unicorn 9.3  No 

CVE-2025-
24981 

06-02-2025 nuxt-modules mdc 9.3  No 

CVE-2024-
51450 

06-02-2025 IBM Security Verify 
Directory 

9.1 0.001 No 

CVE-2025-
20125 

05-02-2025 Cisco Cisco Identity 
Services Engine 
Software 

9.1  No 

CVE-2024-
39272 

06-02-2025 ClearML ClearML 9  No 

CVE-2025-
23114 

05-02-2025 Veeam Backup for AWS 9  No 

  

https://github.com/LabRedesCefetRJ/WeGIA/security/advisories/GHSA-pg73-w9vx-8mgp
https://github.com/LabRedesCefetRJ/WeGIA/security/advisories/GHSA-pg73-w9vx-8mgp
https://github.com/LabRedesCefetRJ/WeGIA/security/advisories/GHSA-2mhx-5998-46hx
https://github.com/LabRedesCefetRJ/WeGIA/security/advisories/GHSA-2mhx-5998-46hx
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108470A6775&LanguageCode=en&DocumentPartId=pdf%20-%20Public%20Advisory&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108470A6775&LanguageCode=en&DocumentPartId=pdf%20-%20Public%20Advisory&Action=Launch
https://www.cisa.gov/news-events/ics-advisories/icsa-25-035-08
https://www.cisa.gov/news-events/ics-advisories/icsa-25-035-08
https://github.com/adamghill/django-unicorn/security/advisories/GHSA-g9wf-5777-gq43
https://github.com/adamghill/django-unicorn/security/advisories/GHSA-g9wf-5777-gq43
https://github.com/nuxt-modules/mdc/security/advisories/GHSA-j82m-pc2v-2484
https://github.com/nuxt-modules/mdc/security/advisories/GHSA-j82m-pc2v-2484
https://www.ibm.com/support/pages/node/7182558
https://www.ibm.com/support/pages/node/7182558
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-multivuls-FTW9AOXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-multivuls-FTW9AOXF
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2110
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2110
https://www.veeam.com/kb4712
https://www.veeam.com/kb4712
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


