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Vulnerabilities 

DragonForce operator chained SimpleHelp flaws to target an MSP and its customers 

Security Affairs - 27 May 2025 22:43 

Sophos warns that a DragonForce ransomware operator chained three vulnerabilities in 
SimpleHelp to target a managed service provider.  

 

US Government Launches Audit of NIST’s National Vulnerability Database 

Infosecurity Magazine - 27 May 2025 12:00 

The US government has begun an audit of its National Vulnerability Database (NVD) to 
ensure its team can catch up with the vulnerability backlog. 

 

Threat actors and malware 

Russian Laundry Bear cyberspies linked to Dutch Police hack 

BleepingComputer - 27 May 2025 08:16 

A previously unknown Russian-backed cyberespionage group now tracked as Laundry Bear 
has been linked to a September 2024 Dutch police security breach. 

 

Russian Hackers Breach 20+ NGOs Using Evilginx Phishing via Fake Microsoft Entra 
Pages 

The Hacker News - 27 May 2025 18:21 

Microsoft has shed light on a previously undocumented cluster of malicious activity 
originating from a Russia-affiliated threat actor dubbed Void Blizzard that it said is attributed 
to worldwide cloud abuse. 

 

CISA Warns of Attacks Targeting Commvault SaaS Environment 

darkreading - 27 May 2025 22:22 

A threat actor has gained access to Microsoft 365 environments of a small number of 
customers of Commvault’s Metallic service. 
 

Adidas says customer data stolen in cyber attack 
BBC News - 27 May 2025 

Adidas has disclosed it's been hit by a cyber attack in which customers' personal information 
has been stolen. 

 

https://securityaffairs.com/178350/cyber-crime/dragonforce-operator-chained-simplehelp-flaws-to-target-an-msp.html
https://www.infosecurity-magazine.com/news/us-government-launches-audit-nist/
https://www.bleepingcomputer.com/news/security/russian-void-blizzard-cyberspies-linked-to-dutch-police-breach/
https://thehackernews.com/2025/05/russian-hackers-breach-20-ngos-using.html
https://thehackernews.com/2025/05/russian-hackers-breach-20-ngos-using.html
https://www.darkreading.com/cloud-security/cisa-warns-attacks-commvault-saas-environment
https://www.bbc.co.uk/news/articles/c071m82v80po

