Scottish
Cyber
Coordination
Centre

Daily Threat Bulletin

20 June 2025

Vulnerabilities

High-Severity Vulnerabilities Patched by Cisco, Atlassian
SecurityWeek - 19 June 2025 09:42

Cisco has resolved a high-severity vulnerability in Meraki MX and Meraki Z devices. Atlassian
pushed patches for multiple third-party dependencies. The post High-Severity Vulnerabilities
Patched by Cisco, Atlassian appeared first on SecurityWeek.

Researchers Warn of ‘Living off Al' Attacks After PoC Exploits Atlassian’s Al Agent
Protocol

Infosecurity Magazine - 19 June 2025 11:50

Cato Networks researchers demonstrated an attack leveraging Atlassian’s Al agent-enabling
server

Threat actors and malware

From Retail to Insurance, Scattered Spider Changes Targets
Security Magazine - 19 June 2025 10:00

Scattered Spider, who is believed to be responsible for several cyberattacks against the retail
sector in recent months, has apparently shifted targets to the insurance sector.

Hackers Access Legacy Systems in Oxford City Council Cyberattack
SecurityWeek - 20 June 2025 07:50

Personal data of former and current council workers, including election staff, may have been
accessed by hackers. The post Hackers Access Legacy Systems in Oxford City Council
Cyberattack appeared first on SecurityWeek.

New Campaigns Distribute Malware via Open Source Hacking Tools
SecurityWeek - 19 June 2025 13:22

Trend Micro and ReversinglLabs uncovered over 100 GitHub accounts distributing malware
embedded in open source hacking tools.The post New Camypaigns Distribute Malware via
Open Source Hacking Tools appeared first on SecurityWeek.

Krispy Kreme Confirms Data Breach After Ransomware Attack
SecurityWeek - 19 June 2025 11:34
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Krispy Kreme is sending notifications to thousands of people impacted by the data breach
that came to light at the end of 2024.The post Krispy Kreme Confirms Data Breach After
Ransomware Attack appeared first on SecurityWeek.

Banana Squad’s Stealthy GitHub Malware Campaign Targets Devs
Infosecurity Magazine - 19 June 2025 16:45

Banana Squad exploited GitHub to distribute malicious Python code disguised as legitimate
tools

UK related

Transport Solution Company Scania Confirms Cybersecurity Incident
Security Magazine - 19 June 2025 13:00
Scania, a transport solution organization, has confirmed it faced a cybersecurity incident.

Choosing a Clear Direction in the Face of Growing Cybersecurity Demands
SecurityWeek - 19 June 2025 11:00

In a rapidly changing Al environment, CISOs are worried about investing in the wrong
solution or simply not investing because they can’t decide what the best option is.The post
Choosing a Clear Direction in the Face of Growing Cybersecurity Demands appeared first on
SecurityWeek.
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