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Vulnerabilities

Over 80,000 servers hit as Roundcube RCE bug gets rapidly exploited
Security Affairs - 11 June 2025 12:39

Threat actors exploited a critical remote code execution (RCE) flaw in Roundcube, tracked as
CVE-2025-49113, just days after the patch was released, targeting over 80,000 servers.

Microsoft Patches 67 Vulnerabilities Including WEBDAYV Zero-Day Exploited in the
wild
The Hacker News - 11 June 2025 14:16

Microsoft has released patches to fix 67 security flaws, including one zero-day bug in Web
Distributed Authoring and Versioning (WebDAV) that it said has come under active
exploitation in the wild.

Salesforce tags 5 CVEs after SaaS security probe uncovers misconfig risks
The Register - 11 June 2025 19:02

Salesforce has assigned five CVE identifiers following a security report that uncovered more
than 20 configuration weaknesses, some of which exposed customers to unauthorized access
and session hijacking.

Fortinet, lvanti Patch High-Severity Vulnerabilities
SecurityWeek - 11 June 2025 13:35

Patches released by Fortinet and Ivanti resolve over a dozen vulnerabilities, including high-
severity flaws leading to code execution, credential leaks.

Zero-click Al data leak flaw uncovered in Microsoft 365 Copilot
BleepingComputer - 11 June 2025 14:48

A new attack dubbed ‘Echoleak’ is the first known zero-click Al vulnerability that enables
attackers to exfiltrate sensitive data from Microsoft 365 Copilot from a user’'s context without
interaction.
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INTERPOL Dismantles 20,000+ Malicious IPs Linked to 69 Malware Variants in
Operation Secure

The Hacker News - 11 June 2025 18:02

INTERPOL on Wednesday announced the dismantling of more than 20,000 malicious IP
addresses or domains that have been linked to 69 information-stealing malware variants.

Brute-force attacks target Apache Tomcat management panels
BleepingComputer - 11 June 2025 11:27

A coordinated campaign of brute-force attacks using hundreds of unique IP addresses
targets Apache Tomcat Manager interfaces exposed online.

WhatsApp moves to join Apple’s encryption fight with UK government

The Record from Recorded Future News - 11 June 2025 13:51

WhatsApp on Wednesday announced it was seeking to intervene in a legal case between
Apple and the British government regarding whether the iPhone maker can be forced to

retain access to the content of its users iCloud accounts in order to comply with legal
warrants.

With Retail Cyberattacks on the Rise, Customers Find Orders Blocked and Shelves
Empty
SecurityWeek - 12 June 2025 02:55

Beyond potentially halting sales of physical goods, breaches can expose customers’ personal
data to future phishing or fraud attempts.
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