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Vulnerabilities

Citrix Patches Critical Vulns in NetScaler ADC and Gateway
darkreading - 23 June 2025 20:04

Citrix is recommending its customers upgrade their appliances to mitigate potential
exploitation of the vulnerabilities.

Critical Authentication Bypass Flaw Patched in Teleport
SecurityWeek - 23 June 2025 12:39

A critical-severity vulnerability in Teleport could allow remote attackers to bypass SSH
authentication and access managed systems.

Threat actors and malware

US Homeland Security warns of escalating Iranian cyberattack risks
BleepingComputer - 23 June 2025 13:22

The U.S. Department of Homeland Security (DHS) warned over the weekend of escalating
cyberattack risks by Iran-backed hacking groups and pro-lranian hacktivists. [...]

APT28 hackers use Signhal chats to launch hew malware attacks on Ukraine
BleepingComputer - 23 June 2025 19:14

The Russian state-sponsored threat group APT28 is using Signal chats to target government
targets in Ukraine with two previously undocumented malware families named BeardShell
and SlimAgent. [..]

Malware on Google Play, Apple App Store stole your photos—and crypto
BleepingComputer - 23 June 2025 13:44

A new mobile crypto-stealing malware called SparkKitty was found in apps on Google Play
and the Apple App Store, targeting Android and iOS devices. [..]

China’s Salt Typhoon Hackers Target Canadian Telecom Firms
SecurityWeek - 23 June 2025 15:11

Canada’s Centre for Cyber Security and the FBI warn of Chinese hackers targeting
telecommunications and other companies in Canada.

Cyber Intel Pros and Hobbyists Can Now Report Threats Anonymously
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Infosecurity Magazine - 24 June 2025 08:00
Draugnet is a new anonymous threat reporting platform built for the MISP ecosystem

UK related

The financial impact of Marks & Spencer and Co-op cyberattacks could reach £440M
Security Affairs - 23 June 2025 10:00

UK'’s Cyber Monitoring Centre (CMC) labels Marks & Spencer and Co-op cyberattacks a
Category 2 event, estimating financial impact at £270M-£440M. The Cyber Monitoring Centre
(CMC) has labeled the recent cyberattacks on Marks & Spencer and Co-op as a Category 2
systemic event, estimating losses between £270M and £440M.

Cyber Essentials Breaks Quarterly Record for Certifications
Infosecurity Magazine - 23 June 2025 10:30

The UK government's Cyber Essentials scheme hits 10,000 certifications for the first time in a
guarter but challenges persist
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