
   

 
 

 
 

Scottish Cyber Coordination Centre 0300 244 9700     SC3@gov.scot 

Daily Threat Bulletin 
4 June 2025 

Vulnerabilities 

U.S. CISA adds ASUS RT-AX55 devices, Craft CMS, and ConnectWise ScreenConnect 
flaws to its Known Exploited Vulnerabilities catalog 

Security Affairs - 03 June 2025 20:34 

CISA adds ASUS RT-AX55 devices, Craft CMS, and ConnectWise ScreenConnect flaws to its 
Known Exploited Vulnerabilities catalog.  

 

CISA Adds Three Known Exploited Vulnerabilities to Catalog 

CISA Advisories - 

CISA has added three new vulnerabilities to its Known Exploited Vulnerabilities (KEV) Catalog, 
based on evidence of active exploitation. CVE-2025-21479 Qualcomm Multiple Chipsets 
Incorrect Authorization Vulnerability - CVE-2025-21480 Qualcomm Multiple Chipsets Incorrect 
Authorization Vulnerability - CVE-2025-27038 Qualcomm Multiple Chipsets Use-After-Free 
Vulnerability. 

 

Critical 10-Year-Old Roundcube Webmail Bug Allows Authenticated Users Run 
Malicious Code 

The Hacker News - 03 June 2025 19:31 

Cybersecurity researchers have disclosed details of a critical security flaw in the Roundcube 
webmail software that has gone unnoticed for a decade and could be exploited to take over 
susceptible systems and execute arbitrary code. 

 

HPE Issues Security Patch for StoreOnce Bug Allowing Remote Authentication 
Bypass 

The Hacker News - 04 June 2025 11:53 

Hewlett Packard Enterprise (HPE) has released security updates to address as many as eight 
vulnerabilities in its StoreOnce data backup and deduplication solution that could result in an 
authentication bypass and remote code execution. 

 

Over 30 Vulnerabilities Patched in Android 

SecurityWeek - 03 June 2025 12:59 

The latest Android updates fix vulnerabilities in Runtime, Framework, System, and third-party 
components of the mobile OS. 
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Threat actors and malware 

Fake DocuSign, Gitcode Sites Spread NetSupport RAT via Multi-Stage PowerShell 
Attack 

The Hacker News - 03 June 2025 21:30 

Threat hunters are alerting to a new campaign that employs deceptive websites to trick 
unsuspecting users into executing malicious PowerShell scripts on their machines and infect 
them with the NetSupport RAT malware. 

 

Android Trojan Crocodilus Now Active in 8 Countries, Targeting Banks and Crypto 
Wallets 

The Hacker News - 03 June 2025 16:04 

A growing number of malicious campaigns have leveraged a recently discovered Android 
banking trojan called Crocodilus to target users in Europe and South America. 

 

LummaC2 Fractures as Acreed Malware Becomes Top Dog 

darkreading - 03 June 2025 19:40 

LummaC2 formerly accounted for almost 92% of Russian Market’s credential theft log alerts. 
Now, the Acreed infostealer has replaced its market share. 

 

North Face and Cartier customer data stolen in cyber attacks 

BBC News - 03 June 2025 10:52 

Fashion brand The North Face and luxury jeweller Cartier have become the latest retailers to 
report having customer data stolen in cyber attacks. 

 

UK Specific 

The UK Brings Cyberwarfare Out of the Closet 

SecurityWeek - 03 June 2025 18:12 

The UK’s 2025 Strategic Defence Review outlines a unified approach to modern warfare, 
integrating cyber, AI, and electromagnetic capabilities across military domains. 
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