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Weekly Vulnerability Report

16 June 2025

This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and
manage the vulnerabilities that might pose a risk to their organisations.

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the
highest priority CVEs. These include:

e CVEs that have been added by CISA to the Known and Exploited catalogue (CISA KEV), or

e CVEswith a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit
Prediction Scoring System (EPSS) score above or equal to 0.2

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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Top priority vulnerabilities

CVE
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Published
18-12-2024

19-04-2024

10-02-2025

29-07-2024

27-03-2024

10-07-2024

31-12-2024

30-08-2024

16-08-2024

17-06-2024

Vendor
Craftcms

F-Logic
Wazuh
Cozmoslabs
Wyrestorm

Citrix

Themehunk
Salephpscripts

Tradedoubler

Geovision

Scottish Cyber Coordination Centre

Product
Craft Cms

Datacube3 Firmware
Wazuh

Profile Builder

Apollo Vx20 Firmware
Netscaler Console
Hunk Companion
Web Directory Free
Grow

Gv-Dsp Lpr Firmware
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https://github.com/craftcms/cms/commit/82e893fb794d30563da296bca31379c0df0079b3
https://github.com/craftcms/cms/commit/82e893fb794d30563da296bca31379c0df0079b3
https://github.com/lampSEC/semcms/blob/main/datacube3.md
https://github.com/lampSEC/semcms/blob/main/datacube3.md
https://github.com/wazuh/wazuh/security/advisories/GHSA-hcrc-79hj-m3qh
https://github.com/wazuh/wazuh/security/advisories/GHSA-hcrc-79hj-m3qh
https://wpscan.com/vulnerability/5b90cbdd-52cc-4e7b-bf39-bea0dd59e19e/
https://wpscan.com/vulnerability/5b90cbdd-52cc-4e7b-bf39-bea0dd59e19e/
http://packetstormsecurity.com/files/177082
http://packetstormsecurity.com/files/177082
https://support.citrix.com/article/CTX677998
https://support.citrix.com/article/CTX677998
https://wpscan.com/vulnerability/4963560b-e4ae-451d-8f94-482779c415e4/
https://wpscan.com/vulnerability/4963560b-e4ae-451d-8f94-482779c415e4/
https://wpscan.com/vulnerability/0e8930cb-e176-4406-a43f-a6032471debf/
https://wpscan.com/vulnerability/0e8930cb-e176-4406-a43f-a6032471debf/
https://wpscan.com/vulnerability/ba2f53e0-30be-4f37-91bc-5fa151f1eee7/
https://wpscan.com/vulnerability/ba2f53e0-30be-4f37-91bc-5fa151f1eee7/
https://www.twcert.org.tw/en/cp-139-7884-c5a8b-2.html
https://www.twcert.org.tw/en/cp-139-7884-c5a8b-2.html
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CVE Published Vendor Product CVSS EPSS KEV
CVE-2023- 03-08-2023  Zkteco Biotime 75 0751 Yes
38950
CVE-2024- 30-07-2024  Wpstickybar Wpstickybar 9.8 0.724 No
5765
CVE-2024- 27-12-2024 Draytek Vigor300B Firmware 73 0.721 Yes
12987
CVE-2024- 08-05-2024 Totolink Ex1800T Firmware 9.8 0.716 No
34257
CVE-2025- 16-04-2025  Erlang Erlang/Otp 10.0 0.710 Yes
32433
CVE-2025- 27-03-2025 Foxcms Foxcms 9.8 0.702 No
29306
CVE-2024- 14-03-2024  Vinchin Vinchin Backup And Recovery 88 0572 No
25228
CVE-2024- 09-07-2024  Seopress Seopress 9.8 0559 No
5488
CVE-2024- 24-06-2024  Datagear Datagear 9.8 0.547 No
37759
CVE-2024- 30-07-2024  Contrive Cz Loan Management 91 0.533 No
5975
CVE-2025- 10-06-2025 Microsoft Microsoft - Produc%WINDIR%\10 1507 8.8 0.532 Yes
33053
CVE-2023- 11-09-2023 Asus Rt-Ax55 Firmware 88 0512 Yes
39780
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http://zkteco.com/
http://zkteco.com/
https://wpscan.com/vulnerability/0b73f84c-611e-4681-b362-35e721478ba4/
https://wpscan.com/vulnerability/0b73f84c-611e-4681-b362-35e721478ba4/
https://netsecfish.notion.site/Command-Injection-in-apmcfgupload-endpoint-for-DrayTek-Gateway-Devices-1676b683e67c8040b7f1f0ffe29ce18f?pvs=4
https://netsecfish.notion.site/Command-Injection-in-apmcfgupload-endpoint-for-DrayTek-Gateway-Devices-1676b683e67c8040b7f1f0ffe29ce18f?pvs=4
https://github.com/ZackSecurity/VulnerReport/blob/cve/totolink/EX1800T/1.md
https://github.com/ZackSecurity/VulnerReport/blob/cve/totolink/EX1800T/1.md
https://github.com/erlang/otp/commit/0fcd9c56524b28615e8ece65fc0c3f66ef6e4c12
https://github.com/erlang/otp/commit/0fcd9c56524b28615e8ece65fc0c3f66ef6e4c12
https://github.com/somatrasss/CVE-2025-29306
https://github.com/somatrasss/CVE-2025-29306
https://blog.leakix.net/2024/01/vinchin-backup-rce-chain/
https://blog.leakix.net/2024/01/vinchin-backup-rce-chain/
https://wpscan.com/vulnerability/28507376-ded0-4e1a-b2fc-2182895aa14c/
https://wpscan.com/vulnerability/28507376-ded0-4e1a-b2fc-2182895aa14c/
https://github.com/crumbledwall/CVE-2024-37759_PoC
https://github.com/crumbledwall/CVE-2024-37759_PoC
https://wpscan.com/vulnerability/68f81943-b007-49c8-be9c-d0405b2ba4cf/
https://wpscan.com/vulnerability/68f81943-b007-49c8-be9c-d0405b2ba4cf/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-33053
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-33053
https://github.com/D2y6p/CVE/blob/main/asus/CVE-2023-39780/1/EN.md
https://github.com/D2y6p/CVE/blob/main/asus/CVE-2023-39780/1/EN.md
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CVE-2023- 16-04-2024  Litespeedtech Litespeed Cache 6.1 0469 No
40000
CVE-2025- 07-05-2025 Craftcms Craft Cms 53 0.440 Yes
35939
CVE-2024- 13-03-2024  Apache Tomcat 75 0411 No
24549
CVE-2024- 15-11-2024 Mdaemon Mdaemon 6.1 0.398 Yes
11182
CVE-2024- 18-02-2025  Tp-Link Wr840N Firmware 9.8 039 No
57050
CVE-2024- 27-12-2024 Draytek Vigor300B Firmware 73 0381 No
12986
CVE-2025- 1-03-2025 Microsoft Microsoft - Produc%WINDIR%\10 1507 54 0350 VYes
24054
CVE-2025- 15-01-2025 Dlink Dwr-M972V Firmware 9.8 0.343 No
22968
CVE-2024- 19-04-2024  lvanti Avalanche 75 0325 No
23532
CVE-2024- 23-05-2024  Netgear Prosafe Network Management Software 88 0.292 No
5246 300
CVE-2024- 18-02-2025  Tp-Link Archer C20 Firmware 9.8 0.288 No
57049
CVE-2024- 18-02-2025 Dlink Dir-859 A3 Firmware 9.8 0.283 No
57045
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https://patchstack.com/database/vulnerability/litespeed-cache/wordpress-litespeed-cache-plugin-5-7-unauthenticated-site-wide-stored-xss-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/litespeed-cache/wordpress-litespeed-cache-plugin-5-7-unauthenticated-site-wide-stored-xss-vulnerability?_s_id=cve
https://github.com/craftcms/cms/pull/17220
https://github.com/craftcms/cms/pull/17220
http://www.openwall.com/lists/oss-security/2024/03/13/3
http://www.openwall.com/lists/oss-security/2024/03/13/3
https://files.mdaemon.com/mdaemon/beta/RelNotes_en.html
https://files.mdaemon.com/mdaemon/beta/RelNotes_en.html
https://github.com/Shuanunio/CVE_Requests/blob/main/TP-Link/WR840N%20v6/ACL%20bypass%20Vulnerability%20in%20TP-Link%20TL-WR840N.md
https://github.com/Shuanunio/CVE_Requests/blob/main/TP-Link/WR840N%20v6/ACL%20bypass%20Vulnerability%20in%20TP-Link%20TL-WR840N.md
https://netsecfish.notion.site/Command-Injection-in-apmcfgupptim-endpoint-for-DrayTek-Gateway-Devices-1676b683e67c80b9ad8cc37b93273bf6?pvs=4
https://netsecfish.notion.site/Command-Injection-in-apmcfgupptim-endpoint-for-DrayTek-Gateway-Devices-1676b683e67c80b9ad8cc37b93273bf6?pvs=4
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24054
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24054
https://github.com/CRUNZEX/CVE-2025-22968
https://github.com/CRUNZEX/CVE-2025-22968
https://forums.ivanti.com/s/article/Avalanche-6-4-3-Security-Hardening-and-CVEs-addressed?language=en_US
https://forums.ivanti.com/s/article/Avalanche-6-4-3-Security-Hardening-and-CVEs-addressed?language=en_US
https://kb.netgear.com/000066164/Security-Advisory-for-Multiple-Vulnerabilities-on-the-NMS300-PSV-2024-0003-PSV-2024-0004
https://kb.netgear.com/000066164/Security-Advisory-for-Multiple-Vulnerabilities-on-the-NMS300-PSV-2024-0003-PSV-2024-0004
https://github.com/Shuanunio/CVE_Requests/blob/main/TP-Link/archer%20c20/ACL%20bypass%20Vulnerability%20in%20TP-Link%20archer%20c20.md
https://github.com/Shuanunio/CVE_Requests/blob/main/TP-Link/archer%20c20/ACL%20bypass%20Vulnerability%20in%20TP-Link%20archer%20c20.md
https://github.com/Shuanunio/CVE_Requests/blob/main/D-Link/DIR-859/ACL%20bypass%20Vulnerability%20in%20D-Link%20DIR-859.md
https://github.com/Shuanunio/CVE_Requests/blob/main/D-Link/DIR-859/ACL%20bypass%20Vulnerability%20in%20D-Link%20DIR-859.md
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CVE-2024- 23-07-2024  Wpplugins Hide My Wp Ghost 8.6 0278 No
6420
CVE-2024- 27-09-2024  Jc21 Nginx Proxy Manager 9.8 0276 No
46256
CVE-2024- 19-08-2024  Geomywp Geo My Wordpress 9.8 0.267 No
6330
CVE-2024- 19-04-2024  Ivanti Avalanche 88 0.256 No
24992
CVE-2024- 29-04-2024 Flowiseai Flowise 76 0220 No
31621
CVE-2024- 17-02-2025 Themescoder Themes Coder 86 0204 No
13726
CVE-2025- 25-04-2025 Connectwise Screenconnect 81 0.195 Yes
3935
CVE-2025- 03-06-2025 Qualcomm Ar8031 Firmware 75 0167 Yes
27038
CVE-2024- 12-08-2024 Zimbra Collaboration 6.1 0162 Yes
27443
CVE-2025- 03-06-2025 Qualcomm AQt1000 Firmware 86 0.128 Yes
21480
CVE-2025- 03-06-2025 Qualcomm AQt1000 Firmware 86 0128 Yes
21479
CVE-2025- 13-05-2025 lvanti Endpoint Manager Mobile 72 0106 Yes
4428
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https://wpscan.com/vulnerability/dfda6577-81aa-4397-a2d6-1d736f9ebd44/
https://wpscan.com/vulnerability/dfda6577-81aa-4397-a2d6-1d736f9ebd44/
https://github.com/NginxProxyManager/nginx-proxy-manager/blob/v2.11.3/backend/internal/certificate.js#L830
https://github.com/NginxProxyManager/nginx-proxy-manager/blob/v2.11.3/backend/internal/certificate.js#L830
https://wpscan.com/vulnerability/95b532e0-1ffb-421e-b9c0-de03f89491d7/
https://wpscan.com/vulnerability/95b532e0-1ffb-421e-b9c0-de03f89491d7/
https://forums.ivanti.com/s/article/Avalanche-6-4-3-Security-Hardening-and-CVEs-addressed?language=en_US
https://forums.ivanti.com/s/article/Avalanche-6-4-3-Security-Hardening-and-CVEs-addressed?language=en_US
https://flowiseai.com/
https://flowiseai.com/
https://wpscan.com/vulnerability/ec226d22-0c09-4e7c-86ec-b64819089b60/
https://wpscan.com/vulnerability/ec226d22-0c09-4e7c-86ec-b64819089b60/
https://www.connectwise.com/company/trust/advisories
https://www.connectwise.com/company/trust/advisories
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://wiki.zimbra.com/wiki/Zimbra_Releases/10.0.7#Security_Fixes
https://wiki.zimbra.com/wiki/Zimbra_Releases/10.0.7#Security_Fixes
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM
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CVE-2025- 16-04-2025  Apple Macos 75 0.003 VYes
31201
CVE-2025- 03-06-2025 Google Chrome 8.8 0.001 Yes
5419
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https://support.apple.com/en-us/122282
https://support.apple.com/en-us/122282
https://chromereleases.googleblog.com/2025/06/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2025/06/stable-channel-update-for-desktop.html
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About this data

This report brings together information from several sources including:
e CISA Known Exploited Vulnerabilities Catalog
e NVD - National Vulnerabilities Database

e FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE
being exploited in the wild in the next 30 days.

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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