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30 June 2025

This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and
manage the vulnerabilities that might pose a risk to their organisations.

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the
highest priority CVEs. These include:

e CVEs that have been added by CISA to the Known and Exploited Vulnerability catalogue (CISA KEV),
or

e CVEswith a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit
Prediction Scoring System (EPSS) score above or equal to 0.2

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://nvd.nist.gov/vuln
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.first.org/epss/data_stats
https://www.first.org/epss/data_stats
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Top priority vulnerabilities

CISA
CVE Published  Vendor Product CVSS EPSS KEV
CVE-2024- 18-12-2024  Craftcms Craft Cms 9.8 0.937 Yes
56145
CVE-2024- 06-05-2024 Hsclabs Mailinspector 8.6 0933 No
34470
CVE-2024- 19-04-2024 F-Logic Datacube3 Firmware 9.8 0926 No
31750
CVE-2024-  31-10-2024  Jeecg Jeecg Boot 9.8 0926 No
48307
CVE-2024- 11-04-2024  Linksys Re7000 Firmware 88 0920 No
25852
CVE-2025- 10-02-2025 Wazuh Wazuh 99 091 VYes
24016
CVE-2023- 07-06-2023 Tp-Link TI-Wr940N Firmware 88 0.900 Yes
33538
CVE-2025- 16-05-2025 Invisioncommunity  Invisioncommunity 10.0 0.855 No
47916
CVE-2024- 01-03-2024 Linksys E2000 Firmware 88 0.843 No
27497
CVE-2024- 21-03-2024 Articatech Artica Proxy 98 0.816 No
2054
CVE-2024- 10-04-2024 Wwbn Avideo 9.8 0.785 No
31819
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https://github.com/craftcms/cms/commit/82e893fb794d30563da296bca31379c0df0079b3
https://github.com/craftcms/cms/commit/82e893fb794d30563da296bca31379c0df0079b3
https://github.com/osvaldotenorio/CVE-2024-34470
https://github.com/osvaldotenorio/CVE-2024-34470
https://github.com/lampSEC/semcms/blob/main/datacube3.md
https://github.com/lampSEC/semcms/blob/main/datacube3.md
https://github.com/jeecgboot
https://github.com/jeecgboot
https://github.com/ZackSecurity/VulnerReport/blob/cve/Linksys/1.md
https://github.com/ZackSecurity/VulnerReport/blob/cve/Linksys/1.md
https://github.com/wazuh/wazuh/security/advisories/GHSA-hcrc-79hj-m3qh
https://github.com/wazuh/wazuh/security/advisories/GHSA-hcrc-79hj-m3qh
https://github.com/a101e-IoTvul/iotvul/blob/main/tp-link/3/TL-WR940N_TL-WR841N_userRpm_WlanNetworkRpm_Command_Injection.md
https://github.com/a101e-IoTvul/iotvul/blob/main/tp-link/3/TL-WR940N_TL-WR841N_userRpm_WlanNetworkRpm_Command_Injection.md
https://invisioncommunity.com/release-notes-v5/507-r41/
https://invisioncommunity.com/release-notes-v5/507-r41/
https://warp-desk-89d.notion.site/Linksys-E-2000-efcd532d8dcf4710a4af13fca131a5b8
https://warp-desk-89d.notion.site/Linksys-E-2000-efcd532d8dcf4710a4af13fca131a5b8
http://seclists.org/fulldisclosure/2024/Mar/12
http://seclists.org/fulldisclosure/2024/Mar/12
https://chocapikk.com/posts/2024/cve-2024-31819/
https://chocapikk.com/posts/2024/cve-2024-31819/
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CVE-2024- 13-05-2025 Netalertx Netalertx 86 0.760 No
48766
CVE-2025- 04-03-2025 Flowiseai Flowise 98 0.748 No
26319
CVE-2025- 16-04-2025 Erlang Erlang/Otp 10.0 0.710 Yes
32433
CVE-2025- 27-03-2025 Foxcms Foxcms 9.8 0.702 No
29306
CVE-2024- 12-04-2024 Tiagorlampert Chaos 88 0.655 No
30850
CVE-2024- 17-05-2024 Lylme Lylme Spage 9.8 0.620 No
34982
CVE-2024- 27-05-2024 Orangehrm Orangehrm 81 0616 No
36428
CVE-2025- 04-04- Bentoml Bentoml 98 0.609 No
27520 2025
CVE-2024- 14-03-2024 Vinchin Vinchin Backup And Recovery 88 0572 No
25228
CVE-2023- 22-03-2023 Debian Debian Linux 7.8 0554 Yes
0386
CVE-2024- 24-06-2024 Datagear Datagear 9.8 0547 No
37759
CVE-2025- 10-06-2025 Microsoft Microsoft - Produc%WINDIR%\10 1507 88 0532 VYes
33053
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https://raw.githubusercontent.com/rapid7/metasploit-framework/master/modules/auxiliary/scanner/http/netalertx_file_read.rb
https://raw.githubusercontent.com/rapid7/metasploit-framework/master/modules/auxiliary/scanner/http/netalertx_file_read.rb
https://github.com/dorattias/CVE-2025-26319
https://github.com/dorattias/CVE-2025-26319
https://github.com/erlang/otp/commit/0fcd9c56524b28615e8ece65fc0c3f66ef6e4c12
https://github.com/erlang/otp/commit/0fcd9c56524b28615e8ece65fc0c3f66ef6e4c12
https://github.com/somatrasss/CVE-2025-29306
https://github.com/somatrasss/CVE-2025-29306
https://blog.chebuya.com/posts/remote-code-execution-on-chaos-rat-via-spoofed-agents/
https://blog.chebuya.com/posts/remote-code-execution-on-chaos-rat-via-spoofed-agents/
https://github.com/n2ryx/CVE/blob/main/Lylme_pagev1.9.5.md
https://github.com/n2ryx/CVE/blob/main/Lylme_pagev1.9.5.md
https://github.com/4rdr/proofs/blob/main/info/OrangeHRM_3.3.3_SQLi_via_sortOrder.md
https://github.com/4rdr/proofs/blob/main/info/OrangeHRM_3.3.3_SQLi_via_sortOrder.md
https://github.com/bentoml/BentoML/commit/b35f4f4fcc53a8c3fe8ed9c18a013fe0a728e194
https://github.com/bentoml/BentoML/commit/b35f4f4fcc53a8c3fe8ed9c18a013fe0a728e194
https://blog.leakix.net/2024/01/vinchin-backup-rce-chain/
https://blog.leakix.net/2024/01/vinchin-backup-rce-chain/
http://packetstormsecurity.com/files/173087/Kernel-Live-Patch-Security-Notice-LSN-0095-1.html
http://packetstormsecurity.com/files/173087/Kernel-Live-Patch-Security-Notice-LSN-0095-1.html
https://github.com/crumbledwall/CVE-2024-37759_PoC
https://github.com/crumbledwall/CVE-2024-37759_PoC
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-33053
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-33053
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CVE-2023- T11-09-2023 AsuUs Rt-Ax55 Firmware 8.8 0.512 Yes
39780
CVE-2024- 11-03-2025 Ami Megarac Sp-X 9.8 0.486 VYes
54085
CVE-2024- 06-05-2024 Deltaww Diaenergie 9.8 0476 No
4548
CVE-2024- 13-05-2025 Netalertx Netalertx 10.0 0.472 No
46506
CVE-2023- 16-04-2024 Litespeedtech Litespeed Cache 6.1 0.469 No
40000
CVE-2025- 07-05-2025 Craftcms Craft Cms 53 0.440 Yes
35939
CVE-2024- 29-04-2024 Php Php 9.4 0.439 No
1874
CVE-2024- 18-02-2025 Tp-Link Wr840N Firmware 98 0396 No
57050
CVE-2024- 26-02-2024 Nagios Nagios Xi 9.8 0380 No
24401
CVE-2025- 1-03-2025 Microsoft Microsoft - Produc%WINDIR%\10 1507 54 0350 Yes
24054
CVE-2024- 21-05-2024 Vmware Cloud Foundation 72 0326 No
22274
CVE-2024- 18-02-2025 Tp-Link Archer C20 Firmware 9.8 0.288 No
57049
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https://github.com/D2y6p/CVE/blob/main/asus/CVE-2023-39780/1/EN.md
https://github.com/D2y6p/CVE/blob/main/asus/CVE-2023-39780/1/EN.md
https://go.ami.com/hubfs/Security%20Advisories/2025/AMI-SA-2025003.pdf
https://go.ami.com/hubfs/Security%20Advisories/2025/AMI-SA-2025003.pdf
https://www.tenable.com/security/research/tra-2024-13
https://www.tenable.com/security/research/tra-2024-13
https://rhinosecuritylabs.com/research/cve-2024-46506-rce-in-netalertx/
https://rhinosecuritylabs.com/research/cve-2024-46506-rce-in-netalertx/
https://patchstack.com/database/vulnerability/litespeed-cache/wordpress-litespeed-cache-plugin-5-7-unauthenticated-site-wide-stored-xss-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/litespeed-cache/wordpress-litespeed-cache-plugin-5-7-unauthenticated-site-wide-stored-xss-vulnerability?_s_id=cve
https://github.com/craftcms/cms/pull/17220
https://github.com/craftcms/cms/pull/17220
http://www.openwall.com/lists/oss-security/2024/04/12/11
http://www.openwall.com/lists/oss-security/2024/04/12/11
https://github.com/Shuanunio/CVE_Requests/blob/main/TP-Link/WR840N%20v6/ACL%20bypass%20Vulnerability%20in%20TP-Link%20TL-WR840N.md
https://github.com/Shuanunio/CVE_Requests/blob/main/TP-Link/WR840N%20v6/ACL%20bypass%20Vulnerability%20in%20TP-Link%20TL-WR840N.md
https://www.nagios.com/changelog/
https://www.nagios.com/changelog/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24054
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24054
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24308
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24308
https://github.com/Shuanunio/CVE_Requests/blob/main/TP-Link/archer%20c20/ACL%20bypass%20Vulnerability%20in%20TP-Link%20archer%20c20.md
https://github.com/Shuanunio/CVE_Requests/blob/main/TP-Link/archer%20c20/ACL%20bypass%20Vulnerability%20in%20TP-Link%20archer%20c20.md
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CVE-2024- 18-02-2025 Dlink Dir-859 A3 Firmware 98 0.283 No
57045
CVE-2024- 27-09-2024 Jc21 Nginx Proxy Manager 9.8 0.276 No
46256
CVE-2024- 17-02-2025 Themescoder Themes Coder 86 0204 No
13726
CVE-2025- 25-04-2025 Connectwise Screenconnect 81 0.195 Yes
3935
CVE-2025- 03-06-2025 Qualcomm Ar8031 Firmware 75 0.167 Yes
27038
CVE-2025- 03-06-2025 Qualcomm AQt1000 Firmware 86 0128 Yes
21480
CVE-2025- 03-06-2025 Qualcomm AQt1000 Firmware 86 0.128 Yes
21479
CVE-2025- 16-04-2025 Apple Macos 75 0.003 Yes
31201
CVE-2025- 03-06-2025 Google Chrome 88 0.001 Yes
5419
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https://github.com/Shuanunio/CVE_Requests/blob/main/D-Link/DIR-859/ACL%20bypass%20Vulnerability%20in%20D-Link%20DIR-859.md
https://github.com/Shuanunio/CVE_Requests/blob/main/D-Link/DIR-859/ACL%20bypass%20Vulnerability%20in%20D-Link%20DIR-859.md
https://github.com/NginxProxyManager/nginx-proxy-manager/blob/v2.11.3/backend/internal/certificate.js#L830
https://github.com/NginxProxyManager/nginx-proxy-manager/blob/v2.11.3/backend/internal/certificate.js#L830
https://wpscan.com/vulnerability/ec226d22-0c09-4e7c-86ec-b64819089b60/
https://wpscan.com/vulnerability/ec226d22-0c09-4e7c-86ec-b64819089b60/
https://www.connectwise.com/company/trust/advisories
https://www.connectwise.com/company/trust/advisories
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/june-2025-bulletin.html
https://support.apple.com/en-us/122282
https://support.apple.com/en-us/122282
https://chromereleases.googleblog.com/2025/06/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2025/06/stable-channel-update-for-desktop.html
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About this data

This report brings together information from several sources including:
e CISA Known Exploited Vulnerabilities Catalog
e NVD - National Vulnerabilities Database

e FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE
being exploited in the wild in the next 30 days.

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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