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Vulnerabilities

AMD warns of new Meltdown, Spectre-like bugs affecting CPUs
The Register - 09 July 2025 18:17

AMD is warning users of a newly discovered form of side-channel attack affecting a broad
range of its chips that could lead to information disclosure.

New ServiceNow flaw lets attackers enumerate restricted data
BleepingComputer - 09 July 2025 10:00

A new vulnerability in ServiceNow, dubbed Count(er) Strike, allows low-privileged users to
extract sensitive data from tables to which they should not have access.

Ruckus Networks leaves severe flaws unpatched in management devices
BleepingComputer - 09 July 2025 12:42

Multiple vulnerabilities that remain unpatched in Ruckus Wireless management products
could be exploited to fully compromise the network environment they serve.

Microsoft Patches 130 Vulnerabilities, Including Critical Flaws in SPNEGO and SQL
Server

The Hacker News - 09 July 2025 13:40

For the first time in 2025, Microsoft's Patch Tuesday updates did not bundle fixes for exploited
security vulnerabilities, but the company acknowledged one of the addressed flaws had been
publicly known.

ICS Patch Tuesday: Vulnerabilities Addressed by Siemens, Schneider, Phoenix
Contact

SecurityWeek - 09 July 2025 12:03

Industrial solutions providers Siemens, Schneider Electric and Phoenix Contact have released
July 2025 Patch Tuesday ICS security advisories.
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Threat actors and malware

DoNot APT Expands Operations, Targets European Foreign Ministries with LoptikMod
Malware

The Hacker News - 09 July 2025 19:58

A threat actor with suspected ties to India has been observed targeting a European foreign
affairs ministry with malware capable of harvesting sensitive data from compromised hosts.

New Al Malware PoC Reliably Evades Microsoft Defender
darkreading - 09 July 2025 19:40

Worried about hackers employing LLMs to write powerful malware? Using targeted
reinforcement learning (RL) to train open source models in specific tasks has yielded the
capability to do just that.

SatanLock Next in Line for Ransomware Group Shutdowns
darkreading - 09 July 2025 14:15

Though the victims list on its site has since been taken down, the group plans on leaking the
rest of the files stolen from its victims.

UK incidents

MA&S Chair Details Ransomware Attack, Declines to Confirm if Payment Was Made
Infosecurity Magazine - 09 July 2025 09:20

M&S chairman Archie Norman provided more insights into the April ransomware attack, but
did not confirm whether a payment was made to the attackers.
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