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Vulnerabilities

Patch immediately: CVE-2025-25257 PoC enables remote code execution on Fortinet
Fortiweb
Security Affairs - 13 July 2025 19:10

PoC exploits released for critical Fortinet FortiWeb flaw allowing pre-auth RCE. Fortinet urges
users to patch. Proof-of-concept (PoC) exploits for CVE-2025-25257 in Fortinet FortiWeb (CVSS
9.8) enable pre-auth RCE on vulnerable servers.

Critical Wing FTP Server Vulnerability (CVE-2025-47812) Actively Being Exploited in
the Wild

The Hacker News - 11 July 2025 17:28

A recently disclosed maximume-severity security flaw impacting the Wing FTP Server has
come under active exploitation in the wild, according to Huntress. The vulnerability, tracked
as CVE-2025-47812 (CVSS score: 10.0), is a case of improper handling of null (\O') bytes in the
server's web interface, which allows for remote code execution.

Threat actors and malware

NVIDIA shares guidance to defend GDDR6 GPUs against Rowhammer attacks
BleepingComputer - 11 July 2025 12:39

NVIDIA is warning users to activate System Level Error-Correcting Code mitigation to protect
against Rowhammer attacks on graphical processors with GDDR6 memory.

WordPress Gravity Forms developer hacked to push backdoored plugins
BleepingComputer - 11 July 2025 16:30

The popular WordPress plugin Gravity Forms has been compromised in what seems a supply-
chain attack where manual installers from the official website were infected with a backdoor.

Iranian-Backed Pay2Key Ransomware Resurfaces with 80% Profit Share for
Cybercriminals

The Hacker News - 11 July 2025 17:16

An Iranian-backed ransomware-as-a-service (RaaS) named Pay2Key has resurfaced in the
wake of the Israel-Iran-U.S. conflict last month, offering bigger payouts to cybercriminals who
launch attacks against Israel and the U.S.
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Increase in Identity-Based Attacks Attributed to Infostealers
Security Magazine - 11 July 2025 10:00

Info-stealing malware and advanced phishing kits account for 156% increase in cyberattacks
that target user logins.

UK incidents

13 Romanians Arrested for Phishing the UK’s Tax Service
SecurityWeek - 14 July 2025 03:13

Investigators from HMRC joined more than 100 Romanian police officers to arrest the 13
Romanian suspects in the counties of lIfov, Giurgiu and Calarasi.

British Man Sentenced for Network Rail Wi-Fi Hack
Infosecurity Magazine - 11 July 2025 12:00

The man was handed a suspended prison sentence for offenses relating to the hack of
Network Rail public Wi-Fi, exposing customers to offensive messaging

MPs Warn of “Significant” Iranian Cyber-Threat to UK
Infosecurity Magazine - 11 July 2025 09:30

The Intelligence and Security Committee has warned of Iran’s “aggressive” and “extensive”
cyber capabilities. Iranian threat actors pose a major threat to the UK, especially its
petrochemical, utilities and finance sectors, a new parliamentary report has warned.
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