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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and
manage the vulnerabilities that might pose a risk to their organisations.

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the
highest priority CVEs. These include:

e CVEsthat have been added by CISA to the Known and Exploited catalogue (CISA KEV), or

e CVEswith a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit
Prediction Scoring System (EPSS) score above or equal to 0.2

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.first.org/epss/data_stats
https://www.first.org/epss/data_stats
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Top priority vulnerabilities

CISA
CVE Published Vendor Product CVSS EPSS KEV
CVE-2023- 06-11-2023 Qualitor Qualitor 9.8 0940 No
477253
CVE-2024- 16-10-2024 Apache Solr 9.8 0.939 No
45216
CVE-2024- 04-06-2024 Apache Ofbiz 9.1 0.938 No
36104
CVE-2024- 31-10-2024 Jeecg Jeecg Boot 9.8 0.926 No
48307
CVE-2024- 16-11-2024 Revmakx Backup And Staging By Wp Time 9.8 0.919 No
8856 Capsule
CVE-2024- N-12-2024 Apache Struts 9.8 0.918 No
53677
CVE-2024- 20-07-2024 Bazarr Bazarr 8.2 0.910 No
40348
CVE-2024- 29-10-2024 Cyberpanel Cyberpanel 10.0 0.881 No
51568
CVE-2024- 17-12-2024 Apache Tomcat 9.8 0.880 No
50379
CVE-2024- 09-09-2024 Qualitor Qualitor 9.8 0.869 No
44849
CVE-2024- 01-07-2024 Apache Http Server 7.5 0.846 No
38472
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https://openxp.xpsec.co/blog/cve-2023-47253
https://openxp.xpsec.co/blog/cve-2023-47253
https://solr.apache.org/security.html#cve-2024-45216-apache-solr-authentication-bypass-possible-using-a-fake-url-path-ending
https://solr.apache.org/security.html#cve-2024-45216-apache-solr-authentication-bypass-possible-using-a-fake-url-path-ending
http://www.openwall.com/lists/oss-security/2024/06/03/1
http://www.openwall.com/lists/oss-security/2024/06/03/1
https://github.com/jeecgboot
https://github.com/jeecgboot
https://hacked.be/posts/CVE-2024-8856
https://hacked.be/posts/CVE-2024-8856
https://cwiki.apache.org/confluence/display/WW/S2-067
https://cwiki.apache.org/confluence/display/WW/S2-067
https://github.com/4rdr/proofs/blob/main/info/Bazaar_1.4.3_File_Traversal_via_Filename.md
https://github.com/4rdr/proofs/blob/main/info/Bazaar_1.4.3_File_Traversal_via_Filename.md
https://cwe.mitre.org/data/definitions/78.html
https://cwe.mitre.org/data/definitions/78.html
https://lists.apache.org/thread/y6lj6q1xnp822g6ro70tn19sgtjmr80r
https://lists.apache.org/thread/y6lj6q1xnp822g6ro70tn19sgtjmr80r
https://blog.extencil.me/information-security/cves/cve-2024-44849
https://blog.extencil.me/information-security/cves/cve-2024-44849
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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CVE-2024- 01-03-2024 Linksys E2000 Firmware 8.8 0.843 No
27497
CVE-2025- 10-07-2025 Wftpserver  Wing Ftp Server 10.0 0.834 Yes
47812
CVE-2024- 21-10-2024 Mitel Micollab 9.8 0.827 No
35286
CVE-2024- 01-07-2024 Apache Http Server 8.1 0.762 No
38473
CVE-2024- 13-05-2025 Netalertx Netalertx 8.6 0.760 No
48766
CVE-2025- 04-03-2025 Flowiseai Flowise 9.8 0.748 No
26319
CVE-2024- 21-09-2024 Apache Hertzbeat 8.8 0.736 No
42323
CVE-2024- 22-07-2024 Efrotech Timetrax 9.8 0.734 No
39250
CVE-2024- 31-10-2024 Qualitor Qualitor 7.5 0.716 No
48360
CVE-2024- 15-10-2024 Os4Ed Opensis 8.8 0.714 No
35584
CVE-2024- 26-11-2024 Cleantalk Anti-Spam 9.8 0.656 No
10542
CVE-2024- 27-05-2024 Orangehrm  Orangehrm 8.1 0.616 No
36428
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https://warp-desk-89d.notion.site/Linksys-E-2000-efcd532d8dcf4710a4af13fca131a5b8
https://warp-desk-89d.notion.site/Linksys-E-2000-efcd532d8dcf4710a4af13fca131a5b8
https://www.rcesecurity.com/2025/06/what-the-null-wing-ftp-server-rce-cve-2025-47812/
https://www.rcesecurity.com/2025/06/what-the-null-wing-ftp-server-rce-cve-2025-47812/
https://www.mitel.com/support/security-advisories/mitel-product-security-advisory-24-0014
https://www.mitel.com/support/security-advisories/mitel-product-security-advisory-24-0014
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://raw.githubusercontent.com/rapid7/metasploit-framework/master/modules/auxiliary/scanner/http/netalertx_file_read.rb
https://raw.githubusercontent.com/rapid7/metasploit-framework/master/modules/auxiliary/scanner/http/netalertx_file_read.rb
https://github.com/dorattias/CVE-2025-26319
https://github.com/dorattias/CVE-2025-26319
https://lists.apache.org/thread/dwpwm572sbwon1mknlwhkpbom2y7skbx
https://lists.apache.org/thread/dwpwm572sbwon1mknlwhkpbom2y7skbx
https://github.com/efrann/CVE-2024-39250
https://github.com/efrann/CVE-2024-39250
https://github.com/OpenXP-Research/CVE-2024-48360
https://github.com/OpenXP-Research/CVE-2024-48360
http://opensis.com/
http://opensis.com/
https://plugins.trac.wordpress.org/browser/cleantalk-spam-protect/tags/6.43.2/lib/Cleantalk/ApbctWP/RemoteCalls.php#L41
https://plugins.trac.wordpress.org/browser/cleantalk-spam-protect/tags/6.43.2/lib/Cleantalk/ApbctWP/RemoteCalls.php#L41
https://github.com/4rdr/proofs/blob/main/info/OrangeHRM_3.3.3_SQLi_via_sortOrder.md
https://github.com/4rdr/proofs/blob/main/info/OrangeHRM_3.3.3_SQLi_via_sortOrder.md
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CVE-2025- 04-04-2025 Bentoml Bentoml 9.8 0.609 No
27520
CVE-2024- 24-06-2024 Apache Streampipes 9.1 0.529 No
29868
CVE-2024- 11-03-2025 Ami Megarac Sp-X 9.8 0.486 Yes
54085
CVE-2024- 06-05-2024 Deltaww Diaenergie 9.8 0.476 No
4548
CVE-2024- 16-11-2024 W pxpo Postx 8.8 0.416 No
10728
CVE-2024- 22-11-2024 Crmeb Crmeb 7.5 0.395 No
52726
CVE-2024- 26-02-2024 Nagios Nagios Xi 9.8 0.380 No
24401
CVE-2024- 24-12-2024 Apache Hugegraph 9.8 0.355 No
4344]
CVE-2024- 28-08-2024 Bdthemes Ultimate Store Kit 9.8 0.336 No
8030
CVE-2024- 21-05-2024 Vmware Cloud Foundation 7.2 0.326 No
22274
CVE-2024- 23-05-2024 Apereo Central Authentication Service 9.1 0.313 No
4399
CVE-2024- 18-02-2025 Netgear Dgn2200 Firmware 8.8 0.308 No
57046
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https://github.com/bentoml/BentoML/commit/b35f4f4fcc53a8c3fe8ed9c18a013fe0a728e194
https://github.com/bentoml/BentoML/commit/b35f4f4fcc53a8c3fe8ed9c18a013fe0a728e194
https://lists.apache.org/thread/g7t7zctvq2fysrw1x17flnc12592nhx7
https://lists.apache.org/thread/g7t7zctvq2fysrw1x17flnc12592nhx7
https://go.ami.com/hubfs/Security%20Advisories/2025/AMI-SA-2025003.pdf
https://go.ami.com/hubfs/Security%20Advisories/2025/AMI-SA-2025003.pdf
https://www.tenable.com/security/research/tra-2024-13
https://www.tenable.com/security/research/tra-2024-13
https://plugins.trac.wordpress.org/browser/ultimate-post/tags/4.1.16/classes/Importer.php#L94
https://plugins.trac.wordpress.org/browser/ultimate-post/tags/4.1.16/classes/Importer.php#L94
https://gist.github.com/sec-Kode/bb71138619b22de28c6b0ba986ad58e5
https://gist.github.com/sec-Kode/bb71138619b22de28c6b0ba986ad58e5
https://www.nagios.com/changelog/
https://www.nagios.com/changelog/
https://lists.apache.org/thread/h2607yv32wgcrywov960jpxhvsmmlf12
https://lists.apache.org/thread/h2607yv32wgcrywov960jpxhvsmmlf12
https://plugins.trac.wordpress.org/changeset/3141022/ultimate-store-kit/trunk/includes/helper.php
https://plugins.trac.wordpress.org/changeset/3141022/ultimate-store-kit/trunk/includes/helper.php
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24308
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24308
https://wpscan.com/vulnerability/0690327e-da60-4d71-8b3c-ac9533d82302/
https://wpscan.com/vulnerability/0690327e-da60-4d71-8b3c-ac9533d82302/
https://github.com/Shuanunio/CVE_Requests/blob/main/Netgear/DGN2200/ACL%20bypass%20Vulnerability%20in%20Netgear%20DGN2200.md
https://github.com/Shuanunio/CVE_Requests/blob/main/Netgear/DGN2200/ACL%20bypass%20Vulnerability%20in%20Netgear%20DGN2200.md
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CVE-2025- 28-03-2025 Dell Unity Operating Environment 9.1 0.275 No
24383
CVE-2024- 03-04-2024 Gibbonedu  Gibbon 9.8 0.267 No
24724
CVE-2025- 13-06-2025 B-Link BI-Wr9000 Firmware 9.8 0.260 No
45985
CVE-2025- 27-02-2025 Usememos Memos 9.8 0.252 No
22952
CVE-2023- 07-05-2024 Linksys Ea7500 Firmware 9.8 0.237 No
46012
CVE-2025- 07-07-2025 Marvell Qconvergeconsole 9. 0.213 No
6798
CVE-2025- 07-07-2025 Marvell Qconvergeconsole 9. 0.213 No
6805
CVE-2025- 17-06-2025 Citrix Netscaler Application Delivery 7.5 0.166 VYes
5777 Controller
CVE-2025- 25-06-2025 Citrix Netscaler Application Delivery 9.8 0.148 Yes
6543 Controller
CVE-2025- 30-06-2025 Google Chrome 8.1 0.046 Yes
6554
CVE-2025- 17-07-2025 Fortinet Fortiweb 9.8 0.024 Yes
25257
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https://www.dell.com/support/kbdoc/en-us/000300090/dsa-2025-116-security-update-for-dell-unity-dell-unityvsa-and-dell-unity-xt-security-update-for-multiple-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000300090/dsa-2025-116-security-update-for-dell-unity-dell-unityvsa-and-dell-unity-xt-security-update-for-multiple-vulnerabilities
https://gibbonedu.org/download/
https://gibbonedu.org/download/
https://github.com/glkfc/IoT-Vulnerability/blob/main/LB-LINK/LB-LINK_enable%20Unauthorized%20command%20injection/LB-LINK_enable%20command%20injection.md
https://github.com/glkfc/IoT-Vulnerability/blob/main/LB-LINK/LB-LINK_enable%20Unauthorized%20command%20injection/LB-LINK_enable%20command%20injection.md
https://elest.io/open-source/memos
https://elest.io/open-source/memos
https://github.com/dest-3/CVE-2023-46012/tree/main
https://github.com/dest-3/CVE-2023-46012/tree/main
https://www.zerodayinitiative.com/advisories/ZDI-25-457/
https://www.zerodayinitiative.com/advisories/ZDI-25-457/
https://www.zerodayinitiative.com/advisories/ZDI-25-461/
https://www.zerodayinitiative.com/advisories/ZDI-25-461/
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX694788
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX694788
https://chromereleases.googleblog.com/2025/06/stable-channel-update-for-desktop_30.html
https://chromereleases.googleblog.com/2025/06/stable-channel-update-for-desktop_30.html
https://fortiguard.fortinet.com/psirt/FG-IR-25-151
https://fortiguard.fortinet.com/psirt/FG-IR-25-151
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About this data

This report brings together information from several sources including:
e CISA Known Exploited Vulnerabilities Catalog
e NVD - National Vulnerabilities Database

e FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE
being exploited in the wild in the next 30 days.

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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