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Vulnerabilities 

Apple Releases Patch for Likely Exploited Zero-Day Vulnerability 

Infosecurity Magazine - 22 August 2025 10:30 

All Apple users are encouraged to update their iPhones, iPads and macOS devices. 

 

ReVault Flaw Exposed Millions of Dell Laptops to Malicious Domination 

darkreading - 22 August 2025 21:21 

A bug in the control board that connects peripheral devices in commonly used Dell laptops 
allowed malicious access all the way down to the firmware running on the device chip, new 
research finds. 

 

Agentic AI Browsers Exploited by “PromptFix” Trick Technique 

Security Magazine - 25 August 2025 03:00 

Agentic AI, while performing routine tasks such as shopping online, could be tricked into 
carrying out certain actions.  

 

Threat actors and malware 

Murky Panda hackers exploit cloud trust to hack downstream customers 

BleepingComputer - 22 August 2025 18:56 

A Chinese state-sponsored hacking group known as Murky Panda (Silk Typhoon) exploits 
trusted relationships in cloud environments to gain initial access to the networks and data of 
downstream customers.  

 

APT36 hackers abuse Linux .desktop files to install malware in new attacks 

BleepingComputer - 22 August 2025 15:35 

The Pakistani APT36 cyberspies are using Linux .desktop files to load malware in new attacks 
against government and defense entities in India. 

 

Hundreds Targeted in New Atomic macOS Stealer Campaign 

SecurityWeek - 22 August 2025 09:04 

Between June and August, over 300 entities were targeted with the Atomic macOS Stealer 
via malvertising. 
 

 

https://www.infosecurity-magazine.com/news/apple-patch-likely-exploited-zero/
https://www.darkreading.com/endpoint-security/revault-compromised-secure-soc
https://www.securitymagazine.com/articles/101860-agentic-ai-browsers-exploited-by-promptfix-trick-technique
https://www.bleepingcomputer.com/news/security/murky-panda-hackers-exploit-cloud-trust-to-hack-downstream-customers/
https://www.bleepingcomputer.com/news/security/apt36-hackers-abuse-linux-desktop-files-to-install-malware/
https://www.securityweek.com/hundreds-targeted-in-new-atomic-macos-stealer-campaign/
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Linux Malware Delivered via Malicious RAR Filenames Evades Antivirus Detection 

The Hacker News - 22 August 2025 21:01 

Cybersecurity researchers have shed light on a novel attack chain that employs phishing 
emails to deliver an open-source backdoor called VShell. The Linux-specific malware infection 
chain that starts with a spam email with a malicious RAR archive file. 

 

https://thehackernews.com/2025/08/linux-malware-delivered-via-malicious.html

