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Vulnerabilities 

Adobe issues emergency fixes for AEM Forms zero-days after PoCs released 

BleepingComputer - 05 August 2025 16:02 

Adobe released emergency updates for two zero-day flaws in Adobe Experience Manager 
(AEM) Forms on JEE after a PoC exploit chain was disclosed that can be used for 
unauthenticated, remote code execution on vulnerable instances. 

 

Google’s August Patch Fixes Two Qualcomm Vulnerabilities Exploited in the Wild 

The Hacker News - 05 August 2025 20:29 

Google has released security updates to address multiple security flaws in Android, including 
fixes for two Qualcomm bugs that were flagged as actively exploited in the wild. The 
vulnerabilities include CVE-2025-21479 (CVSS score: 8.6) and CVE-2025-27038 (CVSS score: 7.5), 
both of which were disclosed alongside CVE-2025-21480 (CVSS score: 8.6), by the chipmaker 
back in June 2025. 

 

U.S. CISA adds D-Link cameras and Network Video Recorder flaws to its Known 
Exploited Vulnerabilities catalog 

Security Affairs - 06 August 2025 07:07 

The U.S. Cybersecurity and Infrastructure Security Agency (CISA) added Cisco ISE and 
PaperCut NG/MF flaws to its Known Exploited Vulnerabilities (KEV) catalog.  

 

‘Critical’ firmware-level vulnerabilities found in laptops commonly used by security 
specialists 

The Record from Recorded Future News - 05 August 2025 18:27 

Security researchers on Tuesday detailed a series of vulnerabilities that could allow hackers to 
steal sensitive data from devices using Broadcoms ControlVault, a special chip widely used in 
security-focused Dell laptops. 

 

Threat actors and malware 

ClickFix Malware Campaign Exploits CAPTCHAs to Spread Cross-Platform Infections 

The Hacker News - 05 August 2025 22:56 

A combination of propagation methods, narrative sophistication, and evasion techniques 
enabled the social engineering tactic known as ClickFix to take off the way it did over the past 
year, according to new findings from Guardio Labs. 

 

https://www.bleepingcomputer.com/news/security/adobe-issues-emergency-fixes-for-aem-forms-zero-days-after-pocs-released/
https://thehackernews.com/2025/08/google-fixes-3-android-vulnerabilities.html
https://securityaffairs.com/180833/security/u-s-cisa-adds-d-link-cameras-and-network-video-recorder-flaws-to-its-known-exploited-vulnerabilities-catalog.html
https://securityaffairs.com/180833/security/u-s-cisa-adds-d-link-cameras-and-network-video-recorder-flaws-to-its-known-exploited-vulnerabilities-catalog.html
https://therecord.media/critical-firmware-vulnerability-security-professionals
https://therecord.media/critical-firmware-vulnerability-security-professionals
https://thehackernews.com/2025/08/clickfix-malware-campaign-exploits.html


   

 
 

 
 

Scottish Cyber Coordination Centre 0300 244 9700     SC3@gov.scot 

SonicWall Investigating Potential SSL VPN Zero-Day After 20+ Targeted Attacks 
Reported 

The Hacker News - 05 August 2025 11:48 

SonicWall said it’s actively investigating reports to determine if there is a new zero-day 
vulnerability following reports of a spike in Akira ransomware actors in late July 2025. 

 

Cisco discloses data breach impacting Cisco.com user accounts 

BleepingComputer - 05 August 2025 09:17 

Cisco has disclosed that cybercriminals stole the basic profile information of users registered 
on Cisco.com following a voice phishing (vishing) attack that targeted a company 
representative.  
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