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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by 
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and 
manage the vulnerabilities that might pose a risk to their organisations. 

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the 
highest priority CVEs. These include: 

• CVEs that have been added by CISA to the Known and Exploited Vulnerability catalogue (CISA KEV), 
or 

• CVEs with a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit 
Prediction Scoring System (EPSS) score above or equal to 0.2 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://nvd.nist.gov/vuln
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.first.org/epss/data_stats
https://www.first.org/epss/data_stats


 
 
 

 

Scottish Cyber Coordination Centre 0300 244 9700        SC3@gov.scot 

Count of vulnerabilities by software vendor (top 10) 
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Top priority vulnerabilities 

CVE Published Vendor Product CVSS EPSS 
CISA 
KEV 

CVE-2024-20419 17-07-2024 Cisco Smart Software Manager On-Prem 10.0 0.902 No 

CVE-2024-24725 23-03-2024 Gibbonedu Gibbon 8.8 0.776 No 

CVE-2024-23115 01-04-2024 Centreon Centreon Web 7.2 0.742 No 

CVE-2024-1728 10-04-2024 Gradio Project Gradio 7.5 0.692 No 

CVE-2024-58136 10-04-2025 Yiiframework Yii 9.0 0.654 Yes 

CVE-2025-24799 18-03-2025 Glpi-Project Glpi 7.5 0.603 No 

CVE-2024-4406 02-05-2024 Mi Xiaomi 13 Pro Firmware 9.6 0.535 No 

CVE-2024-8069 12-11-2024 Citrix Session Recording 8.8 0.408 No 

CVE-2023-44451 03-05-2024 Linuxmint Xreader 7.8 0.343 No 

CVE-2023-2533 20-06-2023 Papercut Papercut Mf 8.4 0.302 Yes 

CVE-2025-3486 22-05-2025 Alltena Allegra 8.8 0.260 No 

CVE-2024-13158 14-01-2025 Ivanti Endpoint Manager 7.2 0.214 No 

CVE-2025-2539 20-03-2025 File Away Project File Away 7.5 0.214 No 

CVE-2025-8876 14-08-2025 N-Able N-Central 8.8 0.173 Yes 

CVE-2025-8088 08-08-2025 Rarlab Winrar 8.8 0.133 Yes 

CVE-2025-8875 14-08-2025 N-Able N-Central 7.8 0.101 Yes 

CVE-2025-54309 18-07-2025 Crushftp Crushftp 9.0 0.074 Yes 

CVE-2025-25257 17-07-2025 Fortinet Fortiweb 9.8 0.024 Yes 
  

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cssm-auth-sLw3uhUy
https://gibbonedu.org/download/
https://www.zerodayinitiative.com/advisories/ZDI-24-117/
https://github.com/gradio-app/gradio/commit/16fbe9cd0cffa9f2a824a0165beb43446114eec7
https://github.com/yiisoft/yii2/commit/40fe496eda529fd1d933b56a1022ec32d3cd0b12
https://github.com/glpi-project/glpi/security/advisories/GHSA-jv89-g7f7-jwfg
https://www.zerodayinitiative.com/advisories/ZDI-24-419/
https://support.citrix.com/s/article/CTX691941-citrix-session-recording-security-bulletin-for-cve20248068-and-cve20248069?language=en_US
https://github.com/linuxmint/xreader/commit/141f1313745b9cc73670df51ac145165efcbb14a
https://fluidattacks.com/advisories/arcangel/
https://alltena.com/en/resources/release-notes/release-notes-for-release-8-1-2
https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-EPM-2022-SU6
https://plugins.trac.wordpress.org/browser/file-away/trunk/lib/cls/class.fileaway_encrypted.php
https://status.n-able.com/2025/08/13/announcing-the-ga-of-n-central-2025-3-1/
https://www.win-rar.com/singlenewsview.html?&L=0&tx_ttnews%5Btt_news%5D=283&cHash=a64b4a8f662d3639dec8d65f47bc93c5
https://status.n-able.com/2025/08/13/announcing-the-ga-of-n-central-2025-3-1/
https://www.bleepingcomputer.com/news/security/crushftp-zero-day-exploited-in-attacks-to-gain-admin-access-on-servers/
https://fortiguard.fortinet.com/psirt/FG-IR-25-151
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• NVD - National Vulnerabilities Database 

• FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE 
being exploited in the wild in the next 30 days. 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


