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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and
manage the vulnerabilities that might pose a risk to their organisations.

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the
highest priority CVEs. These include:

e CVEs that have been added by CISA to the Known and Exploited catalogue (CISA KEV), or

e CVEswith a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit
Prediction Scoring System (EPSS) score above or equal to 0.2

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.first.org/epss/data_stats
https://www.first.org/epss/data_stats
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Top priority vulnerabilities

CISA
CVE Published Vendor Product CVSS EPSS KEV
CVE-2023- 06-11-2023 Qualitor Qualitor 9.8 0940 No
47253
CVE-2024- 16-11-2024 Revmakx Backup And Staging By Wp Time 9.8 0919 No
8856 Capsule
CVE-2024- 11-12-2024 Apache Struts 9.8 0.918 No
53677
CVE-2024- 20-07-2024 Bazarr Bazarr 8.2 0.910 No
40348
CVE-2024- 17-07-2024 Cisco Smart Software Manager On-Prem 10.0 0.902 No
20419
CVE-2024- 29-10-2024 Cyberpanel Cyberpanel 10.0 0.881 No
51568
CVE-2025- 10-07-2025 Wftpserver  Wing Ftp Server 10.0 0.834 Yes
47812
CVE-2024- 21-10-2024 Mitel Micollab 9.8 0.827 No
35286
CVE-2024- 23-03-2024 Gibbonedu  Gibbon 8.8 0.776 No
24725
CVE-2024- 22-07-2024 Efrotech Timetrax 9.8 0.734 No
39250
CVE-2024- 15-10-2024 Os4Ed Opensis 8.8 0.714 No
35584
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https://openxp.xpsec.co/blog/cve-2023-47253
https://openxp.xpsec.co/blog/cve-2023-47253
https://hacked.be/posts/CVE-2024-8856
https://hacked.be/posts/CVE-2024-8856
https://cwiki.apache.org/confluence/display/WW/S2-067
https://cwiki.apache.org/confluence/display/WW/S2-067
https://github.com/4rdr/proofs/blob/main/info/Bazaar_1.4.3_File_Traversal_via_Filename.md
https://github.com/4rdr/proofs/blob/main/info/Bazaar_1.4.3_File_Traversal_via_Filename.md
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cssm-auth-sLw3uhUy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cssm-auth-sLw3uhUy
https://cwe.mitre.org/data/definitions/78.html
https://cwe.mitre.org/data/definitions/78.html
https://www.rcesecurity.com/2025/06/what-the-null-wing-ftp-server-rce-cve-2025-47812/
https://www.rcesecurity.com/2025/06/what-the-null-wing-ftp-server-rce-cve-2025-47812/
https://www.mitel.com/support/security-advisories/mitel-product-security-advisory-24-0014
https://www.mitel.com/support/security-advisories/mitel-product-security-advisory-24-0014
https://gibbonedu.org/download/
https://gibbonedu.org/download/
https://github.com/efrann/CVE-2024-39250
https://github.com/efrann/CVE-2024-39250
http://opensis.com/
http://opensis.com/
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CVE-2024- 10-04-2024 Gradio Gradio 7.5 0.692 No
1728 Project
CVE-2024- 26-11-2024 Cleantalk Anti-Spam 9.8 0.656 No
10542
CVE-2024- 10-04-2025 Yiiframewor  Vii 9.0 0.654 Yes
58136 k
CVE-2025- 18-03-2025 Glpi-Project  Glpi 7.5 0.603 No
24799
CVE-2024- 24-06-2024 Apache Streampipes 9.1 0.529 No
29868
CVE-2024- 16-11-2024 Wpxpo Postx 8.8 0.416 No
10728
CVE-2024- 12-11-2024 Citrix Session Recording 8.8 0.408 No
8069
CVE-2024- 22-11-2024 Crmeb Crmeb 7.5 0.395 No
52726
CVE-2024- 28-08-2024 Bdthemes Ultimate Store Kit 9.8 0.336 No
8030
CVE-2024- 18-02-2025 Netgear Dgn2200 Firmware 8.8 0.308 No
57046
CVE-2023- 20-06-2023 Papercut Papercut Mf 8.4 0.302 Yes
2533
CVE-2025- 28-03-2025 Dell Unity Operating Environment 9.1 0.275 No
24383

Scottish Cyber Coordination Centre

0300 244 9700

SC3@gov.scot



https://github.com/gradio-app/gradio/commit/16fbe9cd0cffa9f2a824a0165beb43446114eec7
https://github.com/gradio-app/gradio/commit/16fbe9cd0cffa9f2a824a0165beb43446114eec7
https://plugins.trac.wordpress.org/browser/cleantalk-spam-protect/tags/6.43.2/lib/Cleantalk/ApbctWP/RemoteCalls.php#L41
https://plugins.trac.wordpress.org/browser/cleantalk-spam-protect/tags/6.43.2/lib/Cleantalk/ApbctWP/RemoteCalls.php#L41
https://github.com/yiisoft/yii2/commit/40fe496eda529fd1d933b56a1022ec32d3cd0b12
https://github.com/yiisoft/yii2/commit/40fe496eda529fd1d933b56a1022ec32d3cd0b12
https://github.com/glpi-project/glpi/security/advisories/GHSA-jv89-g7f7-jwfg
https://github.com/glpi-project/glpi/security/advisories/GHSA-jv89-g7f7-jwfg
https://lists.apache.org/thread/g7t7zctvq2fysrw1x17flnc12592nhx7
https://lists.apache.org/thread/g7t7zctvq2fysrw1x17flnc12592nhx7
https://plugins.trac.wordpress.org/browser/ultimate-post/tags/4.1.16/classes/Importer.php#L94
https://plugins.trac.wordpress.org/browser/ultimate-post/tags/4.1.16/classes/Importer.php#L94
https://support.citrix.com/s/article/CTX691941-citrix-session-recording-security-bulletin-for-cve20248068-and-cve20248069?language=en_US
https://support.citrix.com/s/article/CTX691941-citrix-session-recording-security-bulletin-for-cve20248068-and-cve20248069?language=en_US
https://gist.github.com/sec-Kode/bb71138619b22de28c6b0ba986ad58e5
https://gist.github.com/sec-Kode/bb71138619b22de28c6b0ba986ad58e5
https://plugins.trac.wordpress.org/changeset/3141022/ultimate-store-kit/trunk/includes/helper.php
https://plugins.trac.wordpress.org/changeset/3141022/ultimate-store-kit/trunk/includes/helper.php
https://github.com/Shuanunio/CVE_Requests/blob/main/Netgear/DGN2200/ACL%20bypass%20Vulnerability%20in%20Netgear%20DGN2200.md
https://github.com/Shuanunio/CVE_Requests/blob/main/Netgear/DGN2200/ACL%20bypass%20Vulnerability%20in%20Netgear%20DGN2200.md
https://fluidattacks.com/advisories/arcangel/
https://fluidattacks.com/advisories/arcangel/
https://www.dell.com/support/kbdoc/en-us/000300090/dsa-2025-116-security-update-for-dell-unity-dell-unityvsa-and-dell-unity-xt-security-update-for-multiple-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000300090/dsa-2025-116-security-update-for-dell-unity-dell-unityvsa-and-dell-unity-xt-security-update-for-multiple-vulnerabilities
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CVE-2024- 03-04-2024 Gibbonedu  Gibbon 9.8 0.267 No
24724
CVE-2025- 13-06-2025 B-Link BI-Wr9000 Firmware 9.8 0.260 No
45985
CVE-2025- 27-02-2025 Usememos Memos 9.8 0.252 No
22952
CVE-2025- 07-07-2025 Marvell Qconvergeconsole 9.1 0.213 No
6798
CVE-2025- 07-07-2025 Marvell Qconvergeconsole 9.1 0.213 No
6805
CVE-2025- 17-06-2025 Citrix Netscaler Application Delivery 7.5 0.166 Yes
5777 Controller
CVE-2025- 18-07-2025 Crushftp Crushftp 9.0 0.074 Yes
54309
CVE-2025- 17-07-2025 Fortinet Fortiweb 9.8 0.024 Yes
25257
CVE-2025- 08-07-2025 Microsoft Sharepoint Server 8.8 0.002 Yes
49704
CVE-2025- 16-07-2025 Cisco Identity Services Engine 10.0 0.002 Yes
20337
CVE-2025- 15-07-2025 Google Chrome 8.8 0.001 Yes
6558
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https://gibbonedu.org/download/
https://gibbonedu.org/download/
https://github.com/glkfc/IoT-Vulnerability/blob/main/LB-LINK/LB-LINK_enable%20Unauthorized%20command%20injection/LB-LINK_enable%20command%20injection.md
https://github.com/glkfc/IoT-Vulnerability/blob/main/LB-LINK/LB-LINK_enable%20Unauthorized%20command%20injection/LB-LINK_enable%20command%20injection.md
https://elest.io/open-source/memos
https://elest.io/open-source/memos
https://www.zerodayinitiative.com/advisories/ZDI-25-457/
https://www.zerodayinitiative.com/advisories/ZDI-25-457/
https://www.zerodayinitiative.com/advisories/ZDI-25-461/
https://www.zerodayinitiative.com/advisories/ZDI-25-461/
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
https://www.bleepingcomputer.com/news/security/crushftp-zero-day-exploited-in-attacks-to-gain-admin-access-on-servers/
https://www.bleepingcomputer.com/news/security/crushftp-zero-day-exploited-in-attacks-to-gain-admin-access-on-servers/
https://fortiguard.fortinet.com/psirt/FG-IR-25-151
https://fortiguard.fortinet.com/psirt/FG-IR-25-151
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49704
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49704
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-unauth-rce-ZAd2GnJ6
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-unauth-rce-ZAd2GnJ6
https://chromereleases.googleblog.com/2025/07/stable-channel-update-for-desktop_15.html
https://chromereleases.googleblog.com/2025/07/stable-channel-update-for-desktop_15.html
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About this data

This report brings together information from several sources including:
e CISA Known Exploited Vulnerabilities Catalog
e NVD - National Vulnerabilities Database

e FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE
being exploited in the wild in the next 30 days.

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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