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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and
manage the vulnerabilities that might pose a risk to their organisations.

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the
highest priority CVEs. These include:

e CVEs that have been added by CISA to the Known and Exploited catalogue (CISA KEV), or

e CVEs with a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit
Prediction Scoring System (EPSS) score above or equal to 0.2

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.first.org/cvss/calculator/3-0
https://www.first.org/cvss/calculator/3-0
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Top priority vulnerabilities

CISA
CVE Published Vendor Product CVSS EPSS KEV
CVE-2025- 21-03-2025 Vercel Next.Js 91 0.935 No
29927
CVE-2024- 23-09-2024 Pgadmin Pgadmin 4 6.5 0930 No
9014
CVE-2024- 12-07-2024 Fogproject Fogproject 9.8 0.927 No
39914
CVE-2024- 14-05-2024 Vercel Next.Js 75 0918 No
3435]
CVE-2024- 26-09-2024 Openprinting Libcupsfilters 86 0.811 No
47076
CVE-2024- 31-01-2025 Gfi Kerio Control 8.8 0.806 No
52875
CVE-2024- 07-03-2024 Pgadmin Pgadmin 4 99 0.802 No
2044
CVE-2024- 18-10-2024 lvanti Connect Secure 88 0.794 No
37404
CVE-2024- 17-12-2024 Vercel Next.Js 75 0.784 No
51479
CVE-2024- 17-03-2025 Artica Pandora Fms 88 0.763 No
12971
CVE-2024- 27-12-2024 Four-Faith F3X36 Firmware 7.2 0.751 No
12856
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https://github.com/vercel/next.js/commit/52a078da3884efe6501613c7834a3d02a91676d2
https://github.com/vercel/next.js/commit/52a078da3884efe6501613c7834a3d02a91676d2
https://github.com/pgadmin-org/pgadmin4/issues/7945
https://github.com/pgadmin-org/pgadmin4/issues/7945
https://github.com/FOGProject/fogproject/commit/2413bc034753c32799785e9bf08164ccd0a2759f
https://github.com/FOGProject/fogproject/commit/2413bc034753c32799785e9bf08164ccd0a2759f
https://github.com/vercel/next.js/commit/8f7a6ca7d21a97bc9f7a1bbe10427b5ad74b9085
https://github.com/vercel/next.js/commit/8f7a6ca7d21a97bc9f7a1bbe10427b5ad74b9085
https://github.com/OpenPrinting/cups-browsed/security/advisories/GHSA-rj88-6mr5-rcw8
https://github.com/OpenPrinting/cups-browsed/security/advisories/GHSA-rj88-6mr5-rcw8
https://karmainsecurity.com/hacking-kerio-control-via-cve-2024-52875
https://karmainsecurity.com/hacking-kerio-control-via-cve-2024-52875
https://github.com/pgadmin-org/pgadmin4/issues/7258
https://github.com/pgadmin-org/pgadmin4/issues/7258
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-and-Policy-Secure-CVE-2024-37404
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-and-Policy-Secure-CVE-2024-37404
https://github.com/vercel/next.js/releases/tag/v14.2.15
https://github.com/vercel/next.js/releases/tag/v14.2.15
https://pandorafms.com/en/security/common-vulnerabilities-and-exposures/
https://pandorafms.com/en/security/common-vulnerabilities-and-exposures/
https://ducklingstudio.blog.fc2.com/blog-entry-392.html
https://ducklingstudio.blog.fc2.com/blog-entry-392.html
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CVE-2025- 15-01-2025 Mongoosejs Mongoose 9.0 0.684 No
230061
CVE-2025- 18-09-2025 Fortra Goanywhere Managed File Transfer 10.0 0.605 Yes
10035
CVE-2025- 03-04-2025 Pgadmin Pgadmin 4 99 0.595 No
2945
CVE-2025- 21-02-2025 Exim Exim 75 0584 No
26794
CVE-2025- 27-06-2025 Artica Pandora Fms 9.8 0545 No
5306
CVE-2024- 17-09-2024 Vercel Next.Js 7.5 0536 No
46982
CVE-2025- 02-06-2025 3Ds Delmia Apriso 9.0 0.527 VYes
5086
CVE-2024- 02-12-2024 Mongoosejs Mongoose 91 0522 No
53900
CVE-2024- 05-07-2024 Pi-Hole Pi-Hole 85 0.522 No
343061
CVE-2025- 31-03-2025 Xorcom Completepbx 91 0.464 No
30004
CVE-2025- 31-03-2025 Xorcom Completepbx 6.5 0.409 No
2292
CVE-2023- 01-08-2023 Getgreenshot Greenshot 7.8 0.402 No
34634
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https://github.com/Automattic/mongoose/blob/master/CHANGELOG.md
https://github.com/Automattic/mongoose/blob/master/CHANGELOG.md
https://www.fortra.com/security/advisories/product-security/fi-2025-012
https://www.fortra.com/security/advisories/product-security/fi-2025-012
https://github.com/pgadmin-org/pgadmin4/issues/8603
https://github.com/pgadmin-org/pgadmin4/issues/8603
https://bugzilla.suse.com/show_bug.cgi?id=1237424
https://bugzilla.suse.com/show_bug.cgi?id=1237424
https://pandorafms.com/en/security/common-vulnerabilities-and-exposures/
https://pandorafms.com/en/security/common-vulnerabilities-and-exposures/
https://github.com/vercel/next.js/commit/7ed7f125e07ef0517a331009ed7e32691ba403d3
https://github.com/vercel/next.js/commit/7ed7f125e07ef0517a331009ed7e32691ba403d3
https://www.3ds.com/vulnerability/advisories
https://www.3ds.com/vulnerability/advisories
https://github.com/Automattic/mongoose/blob/master/CHANGELOG.md
https://github.com/Automattic/mongoose/blob/master/CHANGELOG.md
https://github.com/pi-hole/pi-hole/commit/2c497a9a3ea099079bbcd1eb21725b0ed54b529d
https://github.com/pi-hole/pi-hole/commit/2c497a9a3ea099079bbcd1eb21725b0ed54b529d
https://vulncheck.com/advisories/completepbx-authenticated-command-injection
https://vulncheck.com/advisories/completepbx-authenticated-command-injection
https://vulncheck.com/advisories/completepbx-file-disclosure
https://vulncheck.com/advisories/completepbx-file-disclosure
http://packetstormsecurity.com/files/173825/GreenShot-1.2.10-Arbitrary-Code-Execution.html
http://packetstormsecurity.com/files/173825/GreenShot-1.2.10-Arbitrary-Code-Execution.html
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CVE-2024- 26-09-2024 Openprinting Libppd 8.6 0327 No
47175
CVE-2024- 14-05-2024 Lobehub Lobe Chat 9.0 0.265 No
32964
CVE-2024- 27-02-2024 Gl-Inet Mt6000 Firmware 7.5 0.230 No
27356
CVE-2025- 21-06-2025 Dnnsoftware  Dotnetnuke 86 0230 No
52488
CVE-2025- 24-09-2025 Google Chrome 8.8 0.038 Yes
10585
CVE-2025- 25-09-2025 Cisco Adaptive Security Appliance Software 99 0.008 Yes
20333
CVE-2025- 24-09-2025 Cisco los 7.7 0.002 VYes
20352
CVE-2025- 12-09-2025 Samsung Android 88 0.001 Yes
21043
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https://github.com/OpenPrinting/cups-browsed/security/advisories/GHSA-rj88-6mr5-rcw8
https://github.com/OpenPrinting/cups-browsed/security/advisories/GHSA-rj88-6mr5-rcw8
https://github.com/lobehub/lobe-chat/commit/465665a735556669ee30446c7ea9049a20cc7c37
https://github.com/lobehub/lobe-chat/commit/465665a735556669ee30446c7ea9049a20cc7c37
https://github.com/gl-inet/CVE-issues/blob/main/4.0.0/Download_file_vulnerability.md
https://github.com/gl-inet/CVE-issues/blob/main/4.0.0/Download_file_vulnerability.md
https://github.com/dnnsoftware/Dnn.Platform/security/advisories/GHSA-mgfv-2362-jq96
https://github.com/dnnsoftware/Dnn.Platform/security/advisories/GHSA-mgfv-2362-jq96
https://chromereleases.googleblog.com/2025/09/stable-channel-update-for-desktop_17.html
https://chromereleases.googleblog.com/2025/09/stable-channel-update-for-desktop_17.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-webvpn-z5xP8EUB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-webvpn-z5xP8EUB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte
https://security.samsungmobile.com/securityUpdate.smsb?year=2025&month=09
https://security.samsungmobile.com/securityUpdate.smsb?year=2025&month=09
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About this data

This report brings together information from several sources including:
e CISA Known Exploited Vulnerabilities Catalog
e NVD - National Vulnerabilities Database

e FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE
being exploited in the wild in the next 30 days.

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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