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Vulnerabilities 

New ASUS firmware patches critical AiCloud vulnerability 

Security Affairs - 27 November 2025 09:33 

ASUS has issued new firmware addressing nine security vulnerabilities, including a critical 
authentication bypass, tracked as CVE-2025-59366 (CVSS score of 9.2), affecting routers with 
AiCloud enabled. 

 

Threat actors and malware 

Zendesk users targeted as Scattered Lapsus$ Hunters spin up fake support sites 

The Register - 27 November 2025 17:30 

ReliaQuest finds fresh crop of phishing domains and toxic tickets Scattered Lapsus$ Hunters 
may be circling Zendesk users for its latest extortion campaign, with new phishing domains 
and weaponized helpdesk tickets uncovered by ReliaQuest. 

 

Bloody Wolf Threat Actor Expands Activity Across Central Asia 

Infosecurity Magazine - 27 November 2025 17:00 

A new Bloody Wolf campaign exploits legitimate remote-administration software for cyber-
attacks on government targets in Central Asia. 

 

UK incidents 

Scottish council still rebuilding systems two years after ransomware attack 

The Register - 27 November 2025 13:15 

Auditors remain concerned about the cyber resilience of a Scottish council as some systems 
are yet to be fully rebuilt following a ransomware attack in November 2023. 

 

Key Provisions of the UK Cyber Resilience Bill Revealed 

Infosecurity Magazine - 27 November 2025 10:00 

Shona Lester, head of the Cyber Security and Resilience Bill team within the UK government, 
outlined some of the provisions that should be included in the future law. 
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