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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by 
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and 
manage the vulnerabilities that might pose a risk to their organisations. 

These include: 

• CVEs that have been added by CISA to the Known and Exploited catalogue (CISA KEV), or 

• CVEs with a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit 
Prediction Scoring System (EPSS) score above or equal to 0.2 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://nvd.nist.gov/vuln-metrics/cvss
https://www.first.org/epss/
https://www.first.org/epss/
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Top priority vulnerabilities 

CVE Published Vendor Product CVSS EPSS 
CISA 
KEV 

CVE-2024-50603 08-01-2025 Aviatrix Controller 10.0 0.942 Yes 

CVE-2024-48248 04-03-2025 Nakivo Backup & Replication Director 8.6 0.939 Yes 

CVE-2025-3248 07-04-2025 Langflow Langflow 9.8 0.927 Yes 

CVE-2023-29827 04-05-2023 Ejs Ejs 9.8 0.818 No 

CVE-2025-9242 17-09-2025 Watchguard Fireware 9.8 0.735 Yes 

CVE-2024-10081 06-11-2024 Ericsson Codechecker 10.0 0.672 No 

CVE-2025-11371 09-10-2025 Gladinet Centrestack 7.5 0.639 Yes 

CVE-2025-48703 19-09-2025 Control-
Webpanel 

Webpanel 9.0 0.633 Yes 

CVE-2025-13315 19-11-2025 Lynxtechnology Twonky Server 9.8 0.633 No 

CVE-2025-6095 15-06-2025 Codesiddhant Jasmin-Ransomware 7.3 0.454 No 

CVE-2024-34069 06-05-2024 Palletsprojects Werkzeug 7.5 0.403 No 

CVE-2025-13223 17-11-2025 Google Chrome 8.8 0.307 Yes 

CVE-2024-50404 06-12-2024 Qnap Qsync Central 8.8 0.203 No 

CVE-2024-55550 10-12-2024 Mitel Micollab 2.7 0.140 Yes 

CVE-2025-55182 03-12-2025 Facebook React 10.0 0.138 Yes 

CVE-2025-66644 05-12-2025 Arraynetworks Arrayos Ag 7.2 0.122 Yes 

CVE-2025-58360 25-11-2025 Geoserver Geoserver 8.2 0.102 Yes 

CVE-2025-62221 09-12-2025 Microsoft Microsoft - Produc%WINDIR%\10 
1809 

7.8 0.082 Yes 

https://docs.aviatrix.com/documentation/latest/network-security/index.html
https://helpcenter.nakivo.com/Release-Notes/Content/Release-Notes.htm
https://github.com/langflow-ai/langflow/pull/6911
https://github.com/mde/ejs/blob/main/SECURITY.md#out-of-scope-vulnerabilities
https://www.watchguard.com/wgrd-psirt/advisory/wgsa-2025-00015
https://github.com/Ericsson/codechecker/security/advisories/GHSA-f3f8-vx3w-hp5q
https://www.huntress.com/blog/gladinet-centrestack-triofox-local-file-inclusion-flaw
https://fenrisk.com/rce-centos-webpanel
https://www.rapid7.com/blog/post/cve-2025-13315-cve-2025-13316-critical-twonky-server-authentication-bypass-not-fixed/
https://github.com/YZS17/CVE/blob/main/Jasmin-Ransomware/sqli_password.md
https://github.com/pallets/werkzeug/commit/3386395b24c7371db11a5b8eaac0c91da5362692
https://chromereleases.googleblog.com/2025/11/stable-channel-update-for-desktop_17.html
https://www.qnap.com/en/security-advisory/qsa-24-48
https://www.mitel.com/support/security-advisories
https://react.dev/blog/2025/12/03/critical-security-vulnerability-in-react-server-components
https://www.bleepingcomputer.com/news/security/hackers-are-exploiting-arrayos-ag-vpn-flaw-to-plant-webshells/
https://github.com/geoserver/geoserver/security/advisories/GHSA-fjf5-xgmq-5525
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-62221
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CVE Published Vendor Product CVSS EPSS 
CISA 
KEV 

CVE-2025-58034 18-11-2025 Fortinet Fortiweb 7.2 0.046 Yes 

CVE-2025-41244 29-09-2025 Vmware Aria Operations 7.8 0.018 Yes 

CVE-2025-48572 08-12-2025 Google Android 7.8 0.007 Yes 

CVE-2025-48633 08-12-2025 Google Android 7.8 0.000 Yes 
  

https://fortiguard.fortinet.com/psirt/FG-IR-25-513
http://support.broadcom.com/group/ecx/support-content-view/-/support-content/Security%20Advisories/VMSA-2025-0015--VMware-Aria-Operations-and-VMware-Tools-updates-address-multiple-vulnerabilities--CVE-2025-41244-CVE-2025-41245--CVE-2025-41246-/36149
https://android.googlesource.com/platform/frameworks/base/+/e707f6600330691f9c67dc023c09f4cd2fc59192
https://android.googlesource.com/platform/frameworks/base/+/d00bcda9f42dcf272d329e9bf9298f32af732f93
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• NVD - National Vulnerabilities Database 

• FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE 
being exploited in the wild in the next 30 days. 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


