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Vulnerabilities

New D-Link flaw in legacy DSL routers actively exploited in attacks
BleepingComputer - 06 January 2026 15:52

Threat actors are exploiting a recently discovered command injection vulnerability that
affects multiple D-Link DSL gateway routers that went out of support years ago.

New n8n Vulnerability (9.9 CVSS) Lets Authenticated Users Execute System
Commands

The Hacker News - 06 January 2026 11:38

A new critical security vulnerability has been disclosed in n8n, an open-source workflow
automation platform, that could enable an authenticated attacker to execute arbitrary
system commands on the underlying host.

Critical AdonisJS Bodyparser Flaw (CVSS 9.2) Enables Arbitrary File Write on Servers
The Hacker News - 06 January 2026 10:00

Users of the “@adonisjs/bodyparser” npm package are being advised to update to the latest
version following the disclosure of a critical security vulnerability that, if successfully exploited,
could allow a remote attacker to write arbitrary files on the server.

Google fixes critical Dolby Decoder bug in Android January update
Security Affairs - 06 January 2026 19:54

A critical Dolby audio decoder vulnerability, tracked as CVE-2025-54957, was addressed in the
January 2026 Android security update.

Unpatched Firmware Flaw Exposes TOTOLINK EX200 to Full Remote Device Takeover
The Hacker News - 06 January 2026 22:17

The CERT Coordination Center (CERT/CC) has disclosed details of an unpatched security flaw
impacting TOTOLINK EX200 wireless range extender that could allow a remote authenticated
attacker to gain full control of the device.
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Threat actors and malware

Sophisticated ClickFix Campaign Targeting Hospitality Sector
SecurityWeek - 06 January 2026 14:24

Fake Booking reservation cancellations and fake BSODs trick victims into executing malicious
code leading to RAT infections.

Phishing campaign abuses Google Cloud services to steal Microsoft 365 logins
Malwarebytes - 06 January 2026 16:01

Another well-crafted phishing campaign uses Google Cloud Integration Application
infrastructure to bypass email filters.

NordVPN Denies Breach After Hacker Leaks Data
SecurityWeek - 06 January 2026 12:24

The VPN company has conducted an investigation after a threat actor claimed to have
hacked its systems.

UK incidents

UK Launches New Cyber Unit to Bolster Defences Against Cyber Threats
Infosecurity Magazine - 06 January 2026 13:55

UK government's new Cyber Action plan looks to provide more ‘hands-on’ support for
protecting against and responding to security incidents.

Jaguar Land Rover wholesale volumes down 43% after cyberattack
BleepingComputer - 06 January 2026 14:27

Jaguar Land Rover (JLR) revealed this week that a September 2025 cyberattack led to a 43%
decline in third-quarter wholesale volumes.
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