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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by 
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and 
manage the vulnerabilities that might pose a risk to their organisations. 

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the 
highest priority CVEs. These include: 

• CVEs that have been added by CISA to the Known and Exploited catalogue (CISA KEV), or 

• CVEs with a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit 
Prediction Scoring System (EPSS) score above or equal to 0.2 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://nvd.nist.gov/vuln-metrics/cvss
https://www.first.org/epss/
https://www.first.org/epss/
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Count of vulnerabilities by software vendor (top 10) 
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Top priority vulnerabilities 

CVE Published Vendor Product CVSS EPSS 
CISA 
KEV 

CVE-2024-4439 03-05-2024 Wordpress Wordpress 6.1 0.919 No 

CVE-2025-49113 02-06-2025 Roundcube Webmail 9.9 0.880 No 

CVE-2024-24576 09-04-2024 Fedoraproject Fedora 10.0 0.839 No 

CVE-2024-6028 25-06-2024 Ays-Pro Quiz Maker 9.8 0.804 No 

CVE-2025-37164 16-12-2025 Hpe Oneview 10.0 0.772 Yes 

CVE-2025-14847 19-12-2025 Mongodb Mongodb 7.5 0.772 Yes 

CVE-2023-4911 03-10-2023 Netapp Bootstrap Os 7.8 0.698 Yes 

CVE-2024-24578 18-03-2024 Raspberrymatic Raspberrymatic 10.0 0.556 No 

CVE-2024-10470 09-11-2024 Vibethemes Wordpress Learning Management 
System 

9.8 0.442 No 

CVE-2023-50868 14-02-2024 Isc Bind 7.5 0.439 No 

CVE-2025-59374 17-12-2025 Asus Live Update 9.8 0.360 Yes 

CVE-2025-14733 19-12-2025 Watchguard Fireware 9.8 0.308 Yes 

CVE-2024-12641 16-12-2024 Cht Tenderdoctransfer 9.6 0.295 No 

CVE-2023-52163 03-02-2025 Digiever Ds-2105 Pro Firmware 8.8 0.214 Yes 

CVE-2025-14611 12-12-2025 Gladinet Centrestack 9.8 0.142 Yes 

CVE-2025-20393 17-12-2025 Cisco Asyncos 10.0 0.070 Yes 

CVE-2025-14174 12-12-2025 Google Chrome 8.8 0.010 Yes 

CVE-2025-43529 17-12-2025 Apple Safari 8.8 0.001 Yes 
  

https://core.trac.wordpress.org/changeset/57951/branches/6.4/src/wp-includes/blocks/avatar.php
https://fearsoff.org/research/roundcube
http://www.openwall.com/lists/oss-security/2024/04/09/16
https://plugins.trac.wordpress.org/browser/quiz-maker/tags/6.5.7.5/public/class-quiz-maker-public.php#L4904
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbgn4985en_us&docLocale=en_US
https://jira.mongodb.org/browse/SERVER-115508
https://access.redhat.com/errata/RHSA-2023:5453
https://github.com/jens-maus/RaspberryMatic/security/advisories/GHSA-q967-q4j8-637h
https://themeforest.net/item/wplms-learning-management-system/6780226
http://www.openwall.com/lists/oss-security/2024/02/16/2
https://www.asus.com/news/hqfgvuyz6uyayje1/
https://www.watchguard.com/wgrd-psirt/advisory/wgsa-2025-00027
https://www.twcert.org.tw/en/cp-139-8299-42168-2.html
https://www.akamai.com/blog/security-research/digiever-fix-that-iot-thing
https://www.huntress.com/blog/active-exploitation-gladinet-centrestack-triofox-insecure-cryptography-vulnerability
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sma-attack-N9bf4
https://chromereleases.googleblog.com/2025/12/stable-channel-update-for-desktop_10.html
https://support.apple.com/en-us/125884
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• NVD - National Vulnerabilities Database 

• FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE 
being exploited in the wild in the next 30 days. 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


