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Vulnerabilities

Critical Juniper Networks PTX flaw allows full router takeover
BleepingComputer - 26 February 2026 12:42

A critical vulnerability in the Junos OS Evolved network operating system running on
PTX Series routers from Juniper Networks could allow an unauthenticated attacker to execute
code remotely with root privileges.

Trend Micro fixes two critical flaws in Apex One
Security Affairs - 26 February 2026 22:35

Trend Micro has addressed two critical vulnerabilities in Apex One that could allow attackers
to achieve remote code execution on affected Windows systems. The company released
security updates and strongly urged customers to apply the patches promptly to prevent
potential exploitation and protect their environments from compromise.

Cisco SD-WAN Zero-Day Under Exploitation for 3 Years
darkreading - 26 February 2026 22:45

The maximum-severity vulnerability CVE-2026-20127 was exploited by an unknown but
sophisticated threat actor who left very little evidence behind.

Threat actors and malware

Ransomware payment rate drops to record low as attacks surge
BleepingComputer - 26 February 2026 10:00

The number of ransomware victims paying threat actors has dropped to 28% last year, an all-
time low, despite a significant increase in the number of claimed attacks.

Darktrace Flags 32 Million Phishing Emails in 2025 as Identity Attacks Intensify
Infosecurity Magazine - 26 February 2026 16:00
2025 saw 32M phishing emails, with identity threats surpassing vulnerabilities
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UK Related

UK’s Data Watchdog Gets a Makeover to Match Growing Demands
Infosecurity Magazine - 26 February 2026 15:00

The UK's Information Commissioner's Office is about to ditch single-leader model for CEO and
board in a major shake-up.
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