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Vulnerabilities

U.S. CISA adds a flaw in n8n to its Known Exploited Vulnerabilities catalog
Security Affairs - 12 March 2026 09:46

The U.S. Cybersecurity and Infrastructure Security Agency (CISA) added an n8n flaw, tracked
as CVE-2025-68613 (CVSS score of 10.0), to its Known Exploited Vulnerabilities (KEV) catalog.

Veeam warns of critical flaws exposing backup servers to RCE attacks
BleepingComputer - 12 March 2026 13:59

Data protection company Veeam Software has patched multiple flaws in its Backup &
Replication solution, including four critical remote code execution (RCE) vulnerabilities.

Apple issues emergency fixes for Coruna flaws in older iOS versions
Security Affairs - 12 March 2026 16:28

Apple has released security updates for legacy devices, rolling out iOS and iPadOS 16.7.15 and
15.8.7 to address vulnerabilities tied to the recently disclosed Coruna exploits.

Chrome 146 Update Patches Two Exploited Zero-Days
SecurityWeek - 13 March 2026 08:47

The flaws can be exploited to manipulate data and bypass security restrictions, potentially
leading to code execution.

Critical SQL Injection bug in Ally plugin threatens 400,000+ WordPress sites
Security Affairs - 12 March 2026 1425

An unauthenticated SQL injection flaw, tracked as CVE-2026-2413 (CVSS score 7.5), in Ally
plugin could allow attackers to steal sensitive data.

Cisco Patches High-Severity 10S XR Vulnerabilities
SecurityWeek - 12 March 2026 11:25

The security defects could lead to denial-of-service (DoS) conditions, command execution, or
device takeover.
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Splunk, Zoom Patch Severe Vulnerabilities
SecurityWeek - 12 March 2026 13:06

Critical- and high-severity flaws could be exploited to execute arbitrary shell commands or
elevate privileges.

Threat actors and malware

Iran Claim Massive Cyber-Attack on MedTech Firm Stryker
Infosecurity Magazine - 12 March 2026 10:30

The pro-lran Handala group claims to have wiped 200,000 systems in destructive wiper
malware attack on US firm Stryker.
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