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Vulnerabilities

CISA flags Wing FTP Server flaw as actively exploited in attacks
BleepingComputer - 16 March 2026 15:00

CISA warned U.S. government agencies to secure their Wing FTP Server instances against an
actively exploited vulnerability that may be chained in remote code execution attacks. [...]

Unprivileged users could exploit AppArmor bugs to gain root access
Security Affairs - 16 March 2026 09:05

Researchers found nine “CrackArmor” flaws in Linux AppArmor that could let unprivileged
users bypass protections, gain root privileges, and weaken container isolation. Qualys
researchers disclosed nine vulnerabilities, collectively tracked as CrackArmor, in the Linux
kernel's AppArmor module.

CrackArmor Flaws Expose Linux Systems to Privilege Escalation
Infosecurity Magazine - 16 March 2026 15:00

CrackArmor AppArmor flaws let local Linux users gain root, break containers and enable DoS
attacks

Security Flaw in AWS Bedrock Code Interpreter Raises Alarms
Infosecurity Magazine - 16 March 2026 14:00
DNS-based attack in AWS Bedrock AgentCore lets Al sandboxes exfiltrate cloud data

Threat actors and malware

Stryker attack wiped tens of thousands of devices, no malware needed
BleepingComputer - 16 March 2026 16:17

Last week's cyberattack on medical technology giant Stryker was limited to its internal
Microsoft environment and remotely wiped tens of thousands of employee devices. [...]

GlassWorm Attack Uses Stolen GitHub Tokens to Force-Push Malware Into Python
Repos

The Hacker News - 17 March 2026 02:07

The GlassWorm malware campaign is being used to fuel an ongoing attack that leverages the

stolen GitHub tokens to inject malware into hundreds of Python repositories."The attack
targets Python projects — including Django apps, ML research code, Streamlit dashboards,
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and PyPI packages — by appending obfuscated code to files like setup.py, main.py, and
app.py,” StepSecurity said. “Anyone who runs

ClickFix Campaigns Spread MacSync macOS Infostealer via Fake Al Tool Installers
The Hacker News - 16 March 2026 18:11

Three different ClickFix campaigns have been found to act as a delivery vector for the
deployment of a macOS information stealer called MacSync.

UK related

UK's Companies House confirms security flaw exposed business data
BleepingComputer - 16 March 2026 14:07

Companies House, a British government agency that operates the registry for all U.K.
companies, says its WebFiling service is back online after it was closed on Friday to fix
a security flaw that exposed companies’ information since October 2025. [...]
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