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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and
manage the vulnerabilities that might pose a risk to their organisations.

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the
highest priority CVEs. These include:

e CVEs that have been added by CISA to the Known and Exploited catalogue (CISA KEV), or

e CVEs with a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit
Prediction Scoring System (EPSS) score above or equal to 0.2

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://nvd.nist.gov/vuln-metrics/cvss
https://www.first.org/epss/
https://www.first.org/epss/
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Count of vulnerabilities by software vendor (top 10)
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Top priority vulnerabilities

CISA
CVE Published Vendor Product CVSS EPSS KEV
CVE-2023- 10-07-2023 Citrix Sharefile Storage Zones Controller 9.8 0944 Yes
24489
CVE-2023- 17-08-2023 Juniper Junos 53 0942 Yes
36846
CVE-2023- 17-08-2023 Juniper Junos 53 0940 VYes
36847
CVE-2026- 06-02-2026 Beyondtrust Privileged Remote Access 9.8 0.610 Yes
1731
CVE-2023- 22-03-2023 Minio Minio 88 0.390 Yes
28434
CVE-2026- 29-01-2026 lvanti Endpoint Manager Mobile 9.8 0323 No
1340
CVE-2026- 17-02-2026 Dell Recoverpoint For Virtual Machines 10.0 0.288 VYes
22769
CVE-2024- 23-07-2024 Telegram Telegram 81 0.257 No
7014
CVE-2026- 23-01-2026 Smartertools Smartermail 98 0.182 Yes
24423
CVE-2025- 03-11-2025 React-Native- React Native Community Cli 9.8 0.156 Yes
11953 Community
CVE-2023- 27-09-2023 Juniper Junos 53 0.149 Yes
36851
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https://support.citrix.com/article/CTX559517/sharefile-storagezones-controller-security-update-for-cve202324489
https://support.citrix.com/article/CTX559517/sharefile-storagezones-controller-security-update-for-cve202324489
https://supportportal.juniper.net/JSA72300
https://supportportal.juniper.net/JSA72300
https://supportportal.juniper.net/JSA72300
https://supportportal.juniper.net/JSA72300
https://beyondtrustcorp.service-now.com/csm?id=csm_kb_article&sysparm_article=KB0023293
https://beyondtrustcorp.service-now.com/csm?id=csm_kb_article&sysparm_article=KB0023293
https://github.com/minio/minio/commit/67f4ba154a27a1b06e48bfabda38355a010dfca5
https://github.com/minio/minio/commit/67f4ba154a27a1b06e48bfabda38355a010dfca5
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM-CVE-2026-1281-CVE-2026-1340
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM-CVE-2026-1281-CVE-2026-1340
https://www.dell.com/support/kbdoc/en-us/000426773/dsa-2026-079
https://www.dell.com/support/kbdoc/en-us/000426773/dsa-2026-079
https://www.welivesecurity.com/en/eset-research/cursed-tapes-exploiting-evilvideo-vulnerability-telegram-android/
https://www.welivesecurity.com/en/eset-research/cursed-tapes-exploiting-evilvideo-vulnerability-telegram-android/
https://code-white.com/public-vulnerability-list/#systemadminsettingscontrollerconnecttohub-missing-authentication-in-smartermail
https://code-white.com/public-vulnerability-list/#systemadminsettingscontrollerconnecttohub-missing-authentication-in-smartermail
https://github.com/react-native-community/cli/commit/15089907d1f1301b22c72d7f68846a2ef20df547
https://github.com/react-native-community/cli/commit/15089907d1f1301b22c72d7f68846a2ef20df547
https://supportportal.juniper.net/JSA72300
https://supportportal.juniper.net/JSA72300
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CVE-2026- 29-01-2026 lvanti Endpoint Manager Mobile 9.8 0.149 VYes
1281
CVE-2025- 03-02-2026 Notepad-Plus-Plus Notepad++ 7.5 0.111 VYes
15556
CVE-2025- 07-11-2025 Sangoma Freepbx 72 010 Yes
64328
CVE-2023- 24-05-2023 Zyxel AtplOO0 Firmware 9.8 0.062 Yes
33009
CVE-2026- 10-02-2026 Microsoft Microsoft - Produc%WINDIR%\10 8.8 0.058 Yes
21510 1607
CVE-2026- 10-02-2026 Microsoft Microsoft - Produc%WINDIR%\10 8.8 0.048 Yes
21513 1607
CVE-2026- 10-02-2026 Microsoft Microsoft - Produc%WINDIR%\10 7.8 0.041 Yes
21519 1607
CVE-2026- 10-02-2026 Microsoft 365 Apps 7.8 0.037 Yes
21514
CVE-2026- 10-02-2026 Microsoft Microsoft - Produc%WINDIR%\10 7.8 0.024 Yes
21533 1607
CVE-2026- 25-02-2026 Cisco Catalyst Sd-Wan Manager 10.0 0.022 Yes
20127
CVE-2026- 13-02-2026 Google Chrome 8.8 0.006 Yes
2441
CVE-2026- 13-02-2026 Soliton Filezen 88 0.003 VYes
25108
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https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM-CVE-2026-1281-CVE-2026-1340
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM-CVE-2026-1281-CVE-2026-1340
https://community.notepad-plus-plus.org/topic/27298/notepad-v8-8-9-vulnerability-fix
https://community.notepad-plus-plus.org/topic/27298/notepad-v8-8-9-vulnerability-fix
https://github.com/FreePBX/filestore/blob/f0e3983059271efd80b483ec823310ef19a59013/drivers/SSH/testconnection.php#L2
https://github.com/FreePBX/filestore/blob/f0e3983059271efd80b483ec823310ef19a59013/drivers/SSH/testconnection.php#L2
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-multiple-buffer-overflow-vulnerabilities-of-firewalls
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-multiple-buffer-overflow-vulnerabilities-of-firewalls
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21513
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21513
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21519
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21519
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21514
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21514
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21533
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21533
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-rpa-EHchtZk
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-rpa-EHchtZk
https://chromereleases.googleblog.com/2026/02/stable-channel-update-for-desktop_13.html
https://chromereleases.googleblog.com/2026/02/stable-channel-update-for-desktop_13.html
https://jvn.jp/en/jp/JVN84622767/
https://jvn.jp/en/jp/JVN84622767/
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CVE-2025- 28-01-2026 Solarwinds Web Help Desk 81 0.003 Yes
40536
CVE-2023- 01-10-2023 Arm 5Th Gen Gpu Architecture Kernel 55 0.003 Yes
4211 Driver
CVE-2026- T11-02-2026 Apple lpados 7.8 0.001 Yes
20700
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https://documentation.solarwinds.com/en/success_center/whd/content/release_notes/whd_2026-1_release_notes.htm
https://documentation.solarwinds.com/en/success_center/whd/content/release_notes/whd_2026-1_release_notes.htm
https://developer.arm.com/Arm%20Security%20Center/Mali%20GPU%20Driver%20Vulnerabilities
https://developer.arm.com/Arm%20Security%20Center/Mali%20GPU%20Driver%20Vulnerabilities
https://support.apple.com/en-us/126346
https://support.apple.com/en-us/126346
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About this data

This report brings together information from several sources including:
e CISA Known Exploited Vulnerabilities Catalog
e NVD - National Vulnerabilities Database

e FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE
being exploited in the wild in the next 30 days.

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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