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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and
manage the vulnerabilities that might pose a risk to their organisations.

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the
highest priority CVEs. These include:

e CVEs that have been added by CISA to the Known and Exploited catalogue (CISA KEV), or

e CVEs with a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit
Prediction Scoring System (EPSS) score above or equal to 0.2

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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Count of vulnerabilities by software vendor (top 10)
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Top priority vulnerabilities
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CISA

CVE Published Vendor Product CVSS EPSS KEV
CVE-2025- 03-02-2026 Notepad-Plus- Notepad++ 7.5 OJ11 Yes
15556 Plus
CVE-2026- 25-02-2026 Vmware Aria Operations 81 0.108 Yes
22719
CVE-2023- 24-05-2023 Zyxel Atpl100 Firmware 9.8 0.062 Yes
33009
CVE-2026- 10-02-2026 Microsoft Microsoft - Produc%WINDIR%\10 1607 88 0.058 Yes
21510
CVE-2026- 10-02-2026 Microsoft Microsoft - Produc%WINDIR%\10 1607 8.8 0.048 Yes
21513
CVE-2026- 10-02-2026 Microsoft Microsoft - Produc%WINDIR%\10 1607 7.8 0.041 Yes
21519
CVE-2026- 10-02-2026 Microsoft 365 Apps 7.8 0.037 Yes
21514
CVE-2026- 10-02-2026 Microsoft Microsoft - Produc%WINDIR%\10 1607 7.8 0.024 Yes
21533
CVE-2026- 25-02-2026 Cisco Catalyst Sd-Wan Manager 10.0 0.022 Yes
20127
CVE-2023- 10-01-2024 Apple Ipados 7.8 0.007 Yes
41974
CVE-2026- 13-02-2026 Google Chrome 8.8 0.006 VYes
2441
CVE-2026- 02-03-2026 Qualcomm SMm7675P Firmware 7.8 0.003 Yes
21385
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CVE Published Vendor Product CVSS EPSS KEV
CVE-2026- 13-02-2026 Soliton Filezen 88 0.003 Yes
25108
CVE-2023- 01-10-2023 Arm 5Th Gen Gpu Architecture Kernel 55 0.003 Yes
4271 Driver
CVE-2026- 1-02-2026 Apple lpados 7.8 0.001 Yes
20700
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About this data

This report brings together information from several sources including:
e CISA Known Exploited Vulnerabilities Catalog
e NVD - National Vulnerabilities Database

e FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE
being exploited in the wild in the next 30 days.

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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