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Vulnerabilities 

CISA Adds Two Known Exploited Vulnerabilities to Catalog 

CISA Advisories - 

CISA has added two new vulnerabilities to its Known Exploited Vulnerabilities (KEV) Catalog, 
based on evidence of active exploitation. 
CVE-2009-0238 Microsoft Office Remote Code Execution Vulnerability 
CVE-2026-32201 Microsoft SharePoint Server Improper Input Validation Vulnerability 

 

Microsoft April 2026 Patch Tuesday fixes 167 flaws, 2 zero-days 

BleepingComputer - 14 April 2026 14:41 

Today is Microsoft’s April 2026 Patch Tuesday with security updates for 167 flaws, including 2 
zero-day vulnerabilities. 

 

Attackers target unpatched ShowDoc servers via CVE-2025-0520 

Security Affairs - 14 April 2026 10:13 

A critical remote code execution flaw, tracked as CVE-2025-0520 (CVSS score of 9.4), affecting 
ShowDoc is under active exploitation in the wild.  

 

SAP Patches Critical ABAP Vulnerability 

SecurityWeek - 14 April 2026 12:21 

The company has released 19 new security notes addressing flaws in over a dozen enterprise 
products. 

 

Organizations Warned of Exploited Windows, Adobe Acrobat Vulnerabilities 

SecurityWeek - 14 April 2026 09:57 

The security defects allow attackers to escalate privileges and execute arbitrary code 
remotely. 

 

Threat actors and malware 

‘Mythos-Ready’ Security: CSA Urges CISOs to Prepare for Accelerated AI Threats 

SecurityWeek - 14 April 2026 13:53 

CISOs face a shrinking window to prepare as AI models like Mythos collapse the gap between 
vulnerability discovery and exploitation, driving a new era of high-velocity cyberattacks. 

 

https://www.cisa.gov/news-events/alerts/2026/04/14/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.bleepingcomputer.com/news/microsoft/microsoft-april-2026-patch-tuesday-fixes-167-flaws-2-zero-days/
https://securityaffairs.com/190790/hacking/attackers-target-unpatched-showdoc-servers-via-cve-2025-0520.html
https://www.securityweek.com/sap-patches-critical-abap-vulnerability/
https://www.securityweek.com/organizations-warned-of-exploited-windows-adobe-acrobat-vulnerabilities/
https://www.securityweek.com/mythos-ready-security-csa-urges-cisos-to-prepare-for-accelerated-ai-threats/
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ShinyHunters claim the hack of Rockstar Games breach and started leaking data 

Security Affairs - 14 April 2026 12:01 

An 8.1GB data leak reportedly linked to Rockstar Games has surfaced, with files shared by 
ShinyHunters after being obtained via Anodot. The dataset includes anti-cheat source code, 
player analytics, game assets, Zendesk support tickets and financial information. 

 

No honor among thieves as 0APT threatens rival ransomware gang Krybit 

The Register - 14 April 2026 13:56 

Two rival ransomware gangs have locked horns after 0APT threatened to expose people 
affiliated with Krybit. 

 

 

https://securityaffairs.com/190796/data-breach/shinyhunters-claim-the-hack-of-rockstar-games-breach-and-started-leaking-data.html
https://go.theregister.com/feed/www.theregister.com/2026/04/14/0apt_krybit_spat/

