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Vulnerabilities 

Critical Nginx UI auth bypass flaw now actively exploited in the wild 

BleepingComputer - 15 April 2026 19:35 

A critical vulnerability in Nginx UI with Model Context Protocol (MCP) support is now being 
exploited in the wild for full server takeover without authentication. 

 

April Patch Tuesday Fixes Critical Flaws Across SAP, Adobe, Microsoft, Fortinet, and 
More 

The Hacker News - 15 April 2026 19:07 

A number of critical vulnerabilities impacting products from Adobe, Fortinet, Microsoft, and 
SAP have taken center stage in April’s Patch Tuesday releases. 

 

Two Vulnerabilities Patched in Ivanti Neurons for ITSM  
SecurityWeek - 15 April 2026 12:38 

The flaws could allow a remote attacker to maintain access after their account has been 
disabled and to access information from other user sessions. 

 

PHP Composer flaws enable remote command execution via Perforce VCS 

Security Affairs - 15 April 2026 09:19 

Two high-severity vulnerabilities in PHP Composer could allow attackers to execute arbitrary 
commands. PHP Composer is a dependency manager for PHP that helps developers install 
and manage libraries their projects need. 

 

Threat actors and malware 

WordPress plugin suite hacked to push malware to thousands of sites 

BleepingComputer - 15 April 2026 17:33 

More than 30 WordPress plugins in the EssentialPlugin package have been compromised 
with malicious code that allows unauthorized access to websites running them. 
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Patch these critical Fortinet sandbox bugs that let attackers bypass login, run 
commands over HTTP 

The Register - 15 April 2026 18:52 

No reports of active exploitation (yet) Watch out for more Fortinet vulns! Two critical bugs in 
Fortinet’s sandbox could allow unauthenticated attackers to bypass authentication or 
execute unauthorized code on vulnerable systems. 

 

n8n Webhooks Abused Since October 2025 to Deliver Malware via Phishing Emails 

The Hacker News - 15 April 2026 23:39 

Threat actors have been observed weaponizing n8n, a popular artificial intelligence (AI) 
workflow automation platform, to facilitate sophisticated phishing campaigns and deliver 
malicious payloads or fingerprint devices by sending automated emails. 

 

UK incidents 

Teen arrested in Northern Ireland over cyberattack on school network 

The Record from Recorded Future News - 15 April 2026 20:45 

A 16-year-old boy has been arrested in Northern Ireland after a cyberattack disrupted access 
to educational systems used by potentially hundreds of thousands of students. 
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