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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by 
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and 
manage the vulnerabilities that might pose a risk to their organisations. 

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the 
highest priority CVEs. These include: 

• CVEs that have been added by CISA to the Known and Exploited catalogue (CISA KEV), or 

• CVEs with a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit 
Prediction Scoring System (EPSS) score above or equal to 0.2 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://nvd.nist.gov/vuln-metrics/cvss
https://www.first.org/epss/
https://www.first.org/epss/
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Count of vulnerabilities by software vendor (top 10 
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Top priority vulnerabilities 

CVE Published Vendor Product CVSS EPSS CISA KEV 

CVE-2024-2961 17-04-2024 Gnu Glibc 7.3 0.926 No 

CVE-2025-14558 09-03-2026 Freebsd Freebsd 7.2 0.416 No 

CVE-2026-3055 23-03-2026 Citrix Netscaler Application Delivery Controller 9.8 0.367 Yes 

CVE-2026-3909 13-03-2026 Google Chrome 8.8 0.331 Yes 

CVE-2026-33634 23-03-2026 Aquasec Setup-Trivy 8.8 0.266 Yes 

CVE-2026-3910 13-03-2026 Google Chrome 8.8 0.112 Yes 

CVE-2026-33017 20-03-2026 Langflow Langflow 9.8 0.061 Yes 

CVE-2026-35616 04-04-2026 Fortinet Forticlientems 9.8 0.060 Yes 

CVE-2026-33017 20-03-2026 Langflow Langflow 9.8 0.057 Yes 

CVE-2026-5281 01-04-2026 Google Chrome 8.8 0.033 Yes 

CVE-2026-3502 30-03-2026 Trueconf Trueconf 7.8 0.013 Yes 

CVE-2025-66376 05-01-2026 Synacor Zimbra Collaboration Suite 6.1 0.000 Yes 
  

http://www.openwall.com/lists/oss-security/2024/04/17/9
https://security.freebsd.org/advisories/FreeBSD-SA-25:12.rtsold.asc
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX696300
https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_12.html
https://docs.litellm.ai/blog/security-update-march-2026
https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_12.html
https://github.com/advisories/GHSA-rvqx-wpfh-mfx7
https://fortiguard.fortinet.com/psirt/FG-IR-26-099
https://github.com/advisories/GHSA-rvqx-wpfh-mfx7
https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
https://trueconf.com/blog/update/trueconf-8-5
https://wiki.zimbra.com/wiki/Security_Center
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• NVD - National Vulnerabilities Database 

• FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE 
being exploited in the wild in the next 30 days. 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


