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Vulnerabilities 

Ghost CMS flaw abused to push ClickFix attacks on hundreds of sites 

Security Affairs - 25 May 2026 19:07 

Attackers are exploiting the patched Ghost CMS flaw CVE-2026-26980, compromising over 
700 unpatched sites, including universities. Threat actors are actively exploiting a security 
flaw, tracked as CVE-2026-26980, in Ghost CMS that was fixed months ago in real attacks 
against unpatched websites. 

 

Ghost CMS CVE-2026-26980 Exploited to Hijack 700+ Sites for ClickFix Attacks 

The Hacker News - 25 May 2026 18:32 

Threat actors are exploiting a recently disclosed critical security flaw in Ghost CMS to inject 
malicious JavaScript code with an aim to fuel ClickFix attacks. According to QiAnXin XLab, the 
activity involves the exploitation of CVE-2026-26980 (CVSS score: 9.4), an SQL injection 
vulnerability in Ghost’s Content API that could allow an unauthenticated attacker to read 
arbitrary data. 

 

CISA Adds One Known Exploited Vulnerability to Catalog 

CISA Advisories - 

CISA has added one new vulnerability to its Known Exploited Vulnerabilities (KEV) Catalog, 
based on evidence of active exploitation: CVE-2026-9082 Drupal Core SQL Injection 
Vulnerability. 

 

Threat actors and malware 

FBI warns of Kali365 phishing service targeting Microsoft 365 accounts 

BleepingComputer - 25 May 2026 09:45 

The FBI is warning about the Kali365 phishing-as-a-service platform (PhaaS) that is used to 
hijack Microsoft 365 accounts by abusing OAuth device code authentication to steal session 
tokens and bypass multi-factor authentication (MFA). […] 

 

TrapDoor Supply Chain Attack Spreads Credential-Stealing Malware via npm, PyPI, 
and CratesIO 

The Hacker News - 25 May 2026 12:29 

A new coordinated cross-ecosystem software supply chain attack campaign has targeted 
npm, PyPI, and Crates.io to distribute credential-stealing malware.The campaign, codenamed 
TrapDoor, spans more than 34 malicious packages across over 384 versions.   

https://securityaffairs.com/192655/cyber-crime/ghost-cms-flaw-abused-to-push-clickfix-attacks-on-hundreds-of-sites.html
https://thehackernews.com/2026/05/ghost-cms-cve-2026-26980-exploited-to.html
https://www.cisa.gov/news-events/alerts/2026/05/22/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.bleepingcomputer.com/news/security/fbi-warns-of-kali365-phishing-service-targeting-microsoft-365-accounts/
https://thehackernews.com/2026/05/trapdoor-supply-chain-attack-spreads.html
https://thehackernews.com/2026/05/trapdoor-supply-chain-attack-spreads.html
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Laravel-Lang Packages Poisoned for Malware Delivery 

SecurityWeek - 25 May 2026 11:41 

Published within a 15-minute window, the malicious tags introduced backdoors to exfiltrate 
CI secrets. 

 

Over 5,500 GitHub Repositories Infected in ‘Megalodon’ Supply Chain Attack 

SecurityWeek - 25 May 2026 08:40 

Fake automated commits injected GitHub Actions workflows containing payloads to steal 
credentials, CI secrets, keys, and tokens. 

 

https://www.securityweek.com/laravel-lang-packages-poisoned-for-malware-delivery/
https://www.securityweek.com/over-5500-github-repositories-infected-in-megalodon-supply-chain-attack/

