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Vulnerabilities 

CISA Adds One Known Exploited Vulnerability to Catalog 

CISA Advisories - 

CISA has added one new vulnerability to its Known Exploited Vulnerabilities (KEV) Catalog, 
based on evidence of active exploitation.CVE-2026-35273 Oracle PeopleSoft Enterprise 
PeopleTools Missing Authentication for Critical Function Vulnerability. This type of 
vulnerability is a frequent attack vector for malicious cyber actors.  

 

 

CISA Adds One Known Exploited Vulnerability to Catalog 

CISA Advisories - 

CISA has added one new vulnerability to its Known Exploited Vulnerabilities (KEV) Catalog, 
based on evidence of active exploitation.CVE-2026-28318 SolarWinds Serv-U Uncontrolled 
Resource Consumption.  

 

CISA Adds Two Known Exploited Vulnerabilities to Catalog 

CISA Advisories - 

CISA has added two new vulnerabilities to its Known Exploited Vulnerabilities (KEV) Catalog, 
based on evidence of active exploitation. 
CVE-2022-0492 Linux Kernel Improper Authentication Vulnerability. 
CVE-2025-48595 Android Framework Integer Overflow Vulnerability. 

 

CISA Adds One Known Exploited Vulnerability to Catalog 

CISA Advisories - 

CISA has added one new vulnerability to its Known Exploited Vulnerabilities (KEV) Catalog, 
based on evidence of active exploitation.CVE-2024-21182 Oracle WebLogic Server. 

 

Threat actors and malware 

Google Sues Chinese Threat Group Using Gemini AI in Phishing Scams 

Security Boulevard - 15 June 2026 04:01 

Google filed a lawsuit against a Chinese threat group called Outsider Enterprise, which is 
accused of using the Gemini AI platform to develop multiple phishing-as-a-service kits that 
other attackers can use to run their operations.  

 

https://www.cisa.gov/news-events/alerts/2026/06/12/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.cisa.gov/news-events/alerts/2026/06/05/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.cisa.gov/news-events/alerts/2026/06/02/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/alerts/2026/06/01/cisa-adds-one-known-exploited-vulnerability-catalog
https://securityboulevard.com/2026/06/google-sues-chinese-threat-group-using-gemini-ai-in-phishing-scams/
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The Global State of Technology Risk in 2026 

Security Boulevard - 14 June 2026 10:34 

A leadership guide to trust, governance and workforce evolution in a rapidly shifting 
technology landscape.  

 

UK related 

Implementing network segmentation for PCI DSS: a practical guide for UK SMEs 

Security Boulevard - 14 June 2026 14:09 

Implementing network segmentation for PCI DSS: a practical guide for UK SMEs.  
For many UK SMEs, PCI DSS can feel like a technical standard that belongs in larger 
organisations with dedicated network teams. In practice, one of the most useful ways to 
make the requirement more manageable is to think carefully about network segmentation.  

 

 

https://securityboulevard.com/2026/06/the-global-state-of-technology-risk-in-2026/
https://securityboulevard.com/2026/06/implementing-network-segmentation-for-pci-dss-a-practical-guide-for-uk-smes/

