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Vulnerabilities

COXMO botnet spreads via DD-WRT router flaw, Kills rival malware
BleepingComputer - 07 June 2026 11:17

A new variant of the Gafgyt botnet called COXMO is targeting DD-WRT router firmware and
can move to other device types with various CPU architectures.

Linux Kernel Improper Authentication Vulnerability Raises Privilege Escalation Risk
Across Systems

Security Boulevard - 07 June 2026 14:36

What happened A security vulnerability has been identified in the Linux kernel related to
improper authentication handling, potentially allowing an authenticated local user to
escalate privileges under certain conditions.

CISA Adds One Knowhn Exploited Vulnerability to Catalog
CISA Advisories -

CISA has added one new vulnerability to its Known Exploited Vulnerabilities (KEV) Catalog,
based on evidence of active exploitation.CVE-2024-21182 Oracle Weblogic Server Unspecified
Vulnerability. This type of vulnerability is a frequent attack vector for malicious cyber actors.

CISA Adds One Known Exploited Vulnerability to Catalog
CISA Advisories -

CISA has added one new vulnerability to its Known Exploited Vulnerabilities (KEV) Catalog,
based on evidence of active exploitation.CVE-2026-0257 Palo Alto Networks PAN-OS
Authentication Bypass Vulnerability.

Threat actors and malware

Over 20,000 Instagram accounts stolen in Meta Al support hack
BleepingComputer - 08 June 2026 03:00

Meta has revealed that over 20,000 Instagram users had their accounts hijacked in a recent
incident where attackers used Meta's Al-powered support system to reset passwords.
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Silent Ransom Group targets law firms with fake IT support calls
BleepingComputer - 07 June 2026 11:09

The Silent Ransom Group extortion gang is actively targeting U.S. law firms and professional
services organizations in social engineering attacks that often lead to data theft within hours
of initial contact.

Exposed Fuel Tank Monitoring Systems Come Under Cyberattack in the US
Security Boulevard - 07 June 2026 15:43

US federal agencies are warning organizations about ongoing cyberattacks targeting
internet-exposed Automatic Tank Gauge (ATG) systems, which are widely used to monitor
fuel and liquid storage tanks.
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