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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and
manage the vulnerabilities that might pose a risk to their organisations.

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the
highest priority CVEs. These include:

e CVEs that have been added by CISA to the Known and Exploited catalogue (CISA KEV), or

e CVEs with a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit
Prediction Scoring System (EPSS) score above or equal to 0.2

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://nvd.nist.gov/vuln-metrics/cvss
https://www.first.org/epss/
https://www.first.org/epss/

Scottish
Cyber
Coordination
Centre

Count of vulnerabilities by software vendor (top 10)
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Top priority vulnerabilities

CVE Published Vendor Product CVSS EPSS CISA KEV
CVE-2024-51092 08-05-2026  Librenms Librenms 91 0387 No
CVE-2026-42208  08-05-2026  Litellm Litellm 9.8 0.374 Yes
CVE-2026-8398 15-05-2026 Disc-Soft Daemon Tools 9.8 0.330 Yes
CVE-2026-41940  29-04-2026  Cpanel Cpanel 9.8 0.284 Yes
CVE-2026-9082 20-05-2026  Drupal Drupal 9.8 0.173 Yes
CVE-2026-32201 14-04-2026  Microsoft Sharepoint Server 6.5 0.089 Yes
CVE-2026-48172  21-05-2026 Litespeedtech Litespeed Cpanel Plugin 9.8 0.080 VYes
CVE-2026-42897  14-05-2026 Microsoft Exchange Server 6.1 0.063 VYes
CVE-2026-41091 20-05-2026  Microsoft Malware Protection Engine 7.8 0.059 Yes
CVE-2026-0300 06-05-2026  Paloaltonetworks Pan-Os 9.8 0.053 Yes
CVE-2026-6973 07-05-2026  Ivanti Endpoint Manager Mobile 7.2 0.050 VYes
CVE-2026-45321 12-05-2026 Tanstack Tanstack/Arktype-Adapter 9.6 0.000 Yes
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https://github.com/librenms/librenms/security/advisories/GHSA-x645-6pf9-xwxw
https://github.com/BerriAI/litellm/releases/tag/v1.83.7-stable
https://blog.daemon-tools.cc/post/security-incident
https://docs.cpanel.net/release-notes/release-notes
https://www.drupal.org/sa-core-2026-004
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32201
https://blog.litespeedtech.com/2026/05/21/security-update-for-litespeed-cpanel-plugin/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-42897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-41091
https://security.paloaltonetworks.com/CVE-2026-0300
https://hub.ivanti.com/s/article/May-2026-Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM-Multiple-CVEs?language=en_US
https://github.com/TanStack/router/issues/7383
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About this data

This report brings together information from several sources including:
e CISA Known Exploited Vulnerabilities Catalog
e NVD - National Vulnerabilities Database

e FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE
being exploited in the wild in the next 30 days.

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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