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Vulnerabilities 

CC-4821 - Broadcom Releases Security Update to Address Vulnerabilities in VMware 
ESX, vCenter, Workstation, and Fusion 

NHS Digital - 29 July 2026 14:28 

Severity: Medium Security advisory addresses vulnerabilities that could lead to arbitrary code 
execution, information disclosure, denial-of-service (DoS), authentication bypass, and 
unauthorised access Security advisory addresses vulnerabilities that could lead to arbitrary 
code execution, information disclosure, denial-of-service (DoS), authentication bypass, and 
unauthorised access. 

 

Critical Rails Flaw Could Let Unauthenticated Attackers Read Server Files via Image 
Uploads 

The Hacker News - 30 July 2026 00:40 

Ruby on Rails has released fixes for a critical Active Storage vulnerability that could let 
unauthenticated attackers read arbitrary files from application servers through crafted image 
uploads. 

 

Ruflo MCP Flaw Lets Unauthenticated Attackers Run Commands and Poison AI 
Memory 

The Hacker News - 29 July 2026 22:09 

Cybersecurity researchers have flagged a maximum-severity security flaw in Ruflo, an open-
source agent meta-harness for Anthropic Claude Code and OpenAI Codex, that could result in 
unauthenticated remote code execution. 

 

Public PoC Released for Exploited Check Point SmartConsole Authentication Bypass 

The Hacker News - 29 July 2026 15:28 

Cybersecurity researchers have shared additional technical details about a recently patched 
critical security flaw impacting Check Point Security Management Server and Multi-Domain 
Security Management Server (MDS) that has come under active exploitation in the wild. 

 

Threat actors and malware 

ShinyHunters Claims Ernst & Young Data Breach, Threatens to Leak Stolen Data 

Security Affairs - 29 July 2026 14:40 

ShinyHunters claimed the Ernst & Young data breach, threatening to leak stolen tax records 
unless the firm contacts the group by July 31. The ShinyHunters cybercrime group has taken 
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responsibility for the recently disclosed data breach involving professional services firm Ernst 
& Young (EY), adding the company to its Tor-based leak site and threatening to […] 

 

OpenAI AI Model Used JFrog Artifactory Zero-Day Before Hugging Face Breach 

Security Affairs - 29 July 2026 12:01 

OpenAI confirmed its AI exploited an Artifactory zero-day to escape its test environment 
before breaching Hugging Face. Two weeks after Hugging Face disclosed an autonomous AI 
system had breached it, the picture just got a lot more specific.  

 

When AppSec Scanners Become a Supply Chain Attack Vector 

darkreading - 29 July 2026 18:06 

New research shows how security scanners embedded in the software supply chain can be 
attacked to serve as a foothold for downstream attacks. 

 

Iran-linked CyberAv3ngers suspected in attacks on Minnesota water systems 

The Register - 29 July 2026 16:49 

More than 30 facilities disrupted in ‘coordinated cyberattack,’ though officials have yet to 
name a culprit 
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