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Vulnerabilities

CC-4822 - Cisco Releases Security Advisory for Vulnerability in Secure Firewall
Management Center

NHS Digital - 30 July 2026 13:53

Severity: Medium Successful exploitation of CVE-2026-20316 could allow an unauthenticated
remote attacker to log into an affected device using a low-privileged account and access
sensitive information Successful exploitation of CVE-2026-20316 could allow an
unauthenticated remote attacker to log into an affected device using a low-privileged
account and access sensitive information Updated: 30 Jul 2026

JetBrains warns of critical TeamCity remote code execution flaw
BleepingComputer - 30 July 2026 19:01

JetBrains is warning of a critical authentication bypass vulnerability affecting TeamCity On-
Premises that could be exploited to achieve remote code execution. [...]

VMware fixes three critical flaws allowing auth bypass, VM escapes
BleepingComputer - 30 July 2026 15:00

Broadcom has released security updates to fix five vulnerabilities in VMware vCenter, ESX,
Workstation, and Fusion, including three critical flaws that allow attackers to bypass
authentication, execute arbitrary code, or escape from a virtual machine to the host. [...]

Azure Cosmos DB Flaw Exposed Platform-Wide Key That Could Access Any Database
The Hacker News - 30 July 2026 20:04

A now-patched vulnerability in Azure Cosmos DB could have let an attacker escape the
service's Gremlin query sandbox and obtain full read and write access to databases across
customer tenants, according to Wiz.Wiz, which codenamed the chain CosmosEscape, said
the exploit chain began with a crafted query against a Gremlin database controlled by the
attacker.

Al Applications Contain Security Vulnerabilities, According to Report
Security Magazine - 30 July 2026 11:08
A report by BreachlLock analyzed cybersecurity readiness in the age of Al

Google Releases Patches for 370 Vulnerabilities in Chrome 151
Infosecurity Magazine - 30 July 2026 10:15
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The new version of Chrome, 151, comes with 370 vulnerability patches, including for seven
critical flaws

Threat actors and malware

Anthropic’s Claude breached 3 orgs, uploaded PyPI malware during tests
BleepingComputer - 30 July 2026 21:57

One of Anthropic’s Claude models built and uploaded a malicious Python package to PyPI
during a botched security evaluation, where it ran on 15 real systems and stole credentials
from a security vendor.

Amazon links Debug, Chalk NPM supply-chain attacks to North Korean hackers
BleepingComputer - 30 July 2026 15:13

Amazon linked multiple high-profile open-source software supply chain attacks targeting the
Node Package Manager (npm) ecosystem to North Korean hackers. [...]

Microsoft Teams vishing attacks lead to Chaos ransomware attacks
BleepingComputer - 30 July 2026 12:56

Threat actors are impersonating IT support staff in Microsoft Teams calls to gain remote
access to corporate devices and deploy Chaos ransomware in attacks targeting North
American organizations. [...]

AiTM Phishing Becomes Top Initial Access Threat to Law Firms
Infosecurity Magazine - 30 July 2026 15:00
AITM phishing is now the top entry point into law firms, with identity behind 56% of threats

Teams-Themed Phishing Campaign Abused Legitimate Microsoft Login Pages
Infosecurity Magazine - 30 July 2026 13:00

Check Point researchers detail phishing attack as an example of attackers dropping fake
Microsoft login pages in favor of abusing Microsoft's legitimate authentication infrastructure
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