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Vulnerabilities

SonicWall warns of active exploitation of two SMA 1000 zero-days
Security Affairs - 15 July 2026 09:02

SonicWall confirmed the active exploitation of two zero-day vulnerabilities affecting Secure
Mobile Access (SMA) 1000 appliances.

CISA Adds Two Known Exploited Vulnerabilities to Catalog

CISA Advisories -

CISA has added two new vulnerabilities to its Known Exploited Vulnerabilities (KEV) Catalog,
based on evidence of active exploitation.

CVE-2023-4346 KNX Association KNX Protocol Connection Authorization Option 1 Overly
Restrictive Account Lockout Mechanism Vulnerability

CVE-2026-46817 Oracle E-Business Suite Improper Privilege Management Vulnerability

Chaotic Eclipse Unveils LegacyHive Exploit Affecting Fully Patched Windows
Systems

Security Affairs - 15 July 2026 17:57

Just hours after Microsoft's July 2026 Patch Tuesday, security researcher Nightmare Eclipse,

also known as Chaotic Eclipse, published a new Windows zero-day proof-of-concept called
LegacyHive.

Unpatched Cursor Vulnerability Exposes Users to Code Execution
SecurityWeek - 15 July 2026 15:37

An attacker can create a malicious repository containing a git.exe in the project root, and
Cursor executes it automatically.

Zoom warns of critical account takeover vulnerability
BleepingComputer - 15 July 2026 17:16

Zoom is warning of a critical vulnerability in its desktop client and software development kit
for Windows that could be exploited by an unauthenticated party to hijack accounts.
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Firefox, Chrome, Adobe, and VMware Updates Fix Multiple Critical Security Flaws
The Hacker News - 15 July 2026 19:48

Mozilla has released updates to address two critical flaws in Firefox for which it warned that
exploit code has been published. The vulnerabilities are listed below

CVE-2026-15718, an invalid pointer in the JavaScript: WebAssembly component
CVE-2026-15719, a site isolation in the DOM: Navigation component

Trend Micro, Tanium, ESET and Tenable Patch Severe Product Vulnerabilities
SecurityWeek - 16 July 2026 07:08

The cybersecurity companies patched critical and high-severity vulnerabilities in some of their
products.

Vulnerabilities Patched by Fortinet, Ivanti, ServiceNow
SecurityWeek - 15 July 2026 12:02

A critical security defect in the ServiceNow Al platform could allow remote attackers to
execute arbitrary code.

Threat actors and malware

AsyncAPI npm packages infected with credential-stealing malware
BleepingComputer - 15 July 2026 12:37

Five malicious versions of AsyncAP| packages were published to the Node Package Manager
(npm) in a supply-chain attack that delivered a remote access trojan with info-stealing
capabilities.

OkoBot Malware Framework Injects Seed Phrase Phishing Into Ledger and Trezor
Apps
The Hacker News - 15 July 2026 22:00

A malware framework called OkoBot has been running on Windows machines since April
2025, and one of its modules is built to con hardware wallet owners out of their recovery
phrase.

Windows Bind Link Attacks Can Hide Malware From EDR Tools
SecurityWeek - 15 July 2026 14:00

Bitdefender researchers show how Windows bind links can create conflicting filesystem views
to hide malware from endpoint security products.
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Compromised Logins Surge as the Most Common Entry Point for Ransomware
Attacks

Infosecurity Magazine - 15 July 2026 13:45

Research of incidents by Sophos finds that phishing, brute force attacks and other identity-
based threats have surpassed software vulnerabilities as means of delivering ransomware.

UK incidents

Government Updates UK’s National Risk Register with Cyber Warnings
Infosecurity Magazine - 15 July 2026 09:48

The UK government is warning of the potential impact of catastrophic cyber-attacks.
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