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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and
manage the vulnerabilities that might pose a risk to their organisations.

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the
highest priority CVEs. These include:

e CVEs that have been added by CISA to the Known and Exploited catalogue (CISA KEV), or

e CVEs with a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit
Prediction Scoring System (EPSS) score above or equal to 0.2

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://nvd.nist.gov/vuln-metrics/cvss
https://www.first.org/epss/
https://www.first.org/epss/

Scottish
Cyber
Coordination
Centre

Count of vulnerabilities by software vendor (top 10)

Google 286
Oracle
Openclaw
Wolfssl
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Top priority vulnerabilities

CVE
CVE-2026-20253
CVE-2026-34910
CVE-2026-10523
CVE-2026-20230
CVE-2026-48282
CVE-2026-34908
CVE-2026-34909
CVE-2026-54420
CVE-2026-12569
CVE-2026-56291
CVE-2026-48908
CVE-2026-56290
CVE-2023-4346
CVE-2026-48939
CVE-2026-55255

Published
10-06-2026
22-05-2026
09-06-2026
03-06-2026
30-06-2026
22-05-2026
22-05-2026
14-06-2026
18-06-2026
09-07-2026
20-06-2026
29-06-2026
29-08-2023
20-06-2026
23-06-2026

Vendor
Splunk
Ui
Ivanti
Cisco
Adobe
Ui

Ui

Litespeedtech

Ptc
Balbooa
Ollyo
Joomlack
Knx
Joomlic
Langflow
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Product
Splunk
Unifi Os Server

Standalone Sentry

Unified Communications Manager

Coldfusion
Unifi Os Server
Unifi Os Server

Litespeed Cpanel Plugin

Flexplm

Forms

Sp Page Builder
Page Builder Ck

Connection Authorization

Icagenda
Langflow
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CVS

9.8
10.0
9.9
8.6
10.0
10.0
10.0
8.5
9.8
9.8
9.8
9.8
7.5
9.8
9.9

EPSS

0.921
0.786
0.472

0.417
0.032
0.025
0.023

0.013
0.009
0.008
0.008
0.007
0.005
0.005
0.002

CISA KEV
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
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https://advisory.splunk.com/advisories/SVD-2026-0603
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Sentry-CVE-2026-10520-CVE-2026-10523?language=en_US
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cucm-ssrf-cXPnHcW
https://helpx.adobe.com/security/products/coldfusion/apsb26-68.html
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://blog.litespeedtech.com/2026/06/01/security-update-for-litespeed-cpanel-plugin-2/
https://www.ptc.com/en/support/article/CS473270
https://mysites.guru/blog/balbooa-forms-unauthenticated-file-upload-flaw/
https://www.joomshaper.com/page-builder
https://www.joomlack.fr/
https://www.cisa.gov/news-events/ics-advisories/icsa-23-236-01
https://www.icagenda.com/
https://github.com/langflow-ai/langflow/pull/12832
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About this data

This report brings together information from several sources including:
e CISA Known Exploited Vulnerabilities Catalog
e NVD - National Vulnerabilities Database

e FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE
being exploited in the wild in the next 30 days.

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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