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Vulnerabilities 

U.S. CISA adds maximum-severity Oracle flaw to its Known Exploited Vulnerabilities 
catalog 

Security Affairs - 25 August 2026 09:48 

The U.S. Cybersecurity and Infrastructure Security Agency (CISA) added an Oracle HTTP Server 
and Oracle Weblogic Server Proxy Plug-in flaw, tracked as CVE-2026-21962 (CVSS score of 
10,0), to its Known Exploited Vulnerabilities (KEV) catalog.  

 

CISA Warns of Exploited Gitea Vulnerability 

SecurityWeek - 26 August 2026 06:17 

CVE-2026-60004 is a remote code execution vulnerability patched by Gitea developers in late 
July with the release of version 1.27.1. 

 

Australia Warns of Active Exploitation of Critical TeamCity Server Flaw 

Infosecurity Magazine - 25 August 2026 12:00 

Australian officials are urging TeamCity customers to patch an actively exploited critical flaw, 
which follows a similar warning from the US government. 

 

Threat actors and malware 

Hackers abuse npm mirrors to host phishing redirect pages 

BleepingComputer - 25 August 2026 18:39 

Threat actors are abusing npm and its mirrors to host malicious HTML pages that 
impersonate Cloudflare CAPTCHAs to redirect visitors to attacker-controlled websites. 

 

Attackers Target miniOrange SAML Flaws That Can Grant WordPress Admin Access 

The Hacker News - 25 August 2026 15:04 

Bad actors are attempting to exploit two severe unauthenticated authentication bypasses in 
the Xecurify miniOrange SAML 2.0 Single Sign On plugin that make it possible for an attacker 
to sign in as any WordPress user, including administrators. 

 

Defending Against an Active Threat to Siemens S7 Series PLCs 

CISA Advisories - 

Executive summaryNote: This advisory relates to an active threat to Siemens S7 Series 
programmable logic controllers (PLCs). However, ongoing PLC targeting activity is broader 
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than Siemens PLCs. All PLC owners and operators should apply relevant mitigations to reduce 
the risk to their devices and systems.  

 

UK related 

UK government seeks powers to secretly block risky tech suppliers 

The Record from Recorded Future News - 25 August 2026 13:45 
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