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Vulnerabilities 

ConnectWise Warns of New ScreenConnect Remote Access Flaw – Released 
Mitigation Steps 

Cyber Security News - 07 September 2026 15:14 

ConnectWise has warned customers about a newly identified security issue affecting file 
transfer behavior in ScreenConnect Remote Access Support and Access sessions. The issue 
impacts both cloud-hosted and on-premises ScreenConnect deployments, and the company 
has released interim mitigation guidance while it develops a permanent fix.  

 

CC-4845 - Active Exploitation of Critical N-central Unauthenticated RCE Vulnerability 

NHS Digital - 07 September 2026 15:18 

Severity: Medium Successful exploitation of CVE-2026-86218 could allow an unauthenticated 
attacker to perform remote code execution  

 

Magento StyleSmuggler zero-day exploited to deploy Linux backdoor 

BleepingComputer - 07 September 2026 13:50 

A zero-day vulnerability dubbed “StyleSmuggler” affecting all versions of Magento and Adobe 
Commerce is being exploited in attacks to deploy a backdoor. […] 

 

PEEP Turns Chrome and Edge Into Post-Compromise Backdoors for Host Command 
Execution 

The Hacker News - 08 September 2026 00:42 

Cybersecurity researchers have disclosed details of a complex Chromium-based post-
exploitation toolkit called PEEP that masquerades as a bookmarks extension for the web 
browser. 

 

Telerik UI Padding-Oracle Bug Chained to Unauthenticated RCE — Public Exploit 
Released 

The Hacker News - 07 September 2026 17:50 

A TantoSec proof-of-concept turns an AES-CBC “padding oracle” in Telerik UI for ASP.NET 
AJAX into unauthenticated remote code execution — but only against applications in a 
specific non-default configuration, and Progress patched the chain in July. There are no 
confirmed reports of exploitation in the wild. 

 

N-able Issues Fourth N-central Hotfix in Five Weeks for Unauthenticated RCE Flaw 

The Hacker News - 07 September 2026 15:01 
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Every on-premises N-central build below 2026.3.1.14 — including servers updated to Hotfix 3 a 
day earlier — needs Hotfix 4. N-able’s incident notice says the flaw has been exploited in the 
wild; its release notes say that is unconfirmed. 

 

Nightmare Eclipse Drops CrowdStrike, Nvidia, Avast Zero-Day Exploits 

SecurityWeek - 07 September 2026 13:15 

The proof-of-concept (PoC) exploits lead to privilege escalation, spawning a shell with System 
privileges. 

 

Adobe Commerce Zero-Day Exploited to Backdoor Online Stores 

SecurityWeek - 07 September 2026 12:58 

The StyleSmuggler zero-day allows attackers to execute code and deploy a stealthy backdoor 
on Adobe Commerce and Magento stores. 

 

Threat actors and malware 

Hackers Abuse Trusted Google Services to Hide Credential-Stealing Phishing Attacks 

Cyber Security News - 07 September 2026 15:43 

Criminals are using trusted Google services as cover for a wide phishing campaign that steals 
corporate credentials and, in some cases, installs remote-access software. The malicious path 
runs through Google-owned domains before reaching attacker-controlled pages for users 
and filters.  

 

New Linux Bot Hides as Kernel Process and Launches DDoS Attacks 

Cyber Security News - 07 September 2026 15:12 

A new Linux bot called Tengu is built to stay hidden and turn compromised systems into tools 
for disruption. The 32-bit malware poses as a routine kernel worker, persists across several 
Linux setups, and can generate traffic floods against selected targets.  

 

JSCeal Malware Can Bypass Google Authentication Using Stolen Session Cookies 

The Hacker News - 07 September 2026 14:23 

Cybersecurity researchers have unpacked JSCeal, a sophisticated compiled V8 JavaScript 
(JSC) malware with credential harvesting, surveillance, and traffic-interception capabilities. 

 

Modified ScreenConnect Clients Used in Worm-Like Campaign 

SecurityWeek - 07 September 2026 12:45 

The attacks rely on backdoored ScreenConnect instances to transfer and execute payloads to 
newly connected clients. 

 

UK related 
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UK food supply chain at risk from hostile attacks 

The Register - 07 September 2026 13:06 

Defending against cyber foes is among factors hitting food price inflation, report finds 

 

Peers ask why UK cyber bill leaves execs off the personal liability hook 

The Register - 07 September 2026 12:15 

Ministers say £17M corporate fines and forthcoming board-level governance rules provide 
sufficient accountability 
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