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Vulnerabilities 

WordPress Plugin Vulnerability Exploited in Attacks to Upload and eEecute Arbitrary 
PHP code 

Cyber Security News - 13 October 2026 04:09 

Attackers are targeting a critical security flaw in the Bricksforge WordPress plugin that lets 
them upload and run arbitrary PHP code without logging in.  

 

GitLab warns of max severity code execution vulnerability 

BleepingComputer - 12 October 2026 10:09 

GitLab warned users today to immediately patch a maximum-severity vulnerability in the 
CI/CD Regular Expression Compiler that could let remote attackers run arbitrary code on 
targeted instances. […] 

 

Critical SonicWall SMA 1000 Flaw Targeted in 135 Exploitation Attempts After Patch 

The Hacker News - 12 October 2026 17:06 

Threat actors have been observed exploiting a recently disclosed critical security flaw in 
SonicWall Secure Mobile Access (SMA) 1000 appliances within days of public disclosure. 

 

Months-Old Palo Alto VPN Vulnerability Remains a Target for Ransomware Groups 

Infosecurity Magazine - 12 October 2026 10:15 

ReliaQuest confirmed that the Qilin and Settra ransomware groups are actively exploiting a 
Palo Alto vulnerability patched in May 

 

Threat actors and malware 

Massive DDoS Attack Disrupts Ubuntu’s Canonical Websites and Security APIs 

Cyber Security News - 13 October 2026 05:09 

Canonical, the company behind Ubuntu Linux, suffered a sustained distributed denial-of-
service attack on October 8, 2026, disrupting its main websites and security information 
services.  

 

LG webOS Flaws Let Remote Attackers Execute Commands as Root Without 
Authentication 

Cyber Security News - 13 October 2026 04:07 
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Security researchers have disclosed four serious vulnerabilities in LG webOS smart TVs that 
could allow an attacker to bypass authentication, create a privileged account, and ultimately 
execute commands with root-level access.  

 

Help the NCSC understand how organisations approach external attack surface risk 

NCSC - 12 October 2026 13:00 

We’re looking to hear from people involved in evaluating, selecting or adopting EASM. 

 

Cyberattack shuts down refrigerators at French supermarkets 

BleepingComputer - 12 October 2026 12:23 

Attackers remotely defrosted refrigerators at multiple French supermarket chains overnight 
in a cyberattack that reportedly targeted Danfoss refrigeration controllers. […] 

 

Retail giant Ahold Delhaize takes systems offline after cyberattack 

BleepingComputer - 12 October 2026 10:51 

Retail giant Ahold Delhaize, one of the world’s largest food retail chains, confirmed today that 
it had to take some systems offline in response to a “cybersecurity incident” affecting its 
network. […] 

 

Imagine there’s no Shiny Hunters – AI could make human hacking crews obsolete 

The Register - 12 October 2026 13:27 

This week on The Kettle, we discuss some arrests and how Mythos’ mathematical expertise 
has led to a second exploited bug that no human would have found 

 

UK related 

AI minister warns ‘likely’ UK’s cyber defences will be breached 

BBC News - 12 October 2026 16:03 

Kanishka Narayan said the government will use advanced AI to strengthen the UK against 
cyber attacks. 
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