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Vulnerabilities 

Fortinet warns of critical FortiMail flaw exploited in zero-day attacks 

BleepingComputer - 01 October 2026 19:42 

Fortinet is warning customers of a critical FortiMail vulnerability, tracked as CVE-2026-104286, 
that is being actively exploited in zero-day attacks to execute unauthorized code or 
commands on vulnerable devices. 

 

Zimbra Vulnerability Exploited in the Wild Prior to Public Disclosure 

SecurityWeek - 01 October 2026 13:55 

Under certain conditions, CVE-2026-73570 can be exploited via specially crafted emails 
without user interaction. 

 

Citrix NetScaler Post-Exploitation Payload Creates Superuser, Maps Web Shell to 
CSS-Like URLs 

The Hacker News - 01 October 2026 11:05 

Threat actors have been observed exploiting a critical pre-authentication command injection 
vulnerability in Citrix NetScaler ADC and NetScaler Gateway to drop web shells and attempt 
theft of configuration data. 

 

Kiteworks patches max severity code injection vulnerability 

BleepingComputer - 01 October 2026 10:51 

Secure file-sharing software company Kiteworks has released security updates to address 126 
vulnerabilities, including a max-severity flaw affecting its Email Protection Gateway (EPG) 
security solution. 

 

Threat actors and malware 

Police dismantle KillSec ransomware gang allegedly led by 16-year-old 

BleepingComputer - 01 October 2026 11:25 

An international law enforcement operation dubbed “Operation KillSwitch” seized the KillSec 
ransomware gang’s data leak site and servers, led to three arrests, and identified a 16-year-old 
as the group’s alleged administrator. 
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Warlock Ransomware Hits Large Spanish, Portuguese Orgs 

darkreading - 01 October 2026 14:00 

A year-old Chinese threat actor looks like a cybercrime gang, acts like a state-associated APT, 
and attacks organizations in unexpected places. 

 

Enterprises Struggle to Prepare for AI and Quantum Threats, PwC Says 

SecurityWeek - 01 October 2026 15:30 

PwC’s survey found that only 22% of leaders would use fully autonomous AI for cyber defense, 
while just 21% are implementing quantum-resistant security measures. 
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