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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by 
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and 
manage the vulnerabilities that might pose a risk to their organisations. 

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the 
highest priority CVEs. These include: 

• CVEs that have been added by CISA to the Known and Exploited Vulnerability catalogue (CISA KEV), 
or 

• CVEs with a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit 
Prediction Scoring System (EPSS) score above or equal to 0.2 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

 

https://nvd.nist.gov/vuln
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.first.org/epss/data_stats
https://www.first.org/epss/data_stats
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Count of vulnerabilities by software vendor (top 10) 
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Top priority vulnerabilities 

CVE Published Vendor Product CVSS EPSS 
CISA 
KEV 

CVE-2025-5777 17-06-2025 Citrix Netscaler Application Delivery Controller 7.5 1.000 Yes 

CVE-2025-5777 17-06-2025 Citrix Netscaler Application Delivery Controller 7.5 1.000 Yes 

CVE-2025-5777 17-06-2025 Citrix Netscaler Application Delivery Controller 7.5 1.000 Yes 

CVE-2025-5777 17-06-2025 Citrix Netscaler Application Delivery Controller 7.5 1.000 Yes 

CVE-2025-5777 17-06-2025 Citrix Netscaler Application Delivery Controller 7.5 1.000 Yes 

CVE-2025-5777 17-06-2025 Citrix Netscaler Application Delivery Controller 7.5 1.000 Yes 

CVE-2025-61884 12-10-2025 Oracle Configurator 7.5 0.959 Yes 

CVE-2025-22037 16-04-2025 Linux Linux Kernel 7.5 0.696 No 

CVE-2026-87902 22-09-2026 Wordpress Wordpress 8.1 0.455 Yes 

CVE-2025-59536 03-10-2025 Anthropic Claude Code 8.8 0.272 No 

CVE-2026-93616 22-09-2026 Checkpoint Multi-Domain Security Management 9.8 0.197 Yes 

CVE-2023-35311 11-07-2023 Microsoft 365 Apps 8.8 0.155 Yes 

CVE-2026-76460 16-09-2026 Cisco Identity Services Engine 10.0 0.140 Yes 

CVE-2023-22894 19-04-2023 Strapi Strapi 4.9 0.034 Yes 

CVE-2026-105134 04-10-2026 Ahsay Cloud Backup Suite 10.0 0.032 Yes 

CVE-2026-21589 05-10-2026 Atlassian Bitbucket Data Center 7.5 0.028 Yes 

CVE-2026-94127 22-09-2026 F5 Big-Ip Access Policy Manager 9.8 0.022 Yes 

CVE-2026-104286 01-10-2026 Fortinet Fortimail 9.8 0.022 Yes 

CVE-2026-76504 30-09-2026 Cisco Catalyst Sd-Wan Manager 9.8 0.018 Yes 

CVE-2026-88772 27-09-2026 Citrix Netscaler Application Delivery Controller 8.1 0.013 Yes 

https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
https://www.oracle.com/security-alerts/alert-cve-2025-61884.html
https://git.kernel.org/stable/c/8f216b33a5e1b3489c073b1ea1b3d7cb63c8dc4d
https://github.com/WordPress/wordpress-develop/security/advisories/GHSA-7hp8-65ch-5whp
https://github.com/anthropics/claude-code/security/advisories/GHSA-4fgq-fpq9-mr3g
https://support.checkpoint.com/results/sk/sk1000171
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35311
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://github.com/strapi/strapi/releases
https://vuldb.com/cve/CVE-2026-105134
https://jira.atlassian.com/browse/BAM-26567
https://my.f5.com/manage/s/article/K000162605
https://fortiguard.fortinet.com/psirt/FG-IR-26-175
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-webauth-xr8beuuU
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX697096&articleTitle=Citrix_NetScaler_ADC_and_Citrix_NetScaler_Gateway_Security_Bulletin_for_CVE_2026_88771_CVE_2026_88772_CVE_2026_88773_CVE_2026_88774_CVE_2026_88775_CVE_2026_88776_CVE_2026_88777_and_CVE_2026_88778
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CVE Published Vendor Product CVSS EPSS 
CISA 
KEV 

CVE-2026-102489 30-09-2026 Zammad Zammad 9.8 0.013 Yes 

CVE-2026-86950 28-09-2026 Apple Ipados 8.8 0.012 Yes 

CVE-2026-93952 22-09-2026 Arista Velocloud Orchestrator 10.0 0.011 Yes 

CVE-2024-50302 19-11-2024 Google Android 5.5 0.008 Yes 

CVE-2026-105133 04-10-2026 Ahsay Cloud Backup Suite 7.3 0.007 Yes 

CVE-2026-88779 04-10-2026 Citrix Netscaler Application Delivery Controller 7.5 0.006 Yes 

CVE-2026-58704 15-09-2026 Google Android 8.8 0.006 Yes 

CVE-2026-102490 30-09-2026 Zammad Zammad 7.8 0.005 Yes 

CVE-2026-96656 23-09-2026 Plex Media Server 7.2 0.004 Yes 
 

https://community.zammad.org/t/take-care-local-privilege-escalation-cve-2026-102490-is-reported-as-being-actively-exploited/21297/2
https://support.apple.com/en-us/149226
https://www.arista.com/en/support/advisories-notices/security-advisory/24765-security-advisory-0183
https://git.kernel.org/stable/c/05ade5d4337867929e7ef664e7ac8e0c734f1aaf
https://vuldb.com/cve/CVE-2026-105133
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX697174
https://source.android.com/docs/security/bulletin/pixel/2026/2026-09-01
https://csirt.divd.nl/CVE-2026-102490
https://forums.plex.tv/t/plex-media-server/30447/711
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• NVD - National Vulnerabilities Database 

• FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE 
being exploited in the wild in the next 30 days. 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 
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